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Mpeancnoeue

Lanu i npMHUMnel cTEHOApTHIa0MN B Pococwiickol Dengpadmy yeTasosneHdsl DenspaneHsM 3aK0HOM
o1 27 perabpa 2002 r. Ne 184-23 a0 TexHHUHeCKoM PeryNHpoBaHEKH S, 3 NPABWUNa NPHMEHEHWA HAUWOHANBLHELK
cTangapTos Poccuiickol ©egepayin — MOCT P 1.0 — 2004 «Crangaprvzayma 8 Poccuiickol Tegepaumn. Oc-
HOBHBIE NONOKEHARD

CeegeHMA O CTaHOApTEe

1 NOOrCTOBNEH depepansHbié rocy0apcTEEHHBIM YHpesaeHHen «Mocy1apoTEeHHbIR HAYYHO-HOCNE-
O0BaTENLCKHA HCNBITATENEHEIR MHCTHTYT NPoBNEs TEXHWYECKDA 3aLn T MEhopMaumMy SeaepanssoE crysbsl no
TAXHUHBCKOMY W INCNODTHOMY KOHTROMOS (DY « THAWIA NT 3 @CT3IK Poccstis | u 0GLLBCTEOM C OrpaHTHEHHOH
OTBETCTEEHHOCTEID « HaydHo-NpoulssacTeeHHan pupka «Kpuctanms (000 «HMD « Kpuctanns ) Ha ocHoss oob-
CTEEHHOMD 3y TEHTHYHOM Nepeaala CTaHgapTa, yRaIaHHoro B MyHkTa 5

2 BHECEH YnpasnaHiam TEXHHYECKOMD peryNHpoEa WA 1K CTaHOapTHIaUWME DafepanksHors areH T CTea no
TEXHWIRCHIMY DeryNMPOBIHIAK M METDOMNOTHN

3YTEBEP¥OEH M EBENEH B OEWCTBWE MNpukazom SemepansHoro aresTcTea No TEXHUSBCHOMY Deryni-
pOBaHMID W METRONOTMK OT 2T gexatpa 2007 r. Ne 514-c7

4 BBEJJEH BMNEPBLIE

5 HacToAWWA CTAKOaDT WOBHTHHEH MEXOYHADOIHOMY cTasgapTy WCOMEK TO 135692005 «DuHarco-
Beig WOmyTW. PekoMeHgauMd no wepopsMagModsold GeaonackocTaes (ISOAEC TR 135692005 «Financial
services — Information security guideliness).

Mp# NpWMEHEHAA HACTOAWEND CTAHAADTA PEKOMEHOYETCH MCNONEIOEATE BMECTO CObINOUHLIX MEMOYHI=
pOOHBX CTAHOARTOR COOTEETCTEYIOWME MM HALUWMOHANEHEIE CTAHOAPTH Pocciackol Pepepalvy, cRENeHHA O
KOTOPREX NPHBENeHEl B OOMONHATENEHOM NpAMRoKeHAN E

MughopamayLa off LavMeHaHLIAX K HCMoAWeMy cmandapmy nyGnuxyemcd 8 exe200n0 u30agaanon Lighap-
MAYUDHHOM Ykasamene sHauUuoHanssae cmandaDmeis, 8 MEKCM UIMeHeNL] U MoNDaSEoK — 8 BMEMECHYHD
UIDSE88MEN LHDODMALILICHHELX YRaZamenay « HaluoHansHse cmakdapmesle. B cnyyae NepacMomps (3aMeHs )
LLTU OTMEHE HACMORWWES0 cmandapma coomaamemeayawes yeedomnarue Gydem onybnuxosano & emeMecsy-
HO wadasaemMoM WHbopMauuaoHHoM yrazamens s HayuoransHee cmaddapmeds. Commasmemayiowan wghop-
MaLUR, VeedOMMeHLA U MEKCITE DaIMELLENNTICH TTAKKE & WWDODMaLLIOHHOD CUCITEME OTLLES0 NTs30EaMHLT =
Ha ocbuyuansMoOM calime DedepansHos0 S2eHIMCMEa MO MEXHUYSCKOMY DESYNLDOSaMUN U MEMDONOSLil 8 Cemu

Humapiem

S CTaHaapTuHdgpopes, 2009

HacToAwmMiA CTAHAADT HE MOMET BeiTk NONHOCT B MK YACTHYHO BOCAPOWIBROEH, THRAXMPOBAH M Dacnpo-
CTPEHEH B KA48CTRE 0MUMANEHOND MadaHKMA Gea paspewaHna GegepansHoOro argHTCTEA MO TEXHWUBCHOMY Dery-
NADOBAHHID K METDOIOMIA
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BeeneHue

DUHAHCOBLIE YEITYTH K3K 3OHOMMYECan KATErpWA OT PAKAKT NPOLECT WCNONEIOBAHWA QEHEKHEBIX CRE0CTE
HE GCHOBG TOBADHO-TeHERHOND 0BpalleHna. OrasaHne DHHAHCOBRIK YCMYT 38 NPOWGQLEE QacATANSTHES Wake-
HIAMOCE KK C TOYEN 3DEHHA MaCTAGHOCTH X OCYIWECTRNEHWA, TAK M B CEBAIM C BHEADEHAERM KOMNBOTERHBIX K
CETEBRX TEXHONOTWA B 3Ty cdiepy OeRTensHoCTA. MpK aTomM NogobHsIe oNepauMM OCYLLECTBNARIOTCA KAK BHYTDH
roCY0apCTea, TAK M NPH BIAUMO0EACTEMM OPrAHWIALMA DasHbLIX CTRAH.

HacToAWMEA cTaHgapT gaeT NpegcTagnesqe o cucTeMe obacneyesus MHDOpPMaUMoOHHoN DeIonacHoCcTH B
NPOUECCE OKa3aHWA PUHAHCOBEIX YCIYM C YYETOM CNOMHBLUSACA NPAKTHIM HA MENAYHAPOAHOM YDOBHE, YTO
OCOBEHHO BANKHD ONA OpFaHM3ALME, CTPEMALLWXCA PAIBMBATE CEOI0 JBATENEHOCTE 33 Npedenams PoccHicroi
DenepaLAn.

Wi



rMCT P UCO TO 13569—2007

HAUWOHANBHBW CTAHOAPT POCCHUMWCKOW DEOEPALMM

PUHAHCOBLIE YCAYTH
PEKOMEHOALMK MO MHROPMALIMOHHOW BE3OMACHOCTH

Financial services. Information securly guidelines

Oara esegedma — 2008—07—D0

1 O6nacTe NpUMEHEHWA

HacToRWWA CTAHOADT YCTAHARNWBART DEKOMEHIALMK NO paspaboTee nporpamssl obecnadsesns uHigopma-
UHOHHOK BERsNacHICTW ONA opradsianri B chepe uHancoBeX yoryr. PazpaboTka pexoMerdalWi OCHORLIB3-
NACE HA PACCMOTDEHAK GHIHEC-CPaObl, NDAKTHYBCKMX NPHEMOR U APOUa VD BeRTaNHOCTH COMHAHCOREE YJDe=
OeHiA. HAacToRWWA cTAHOADT NPpegHaIHaYqYeH 4na MCNoNe30BaHNA SHHAHCOBRIMM YYIDEKIEHAAMN DaAnNWHOM
THNA K PAIMERE, KOTOPEE JOMEHE PE3pabaTeBEaTE PAUNOHANEHYED W 3K0HOMITHECKN 0G0CHOBAHHYID NPOrpammy
ofacnedYeHMA HHgopMaUMoHHOR Be3I0NacHOCTI.

2 HopmaTuBHbIe CChINEX

B HacTOALWEM CTaHOAPTE MCNONLI0BAHLI CChIMKK HA CNEOYWMe MeNIyHADOOHEE CTaH0apTh

MCO 9564 (soce yacTv) Baukneckoe geno — MesagsmedT W obacnedyeHie De3onacHoCcTH NepCoHansHily
HOEHTHEHEELUMOHHBEY HOMEDOB

MCO 10202 (Boa 4acTv) BAHKOBCKHME KADTOMKM ANA (PUHAHCOBELK ONepauui — ApxHTerTypa BeaonacHocTH
CHUCTEM (PUHAHCOBE ONEPaL WA, MCNONEIYIOLWMX CMapT-KapTs

MCO 11568 (pce yacTH ) Baswopckos 0en0 — MeHaamesT Knioded [poaHMYHan Toproans)

MCOMM3E 11770 (Boa yacte) MudropMaguorHan TexHanord — Metogel v cpencTea obacnedeHdn Beao-
MACHOCTH — MeHeoHMEHT KoY

MCO 15782 (Boe yacTi) MeHe e MeHT CepTHMKATOR B Cepe (DUHAMCOBBIX YCMyT

MCO 186092004 bankoackoe geng — TpeboeaHiua K ayTeHTWpHEaL WK Co0GL @ WA, HCNoNsIYA CAMMET-
MBS METOOR

MCOMAEE 17792 2005 MudopMaumoHHas TexHoNomnA — MNpakTv4eckus Npasuna ynpaenesHa vHdopmagm-
CHHOR Ge30nNacHOC TR

WMCOMIZK 18028 (pce vacTy) MepopMayoHHan TexXHoONoMA — MeTolk 1 cpancTea ofecnaqanua beao-
MACHOCTH — BE3IoNacHOCTE HHDODMaLWOHHOR CRTH

MCOMISK 18033 (Boe YyacTH) MuopMay oHHas TeXHONMMA. — MeTtoasl v cpegertea obacnededda Deao-
MACHOCTH — ANMOpHUTMEB WWdpoBaHKA

HMCO 211882008 MuchpacTpyeTvDa OTEPRITHIX KMo4eR Ans chepsl DHHaHcoasx yomyT — MNpakriyeciie
NpHasdss W CTPYETYRE MOMATAKR

3 TepMHHbLI M ONpeneneHKA

B HacTOMLLEM CTAHAAPTE NDMMEHEHR! CIHETYIGLL WS TEDMAHE G COOTRETCTEY HILLIHMM OMpEnarisHEAm .
3.1 ¥npasnexwa goctynom {access control) ©yHELWM, OrpaHWYMBAKOLLWE SOCTYN K WHGOPMaLIMY MnW
cpeacTeamM 0bpatoTHM MRDoOPMALMK TONBKD AETOPWI0BEAHHEM TMUEM WK NDWUIOEEHAARM, BEMOYER OH3WYECHDE

HWaganwe cdnunanHoe

22500 1
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YyNpABNEHWE AOCTYNOM, OCHOBAHHOE HE PAIMELLEHWH DIak4eciix Gapeepos MexRly HEABTODMIDBIHHLIMK MMLa-
WM 1 JALLMLLEBEM bIMA HHPOPMALWOHHEIMMK PECYPCAMI, M NOMMHECKWE CPEHCTaa YNIPARNEHHA JOCTYNOM, HCNONk-
AVIoLKE Apyride cnocobel ypasnesna.

3.2 noAoTYeTHOCTE (accountability): CeoRcTeo, obecnauvBEales ofHOIHaYH0e NPOChEMHBIHRE 2=
CTEHA MQBore NorMieckoro oBeaKTa.

[MCO 7458-2:1989][1], [MCOMEIK 13335-1:2004] [2]

3.3 carHan TpeEord (alarm ) YHalaswe Ha HapyweHne Be3aonachocTH, HeobedHoe KN ONacHoe CocToR-
HIME, KOTOPOE MORET NOTRES0RaTE HEMEQNEHHOMD BHWMAHKA,

3.4 akTHBERI [azset) Bog, 4TO MMBET UEBHHOCTE AMNA OpraHydaaumMH [2].

3.5 ayguT (audit): CrysiBa, 2apaqel KoTopod ABNAETCA NPOBEPKE HANWHYWA 208KEATHEIX MED KOHTROMNA M
COCBLUEHME PYROBOOCTEY COOTBETCTEVIOWETD YDORHA O HECOOTBETCTRMAK.

1.6 wypHan aynuTa (audit joumal): 3anuck B XPOHONOTHYECHOM NOPAQKE OBRCTEMA CUCTEMEl, COABDMA-
e AOCTATONHO CBAOEHIXA ONA TOM, YTOGR DEXOHCTDYHPORATE, MPOAHANMIHPOEATE W NPOREDMTE MOCMNE LOES-
TEMLHOCTE CPEA M AERCTEAR, OKDYHEI0LWMY HANO0E COOLITHE MNK BEYLLMK K KawaoMy coDBTH No X040y onepa-
LIMH OT B2 HaYana 00 BelQayy OKOHYaTeNbHbIX PEIYNLTATOR.

[MCO 15782-1 2003} 3]

3.7 ayrertvipuraumn (authentication): NMpenocTapneHAE rapasTik 3aRBMEHHDA HOEHTHYHOCTA o0 beTa.

[MCOMIK 10181-1:1186] [4]. MCOMIK TO 13335-4.20001 [5]

3.8 ayTeHTHYHOCTE (authenticity ) CaoECTEO, rApaHTHRVIOWES, Y4TO CYDBERT MMM PECYDC MOSHTHWYHEI 3aA8-
NEHHBIR.

MprwmMmedad s — AYyTEHTWHOCTE NPUMEHABTEA K TAKMM CyDLerTaM, xak nonsi0satend, € npouaccan,
CHOCTEMAEM 1 MHpOPMAaLHK.

3.9 pocTynHocTh (availability): XapakTeprcTiHya, onpegenaowan QoCTyWIHOCTE W MCNOoNESYBMOCTE Mo 3an-
pOCY CO CTOPOHLI ABTOPWA0BAMHOND NoM4eckoro ofwexa [1], [2].

310 peaspEHOoe KONWpoBaHKe (back-up) CoxpaveHue BHaHec-MHDopMaUMd gna oBecnaYye e Henpe-
PRIBHOCTI BHIHEC-NTPOUSCCE B CITYYEE YTPaTh MHDOPMALMOHHEX PECYPCoB.

3.11 GHoMaTpHYBECKMe AanHkie (Diometric) Mamepuman BHoNomYeckas mny NoBE0SHYEcKan XxapakTap-
CTHHA, C QOCTOREDHOCTEN OTNIMYESIOL AR OOHOM Y2NoBesa 0T ADYToro, KCNoNsEIYaMan gnAa yCTaHoBneHuA nubo
MNOOTES R IEHEA MAYHOCT W SenOBeKa.

[AMS] X0 84:2003] [6]

3.12 BuomeTpua (biometrics). ABTOMATHYSCKWE METO0E, HCNONEIYaMER ANA DACN0AHABAHMA NAYHOCTH
WM NOATESDHOEHNA IAABRMEHHDA NHYHOCTH YEN0BRKS HA 0CHOBE PNANONOMMYECKNE UMK NOBR0SHYSCKIE Xapak-
TEDHCTHE.

3.13 maTog ayTeHTidrEanrH kapToder (MAK) (card authentication method (CAM)): MeTog, genaoigmea
BOIMONHON YHAKANEHYID MALLWHOYATIBMYI0 WAEHTAHMKALMD BAHKOBCHOR KAPTOHKM AR OHMHAHRCOBRX ONapaLWi
W NpE0OTERALLSKWMA KONKMPOBAHWE KADT.

3.14 knaccudpkauma (classification): Cxema, B COOTERETCTEMM C KOTOROH MHQOPMALMA NOOPAIOSNABTCR
HE KATEropHM C Uansi NEMMaHEHHA COOTEETCTEY MY AALMTHEIX MED NPOTHE 3T KATEMODHA.

MpuMmeyad e — CooTeaToTayHIWME 3ALIWTHEE MEPL NPEUMEHANT 08 CRegyIoWEE EETeropEai: BOamMOBHICTL
MOUEHHAYBETEE, BOHPIROSHLMANEHOCTE MM KDUTHYHOCTE MHEODMAaLIWH.

3.15 kontuaeHuManeHocTe (confidentialit). Ceolcrao nudopMauim BbiTe HBAOCTYNHOW W 3AKPRITOR AMA
HEABRTOPHIOBAHHOND HHAWBWOYYMA, NorMHeckors obwexkTa N npouecca [1], [2]. [3].

3.16 nnaH QEACTEWR B YpalBLMNaARHLIX obcToATeNLCTEAX (contingency plan): MopAOoK O8RCTEMA,
KOTOPEM NOSEGNAET OPraHnEaLMN BOCCTAHO BUTE DAGOTY NOCHE NPUEOOHOND MM WHoro BencTEMA.

3.17 mepa ynpaenedua (control) Mo 3.64, TEpMHH £33WKTHARA MEpas.

3. 18 nonMTHEa WHDOpMaUWoOHHOR GE30NacHOCTH OpraduIauWe [nonmnyvmieal (corporate information security
policy) [policy]: OGLWes RONCHEHWE O HAMESDEHAAX W LENsx pajpaboTky NporpamMisl obecnadeHna nHDopsaLMoH-
HOH BeI0nacHocTH OprasMaaLMe,

319 kpeouTHBIA prck (credit risk): PUck Toro, 4To KOHTRareHT & cHcTemMe Gy et He cnocoGeH NONHOCTEEY
BRINGNHWTE CEOW (PHHAHCOBEE ODAIETENECTES B CHCTEME B CPOK WNK B MoGoe apema B Oy IyLLen.

[CPES KnioyeBse NPUHLMNE: ANA CHCTEMHO 3HAYHMEBLY NNATEMHBX CHCTEM] [T]

3.20 KpUTHYHOCTE (criticality ). TpeSopanua K ToMY, YTODE KOHEPETHAA HHDODMAUWMA HNKM CpeacTea obpa-
GoT MHCHOPMALIWA Dbk AOCTYNHE ANA BafeHuA Duadeca.

2
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3.21 kpunmorpada (cryptography): MaTesaTtiYecsiil annapar, HCnoNsIveresR ona WwuhposasMa mny
AYTEHTHDMEALMM HHEDODMALMIA.

322 kpunrorpadguyeckan ayreHtidukauymna (cryptographic authentication): AyresTudHkauyma, ocHoBaK-
HAA Ha LWPpOBOA NOONWCH, KOSe ayTeHTWMKaLMKY CO0GLLEHUA, NeHEPUPYeMBX B COOTBETCTEWM C KpHNTOrpadii-
UECKMM KMHHOM.

3.23 kpuntorpapryeckdi knioy [cryplographic key): 3HaYeHWe, HCNoNsIYeMos OnA YNEaenaHHA KpHn-
TOrPaH<ECktM NDOUBSCCOM, TAKMM E3K WHEOBaHNE MM ayTedTHdgMHaUma.

MpAaMeEYaHWe — IHEHWE CODTEETCTEVHILLETD KPHNTOPa HECEOND KNEDHE N38T BOAMOMHOCTE NPEEMILHD
Jeumpoeats cooblUBHWE UMK NOOTEERARTE 800 WenDCTHOCTE.

3.24 yuuvuToReHHe HHdopsMayuu (desiruction of information): Miofoe yonoere, oenaw wes MHDopssaumo
HENDMIOOHONE ANA WCNONEIGBAHWA HESIRMCHMO OT MpAdEHLI,

3.25 uwdporan nognuce (digital signature): Kpuntorpadgw4eckoe npeobpasosanie, KOTopoe, Byoyum cags-
JAKHD C ANEMEHTOM OaHHE, ODBCTEYHBABT YCNYTA N0 ayTERTWRHMEALMK MCTOYHRKD, UENOCTHOCTH JaHHBIX M HE-
OTRAAVEMOCTH NOONACIBLIESH CTODOHI.

[AMS] X9.79] [8]

3.26 packpeiTie uedopmauus (disclosure of information ). HecaskusoHHMpoBaHHER NPOCKMOTE MITK NOTEH=
LMAMEHAA BOIMOKHOCTE HECAHKLWOHMPOBAHHOIND NROCAMOTEA MHoDsaaL K.

3.27 npoiHoR KoMTponk (dual control): Mpouect MCNONEI0BAHWA ORYX MK BONeE OTAeNbHbIX NOTMYECKAX
05 LEHToa (OBLIYHO Mogen), OeRCTEY LMY COBMBCTHO ONA OHeCcneqYeHMA Ja1WMTEl BaMHbLX DYHELKA MNd uHdgop-
mAGLIMH [3].

MpuMmedYyaHws

1 Dfa nonHeckuy 0DLEKTa HECYT PABHYID OTEETCTEEHHOCTE 33 0DBCHEYEHME PHAMHECKOR J8WWHTE MATEPHANDE,
3A0BACTEOBAHHEIX B YAIEMMEIX onepadwmAx. Hw oguH Yenoear 8 oTOSMHOCTA HE MOMET MOMyHTh GOCTYN K MATEpranam
(HanpuMep, KpAnTofpachvHeckomy Kmoqy ) Mne MCnonbL20saTs M.

2 Mpy pydson QopMUpOSaHNY, NEPSedaYs, JarpyaKe, XpaHeH il M HIENSYSHWH KNIKHaR 1 capTuPUEaToR OBORHGA
HOHTpONL Tpabyver, 9Tobs Samapn M3 COTEYOHMEOE 3HAN TONLED YaCTe KNHHS.

3 Mpw MENONLROBAHAK ASOEHDM KOHTPONA CNEOYseT NO2atoTMTECA O ToM, 4Tob OB8cnedUTE HEIABMCHMOCTE: LY

APYT OT Gpyra.

3.28 wndpponanme (encryption): MNpouyecc npectpaoBankA HHQOPMaLKKA K BHOY, KOMQA OMa HE WMeaT
CMBICIA HM SR KON, Kpoke obNagaranei KprnTorpadruyecsoro Kniows.

Mpumaqad & — HononsaosaHke WWHPOBEHNA 38WWILABT WHEOPMAELKID B NEPAGD MENDy Npouacoom
WHPposaHNA M Npousseos aeundposaqHER (KOTOPRA REARSTCR NPOTHEGNONOHHER WHhDOBAHN ) OT HECAHKLMOMK-
pOSaHHI PECKRETHR.

3.20 memceTeson akpax (firawall) CoBOKyNHOCTE KOMNOHBHTOR, NOMEBLWEHHEL MEXTY ABYMA CETAMM,
KOTOpEE BMECTE 0BNagaT CNegyiou M8 CRONCTRAMM.

= BECH BXOOALIMA M MCXOOAWMA CeTEROH TRag WK J0MEEH NPOXOOMTE YEDE MERCETEBON JEPaH,;

= NPOMYCEASTCA TONBKD CETEEOHA TRaDWK, ABTOPHWI0BAHHEIN B COOTBETCTEMM C NOKANEHOA NONHTHESHR Daao-
MACHOCTH,

= MENCETEROH IKpaH cam No Cebe YCTORHKWE K MPOHMEHOBEHMIDY.

3.30 wpeHTHMralua (identification): MNpouece YCTAHORNAHAA SOWHCTEEHHEIM ODPAIOM OAHOIHAYHON MOEH-
TH4HOCTH OfbekTa [3].

3.31 obpaa (image): Undpoeoe npeicTaEnedHe 4okyMedTa ong obpaboTid 1K xpadesva B cHoeTeme obpa-
BOTHA MHIDODMAILE.

3.32 uHumpenT (incident}: Moboe HenpaasnieHR0e MO HEMENATENEHOE COORTHE, KOTODOE MOMET HapY-
WaTE ASATENEHDCTE MNW MHPODMALBOHHYID Be30nacHocTe [2].

MpumeaywaH ke — K BHYMASHTAM WHEORMALMOHHOR BE3ONacHOCTW OTHOCATERA:
- WTPATE yenyr, DoOpYOOBaHME WNK YETPORCTE;

- cHETEMHEE cBow Wik neparpyars;

- oMby MORLI0BSTansn;

- HacobnodeqMe NoAWTIE KN PaRomBeHgaLWi;

- HAPWLEHKE HHEWSECHAY 3ALTHEI MEQ;

- HEHOHTPOMMEYEMEE HIMAHEHWA CHOTEM,

- cBOW npafpamMHong 0DecnasaHMe 1 OTHEIL TEXHWYSCKMY COEACTE,

- HAPYIDEHAE NPEBIAN GOCTYRAE.
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31,33 cpapcTao{a) obpaboTim nHchopMaumi (information procassing facility): Mofan cucteama obpaboTio
WHOPMALMK, CEBPBKC MMM MHPEcTPYRTYPA. MK WX PHINYEciMe MEcTa pasmellenua [2].

3.34 wrchopmauua (information): Mobee gaddse, NPEOcTARMNEHHBIE B ANSKTROHHOH (DODME, HanKWcaHHbE
Ha ByMare, BelCKAZAHHEE HA COBSLLARWN WTH HaX00AWWEcH Ha Mmoboss OpyToM HOCATEE, KCNONEIYaMEE (k-
HAHCOBEIM YUPEw 1eHWEM ONA NDHMHATHA PeUEHEA, NBpaMELLeHHA JeHEHHLX CO8ACTR, YCTAHOBNEHWA CTABOoK,
npegocTaanesun oy, oOpatoTHM ORepaUMi v T. N, BEMDYER KOMNOHEHTE NPOMEEMMHOND ODECNeYe KA CHCTE=
Mkl 0OpaboTHIA.

3.35 vHdopMayHoHHLIe akTHBE [informalion asset) MudopmausoHHee pecypckl MW cpegeTea obpa-
BOTHH H8ROpMALIMA OPFaHHIaLIMA.

3.36 unipopMaynoHHan GazonacHocTk (information security), Bog acnekTel, CEAIAHHEE C ONDETaeneH k-
B, BOCTICEEHHEM W NOOOSEEHAEM KORPUISHUNANEHOCTI, WANOCTHOCTH, GOCTYTNHOCTH, HEOTKAIYEMOCTH, NogoT=
YBTHOCTH, AYTEHTHYHOCTH M JOCTOBEDHOCTH HHGROPMaUMM WNK cpencTe ee obpaBoTim [2].

3.3T NHUo, OTEETCTEEHHOE 33 MM opMauMoHHYe BeaonacHocTe {information security officer): NMuuo,
OTBEYSIILLEE 38 BHEAPEHWE M NOLGEpREKY NporpaMMe: obecneadyasina vHopMaUMOoHHOR DEaI0NacHoCTA.

3.38 uHchopmalMorHLIe pecypckl (information resource): Ofopynopasme, Mcnonkayamos nnA obpator-
KM, Nepeqayu MW XpaHeHus WHDODMALIMK, HESSBEWCHMD 0T TOND, HAXOOWTCA OHOD BHYTDM OPraHKIALHE WK 38 a8
MpEnenani.

Mpwuredad e — K nodod-omy cOopy008aHn0 OTHOCATEA: TensthoHel, ascHMrnEHEIS ANNapaTthl M KOMNBH-
TEpEI.

3.39 yenoCTHOCTE (intagrity): CROWCTEO COXPAHEHIRA NPABMNLHOCTIA W NONHOTE AKTUBOR [2].

3.40 kneod (key): Mo 3.23, Tepuud cKprnTorpaduyeckdi knwoy s,

3471 acnonsicoBEadMe hansWwMEoro Yeka (kiting). Mocnonsaceadye DansWWMBDTs Yeka ONA NnonyYeHdn
KPEOWTA WK JeHer

342 npaponoi puck (legal rizsk): PUCK NOTE0E W3-38 HENPEOBMOEHHOND NPAMEHEHNA 33K0HA UMK HOpPMa-
THBHOMD AKTa WK 13-33 HEBOAMOWHOCTH BLINONMHEHMA KoHTRaxTa [7].

3.43 rapanTwidHOo® NUckMOo (letter of assurance): JoKysMeHT, ONUCEIBAKNLLWA Mapel 0B8CcnedeHna nHgop-
MALMOHHON HRIDNACHOCTH, NPMMEHREMBIE ANA 33LLATH MHOOPMALAN, XPAHAMON N0 MOPYUEHAKD NOMYHETENA NMCE-
.

344 puck nuEanaHocTyd (liquidity risk): Puck Tomo, 4To ¥ KOHTpareWTa B cucTemMe ByneT HeOocTaToqHD
CPEOCTE AMA BsINONHeHAR CROMY MHARCOELX COA3ATENECTE B CHCTEME B NOMHOM 05 BeMa B CPOK, XOTA Cylle-
CTEYET BOMOMHOCTE, YTO OH CMOMET COAMNATE 3TO B KAKOR-TO MOMEHT B By ayises [7].

3.45 vog ayTentadrkaunn coobwenni (KAC) (message authentication code MAC): Kog, koTopeii npur-
COBOMHAETCA K COOBLLEHWIO B0 ABTONCM, RANANNLUMACA peaynkbTaToM obpaboTe conbleHna NoOCDeacTEoM KDHM=
TOrpapUYeCHOrS NPOLUECCa.

Mpuwmesad e — EBond nony4arels MOMeT CO30ATL TAROR e kO, BOIHHEAST YESPEHHOCTE B ToM, 4TO
cooDlEHHE Ha BhiNg MoguhUUMPOBEH M YTO OHD WCXOOWT OT BN3gensls coOTESTCTEYVHIWEM EpunTorpatiisecron
KIHOYE.

346 mogrpreauyua wadropmaume (modification of information): OBHapyseHHoe WNKM HeobHaAPYHKEHHOS
HECAHELMOHADOEIHHOE MK CIYUSAHOE MIMEHEHHE MHDODMALIA,

3.47 npuHumMn HeobxoaWMoro aHaHWA (need to know) Konuenuws Ge3onacHocTd, orpaqHn4iBaniLan
A0CTYN K MHopMaLUug 1 pacypcam obpaboTid whhopmaumu B obeeme, Heobxoarmom 0nNA BenNoNHeHA obRaax-
HOCTEH JaHHOrD nMua.

3.48 cate (network ). CoRDKYNHOCTE CACTEM CEASM M cHCTeM obpaboTeM HHDopMaUKMK, KOTOPaR MOMET MC-
MONB30EATECH HECKOThEAMA NONEI0SETENAMA.

3.49 HeoTkazyemocTs (non-reépudiation): CnocobHoCTe YOOCTOBEDATE MMEBLLEE MECTO JSRCTBE HNK CO-
BaiTvE Tak, 4Tob 3TH CODETHR MNKW O8RCTEWA HE MOrmd OeiTe NoOIkE OTBERrHY TR [1], [Z].

[MCOMBE 13888-1:2004] [9]

3.50 onepayroHHLIA puck [operafional risk): Puck Toro, 410 onepayuoHHbie asTophl, TAKWE K3K TEXHH-=
LUECKWE HADYLLEHWA dYHELUMOHMPOBAHMA MMM ONEDALMOHHER OLLMEKE, BEII0BYT MW YoyTYEAT KDEOMTHEA DHCE MMM
pHCK NHKBMOHOCTH [T].

31.51 oGnapareni wHdgopmaumy (owner of information): PaboTHreg mne cnywba, oTeeqame aa chop K

COXPAHEHWE JAHHDH COBMKYIHOCTH MHDODMALIHM,
3.52 napons (password): CTpoKa CHMBONOR, CNY#AWAA B KAY2CTEE aYyTEHTAdHEATODE NONB30BATENS.
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3.53 yenecoobpaivan BHaHec-NpaKTHEa [prudent business practice): CoBokyNHOCTE NPAKTHYSCKMX NEH-
ERA0E, KOTOPEH: Bl B UaMoM NEMIHAHE KK HeobXoOilble.

3.54 pocToBepHocTs (reliability): CeoRcTeO coOTBETCTEMA NPEOYCMOTPEHHOMY NOBEOEHWID KW DE3YMkb-
Tatam [2]:

3.55 ocTaTouHsld pUcK (residual risk ). Puck, ocTaww\ica nocne ero obpaboTiM [2].

3.56 puck [rizk): MoTeHuHanesHas oNacHoCTE HAHBCEHWA YiLepEa opraqMaayny B peayneTaTe peanyaauUmd
HEKOTOROH YyrPodkd ¢ MCNONBEIDBAHWEM YAIBEMMOCTEN SKTHEE WNKM rPYNN aKkTHeos [2].

Mpumayadme — ONpEoEnseTen EE COMETEHME BEPORTHOCTHA cODRITHA W BIT NoCNEQCTEMAL

3.57 npuHATHE pMCEA (rizsk acceptanca): PewaHne opradiIaumwi BIATeE PUCK Ha 0e0A, CERIIHHOE C WCKMIo-
YEHHEM B NOANTHAIES.

3.58 avanua pHcka (risk analysis): CHCTEMATHYECHMA NPOUBCT ONPEaneHiA BENHYHHE pUckos [2].

3.589 ouenka pucka (risk assessmeant): Npoyece, oBbEIMHRIOWME WOBHTUHOWKELIMIO PHCKE, aHANKE pucKa
M OLUEHWBAHWE pMcKa [2].

3.60 oueHuBanHe pucka (risk evaluation): Mpouecc cpaBHEHKUA NPOAHANWIMPOBAHHEL YDOBHEA DUCKS ©
JADAHEE YCTAHOBNEHHEIMM KDHTEDHAMK M e THDWMEaUMH oBnacted, roe TpefyvetcA obpaborea pucKa.

3.61 woeHTHdHEALUWA pucka (risk identification): NMpousce KOBHTUDWESLWK DHCKOB, DACCMATDMBSMLWIWA
GHIHEC-LEMNK, YIPOdkl M YAIBWMOCTH KaK OCHORY ONA JansHERWErs aHan3aa.

3.62 maHBQRMEHT pHcKa (rfsk manageament): NMonHeR NPOLEcs MOSHTWDWESLKM, KOHTRONA, YCTRaHEHWRA
WITH YMBHBLLEBHWE NOCNENCTERR BEDOATHEIX CODLITHI, KOTODEIE MOTYT OK23ATE BIMAHKWE HA DECYDCE HHDODMALIW-
OHHO=TEME KM Y HUEALMOHHBIX TEXHONOrAA [2].

3.63 pbpaboTia pucka [risk treatment): Mpoyect BeGopa ¥ PEANMIALUWKA MED MO HAMEBHEHWKD DUCKDE.

3.64 sawmTHan mepa (safeguard): CnomMBLLERCA NpaKTWKA, NpouUegypa wnd Mexadwas obpaboTia

pHcka [2].

MpumeyaH e — CRNEAYET Z8METUTE, YTO NOHATHE KIALUMTHER MEPEY MOMET CHWTATLCA CHHOHUMOM NOHATHR
HMEPE YNPABASHWAY.

3.65 BeaonacHOCTh (Sacurity): KayacTBo MMM COCTOAHWE JALLMILEHHOCTH OT HBCAHKLIMOHMPORAHHOMD A0C-
TYIE MM HEKDHT PO PYeMEX NOTENE MNK BOIOeRCTEMA,

MpumedsaHus

1 ABconTHas DeInNBcHOGTE ABMAETCH NPEKTHYECHH HEODCTHHMMOR, 3 KE4ECTED ONPEfaneHHOl cHoTEME Daan-
MACHOGTH — OTHOCHTEMRHEM.

2 B pamMsax chcrass DE30NacHOCTH «COCTORHME — MOgents SE30NacHOCTE RENRETCA TAKMM SCOSTORHWEME,
EOTOROE SOMNEHD COXPAHATEEA NPH DEANWYHER ANEpaLWHEL.

1.66 cepeep (sarver). KoMneTap, N8RCTRYIOWMEA KaK NOCTABLLMK HEKDTODKIX YCNYT, TakMx kak obpaboTia
KOMMYHHEALMA, 0BBCNEYaHWE WHTEPDANCA C CHCTAMON XpaHBHWA DaNN0a MW NEYaTHOS YCTPOWCTRED.

3.67 perncTpauyna (sign-on). JapeplueHne MOeHTHOUEALNK 1 ayTeHTHgHEaUMK NoNEIoBaTana.

3.68 paaganerHoe aHanve (split knowledge): Paananesme KEpum4HoR MHDOopMaLUmMH Ha MEMEECT B0 Yac-
Te# Tak, 4Tobk TpeSoRanOCk HANWYKE MUHWMANLEHOND YMCNa JYacTel, Nepe BeiNoNHEHWEM Kakoro-Nubo QeE-
CTEHA.

Mp#uidedad e — PazpanasHos 3HSHME “80TO MCNONL3YETER ANA COVUACTEMRSHNA QB0RHOM HOHTROMA.

369 KapTodyka XpaHeHHA ueHHooTel (stored value card): YoeTpolcTeo, NOIBONAKHLEE XPAHHTE M DCYLLE-
CTENSTE CNEDALKK C 3NEKTROHHBIRMKA QEHETE M.

370 cMCcTeMHBIR pUcK (systemic nsk): PHCK TOro, 4To HECMoCOBHOCTE OOHOMD M3 YHACTHHEDE BLINONHNTE
CBOW 0DAIATENLCTEA MWD HADYLLEHKA B (YHELIMOHMDOBAHWK CAMOA CHCTEMB! MOTYT NPUBACTHA K HRCNOCOEHOCTI
APYTHY YHACTHUKOB CHCTEME! N ARYTAX DHHAHCOBRN YUPEROIEHWA B GPYIMX YAcTAX (PUHAHCOBOR CHCTEMEb
BRINOMHATE CBOM 0GA3aTENLCTEA B Cpok [T].

Mpuse«an e — Mogobuwn cBoR moEeT BeIZBETE PECOPOCTPAHEHME NPOONEM C NAKBKAHOCTER WMAK
HOEOMTAMK ¥ B PEYNSTATE NOCTASMTE NOG yTpo3y cTabMneHOCcTs CHCTEME MMM huHARCOSEY DhIHKDE.

3.71 yrpoaa (thraat): MNoTeHUMaNEHAR NPAYAHE MHLWOEHTE, KOTORBIA MOKET HEHEBCTH YIIBPG CHCTaME Nk
OpraHHaayHE [2].

3.72 cpepcTeo naeHTHdgrakaumm (token): KoHTponnpyemos nons3osaTenas yCTPORCTED (HANPUMED JWCK,
CHMADT=-KapTa, KOMMNBIOTEPHEN f&ann}, Codepmalles MHOODMaLFe, IOTODaA MOMET KCNoNEICEATECA B ANEKTROH=

HO#M TOPrORNE 0NA SyTeHTAOHEALIMA MNK YNPARNEHAA O0CTYTIOM.
3—2590 R



rMcT PHUCO TO 13569 —2007

3173 woeHTgMEaTop nonelosaTtenn (user ID): CTpoka CUMBONOB, WCNONBIYEMAA ONA OAHOIHAYHOR
MOEHTADWEALAA KaXO0ro NonNs0eaTena CHCTEMbI.

3.74 yRIpMMocTs (vulnerability ) CrnaGocTe 0QHOM MNK HECKOMNBEME 3KTHEOR, KOTODAA MOKET BTk WCMONE-
A0BAHI OOHOH WM HBCKONLKMMH yTRO3aMM [2].

4 OBbo3HaYeHWA W COKpalLeHHA

KNMPC — EOMATET NO NNATEMHBIM M DACYSTHEM CHCTEMAaM,

FTR — npoTokon nepegads9 hannos,

http — npoTokon NepenagwE MMNepTeKCTa;

HTTPS — npoTokon 33WMLEHHOE NEpEaaqH MANepTaKCTS,

[P — npoTokon MurepHeT;

IPSEC — npoTtaxkon IPSec;

T — MHOpMaUMOHHER TEXHOMOMMA,

MK — nepCoHanbHsIA KOMNBIOTED,

PEAP — aauWiyeHHBIA PACLUIMEASMEBIA NPOTORON SYTEHTHDHMKaLMK,
PIM — nepcosankHisii HOeHTAQHKELIA0HHER HOMED!

SMTP — npocToil NpOTOEON ANeETROHHOA NOYTb

S5H — Bug TEPMHHANBHOND J0CTYNA K Cepaepy ¢ DONbWEH CTENe BN 33WWILEHHOCTH CEaHCA CBAIN,
S5L = npoTokan Se3onacHbX CoeqUHEHHA,

WE — peb-ceppepel;

XML — paciuvpRcibli A3bIK DAZMETEA,

EC — Epponedcrmid Coroa.

5 MNonutuka wHpopMauMoHHOW Be30NacHOCTH OpPraHu3aLuK

5.1 HaawavyeHue

Bog yapesIeHd PHHAHCO B YCITYT B IHEYHTANLHOE CTENEHW JABUWCAT OT MCNONbLI0BIHHA MT uHjopaum-
OHHO=KOMMYHHREILUNOHHBK TEXHONOMAR W, CNE0oaaTensHo, Hy»O1a0TCA B 0BacneweHii 3aWT el MHoDMaLi |
MEHETHMEHTE Ba30NACHOCTH CEOMR MHPODMaLHOHHLIX akTHESE. CegosaTens o obecnedye e MAopMaLuoH-
HOH BeIonacHocTH M MEHEOHMEHT MHPOPMALMOHHON Ge3I0NacHOCTH SOMEHL CTATE BAEHEM EDMIOHEHTOM NNasHa
PYHOBOOCT B CRTaHHIaLA.

FPaapafotea nporpamssl 0GecneYeqra MHbopMayMoHHoN Se30NacHocTH ARNAETCA ueneconfpaidoi Gua-
HEC-NDSKTHEOR, NOMOTIIoWMEH YIpaKaaHMAM, NPEIoCTARMNMOWMM GHHAHCOERIE YOI, WOeHTUDNUKPOBATE W
OCYLUBCTEAATE MEHBOIMMEHT PUCKE. HAcToAWMA CTaHOAPT YCTaHaBNHeaeT ofWMi, OCHOBAHHEIR HA NONMTHEES
BEI0NACHOCT NOOX00 K MEHEIMMEHTY MHEPOPMAUMOHHOR BEA0NACHOCTH M PEKOMEHIALMK, KOTOPEE MOMYT DeITE
A0anTUPoBaHEL ONA Bradec-UEned 0adHoR opradraau iy, BUaHec-Uenam JonsHs cnocoBcTROBATE MONMTHKA 1
NpOLED yPl OGSCNEYeHua 3AWMTE akTHE0E WMT, OcHoBaHHb6IA Ha NonMTHEe DE30NaAcCHOCTIA NOOX0N NPMMEaHAE K
YUDENOEHMAM C PAANMYHEE MACWTAE0B, THNOSE YNRABNESHKA W OPraHHIALKOHHEE CTRYETY.

B HacToAwEM cTAHAaPTE NPWMBOOATCA 0DLLME DEXOMEHIALWN PYKDBOACTEY YHPEWOBHWA, NDEQ0CT a8 NAKD-
LWErD (PMHAKCOBLIE YCITYTH N0 PRIMAYHLIM SCNENTAM MEHEIHMEHTE WRPOPMaUKMOHHOR BeaonacHocTi B paapabor-
K2 W NoOOepsss nporpamue obecnedeHa MHDopMauMoHHol BeaonacHoCTi. JDyrie MCTOUHMEM, B YacTHOCTH
MCOMAEK 17799, npeocTag T Baxey o nogpobuyio MHgopmanss oBlUers HaiHa4eHMA, KOTOpan ORaMET HED-
LI HMYIO NOMO0LLE B BONPOCAY BHEODEHWA M NOQOSDHEN NporpamMme checnevasrsa niopamaurodHol Seacnac-
HOCTH. HACTOALWMA CTAKOADT YCTAHARNMBIET KOHKDETHEME NPAB0ALIE M HOPMATHEHEE TPEGOBAHKA, HOTODEIE O0N-
HHbL YU TEBATRCA CHHIHCORLIMW YURERTEHAAMK NDW COZNAHKWW, SCCHOBAHHOR Ha NOMMTHKE DEI0NACHOCTH M-
HEOAmeHTa MHDopMauHoHHOR BeaonacHoCTH.

5.2 NpapoBoe W HOPMATAEHOE COOTEBETCTEWE

5.2.1 OBwpe nonoseHHA

PacnopAoMTentbHiie Opratsl B OCHOBHOM 33HMMaINTCH BONpOCand Be30nacHOCTH, YOTORYMBOCTH M cobBrk-
ASHWA 3aK0H08 M Nonoxesid. OaHnm 1Ma anemeHToR Be30NacHoCTH 1 YCTORYMBOCTH RENABTCA CHCTEME JalLMT-
HisIx MED ODraHKIALWK, KOTOpaA ofacnadyBaeT IIUMTY WHEODMALMK OT HEQOCTYTIHOCTH, HECAHELMOHHWDOBIHHOTD
HMIMEHEHWA, PACKDLITHA 1 YHUYTOREHKA, TocnanHMe HALUMOHANLHEIS 1 MEROYHADOOHEE I3H0HL, TakKe K3y Ba-
aene U [10], saxou CapBafmc-Oronm (30X) [11], aakod Mpasa-Nuga-Bnune (GLEB) [12] » Epponeickan gUpeskTHEa
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95/46/EC [13], onpagenyny cpaay NRaBoR0TD K DETYIATHEHOMND DHCKE ONA MAPOBRX NOCTARLIAKGE [HHHAHCOBBIX
yonyr. Monurika GeaonacHocTi OprasMzaLuKg OOMHHE YUMTEBATE 3TOT PHCK.

CoTpyOHHUKM, OTEETCTEEHHEIE 38 0DeCHEYaHMe COOTERTCTEMA TReGoBaHMAM NONUTHEN BeI0NacHOCTH, JOME-
Ml paboTaTs BMECTE C DyROBOOWTENEM cNyKbel obecneuysHin HHORODMaLKMoHHOR BEI0NacHOCTI ORTraHnIaLIMH,
pYHROBOOAWTENEM (UHAHCOBOA CNywisl Opradaalny, YNpaenAWHMA A8Nand, NALEMA, I3HHMEWHMACA ME-
HELHMEHTOM DUCKA, M aYOUTOpaME HAD Tew, YTobe TpebosanHa MHpopMauMoHHON BEI0NACHOCTH HALWMOHANEHEEK
M MENOYHAPOAHLIX AAKOHOA W NONOMEHKA bl M JoRedeHEl 0 pAG0THUKOE OpraHy3aguK W pasbRACHEHE! w. OT-
BETCTBEHHLIE COTPYOHMKA 33 OLBHKY COOTBATCTRMA MHDODMALIMOHHOR HEI0NACHOCTH GOMKHI CNeaWTs 33 NoARne-
HHEM HOB B HHDODMALMOHHEL TEXHONOMAA MMM METOOON0MME oUSHEW MHPOPMAUMOHHDR Be30NacHOCTH, KOTODRE
BAONYT CTATL OFLEKTOM PEMYNIAPOBAHWA, HANDUAED, 38 COOTBETCTEMEM HOBLIX NPOAYXTOR MHODMALIMOHHEL TENHO-
MO 3apanes oNpaqenaHHEM Knaccam gyHILMOHANEHBIXK BOAMOMHOCTER NO MHOPMaLINMOHHONR Be30NacHOCTH.

5.2.2 TpaboBaHWA K hHHAHCORKIM YYPeHIEHHAM

5221 Ohaop

Ona yypesaeHii OHHaHCOBOND CeXTORa CYLLBCTEYIOT ONPedaneHHeE NpaBoasE TPeBoBaHUA W HODMI,
OEAALIBAIOLLME BIMAHME Ha BeaonacHocTe MT, KoTopsie gonsHe cofmoaatsca. DocHoBHAR Npolnema saknioyasT=-
CH B TOM, 4TO 3TH TPED0BaHMA B DEIHEN CTRAHAX PainHYHiel. XoTa EC Nponcsmn Ny Te E yCTRaHE WD DaanydqYsi B
MNpAR0aRY HOPMaX, BOB LS OCTAKTCA HALUWOHANEHEIE NPAR0BLIE HOPM, TRPEBVIOLWWE oCoBoro OTHOLLE HIMA.

Oanee CNMUCHBANTCA HAWGONEE BANMER JAK0HE C TOYKM 3DEHMA NOCTABLMES DHHAHCOBLIX YOIYT, DeACTEY-
FOLWLETD B rMOoBansHe Yyonosuax. DnNUcaqie HopMaTHEHEX TRedosaHui NpeacTapnaHo 8 arae pasnence: «Opra-
HAIEWOHHOS yTIPABENEHHER, ¥ 3aALWTa OaHHLIX {HENDWEDCHOBEHHOCTE YaCTHON MHaIHW )% W 4 3aK0HOOaTeNbLoT B
PHHARCOBOND CEXTORAY, XApAKTAPHOE OANA NOCTABLLMKOR HMHAHCOBRIK Yoy {HANDWBMED I3K0HE!, KICHOLMECH
NETANWIALMA KDHMWHANSHER BOX0O08E ). ONUCAHME J8K0H00ATENEHGH CPE Ok OCHOBAHD Ha TREEOBAHMAX PHUHaH-
COBOH OTHETHOCTH M DEXOMEHOALMAR, YCTAHOBMEHHEX B [10].

5.2 2 2MNpasoekie TREGOBIHMA

5.2 2 2 1 PywoBOQCTED OpraHA3aLWKM

B nocneaHKe rodbl MHOMNE HALMOHANEHES M PEMMOHANTEHEES 33K0HO0ATENEHEE OPFaHEl B0 BMHYIH 33K0-
Hil, KACAIOWWECR PYKOBOOCTREA OPraHnaauMm. Cpeau HWX MEBECTHE cnedyiwme: sakoH Copbainc-Oxcnun (S0X)
B ClU&, aaxos Kontrolle- und Transparenz Gesetz (KonTraG) B MNepmMaHieg M NnpoekT gupekTias EC «0 pyrkoBog-
CTBE ONraHUIALNA S, 3TH TDH 3AH0HE MIMEHTIK CHCTEMY NDABOBLIX DUCKOR, C KOTOPLIMKA CTANKWBAIOTCA NOCTaE-
LMKH (DAHAHCOBRL YCITYT.

JaroH SOX Tpebyvet, yTobbl BCE KOMNAHKMY, BEgyiUMe CBOBOOHYI Toproann Ha domaoBex Dupsax CLEA,
NpeJoCTABNANK CAMOETENECTBO HAMNWYNA ¥ HNX ABEKEATHEX CPeaCcTE KOHTPONA ONA (DUHEHCOBOR OTYETHOCTH.
lroasopa bonee nogpobno, ZaKoH 50X 0DAIMBAST PYNOROIMTENA KOMNAHWA N DYKOBOAWTANA 88 [HUHARCORDR CNy-
Bl NDOBOOWTE OUEHKY HPeKTHEHOCTH BHYTDEHHER CHCTE M| KOHTROMNA ITaHM3ALMA, 3 TAHE NPUHUMAaTE Ha ceba
BCHY OTBETCTEEHHOCTE 38 XMersgHEE HHAHCOBEIE OTYETR OpraHMaanmK. B atux uenax B oTHowe UK MT seobxo-
OHKO NDOBOOWTE OUEHKEY W KOHTRONE §yyHKLUMOHKDOBEAHMA KD THYECKNE GHIHSC-TDANOEEHWA M CEAIAHHLIX C HIAMK
pHCKDE. BECE MAIHBHHBIR LIAKN BUIHEC-NPANOKEHWA = OT NepaoHaYansHol paapaboTed oo obecnedaHna Henpe-
CRIBHOCTH BHIHECA — OOMHeH NOABSRIETECA GLEHKE M KOHTROMD C UemNsk FEPaHTAPOBIHMA HATMYMA S8R THELK
JAWWTHEX MER. XOTA 3TOT 33K0H ABNASTCA HALUWOHANEHEIM, BT0 NPUMEHAIOT K 00 KOMIEHKA, YK SKLMH CBO-
BoaHo npogasTeA 8 CLLA.

Hesseui 3akoH KonTral TpebyeT oT 0prasqIaumMy BHedpeHus BHYTDEHHEID NPOUSCCa MOHMTODMHIE, Onpe-
OENANLErD BHYTReHHte PAlpaboTid 1M DEWEHHA, KOTOPLIE MOTYT NPaCTARMATE BEICONHA YDOBEHL DHCKa ANA
ATOMH Opradnaacmy. 310 Tpebopadke NOAPEY MEBAET, YT PYKOBOACTREO OOMMHO BHEOPATE BHYTPEHHIOM CHCTEMY
MEHEIHMEHTE PUCKa B MaclwTabe opradnaauyi. JaqHsi 3aK0H Taee 00A3LIBaET pYKOBOOCTED coobwaTe of
MOEHTUDWUWPOEIHHOM CEPRBIHOM DUCKE B CEOSA CHCTEME OTHUATHOCTH (NpeScTARNASMON QR OLL B OO W eXE-
moaHc). B oTHoweHud MT B HEM PACCMATPUBAETCA TOT MEe ACNEKT, 4T0 B aaxoHe SOX. DOHaKo, NOCKONbEY HEMEel-
FME KDMNAHKK, BEOYILWE cEODOOHYID TODTORNID, MMEI0T ARYEYpOBHEERIN COBET gupekTopoa, TpedyeTtca Gones
CTPOran CMCTEME OTYETHOCTH COBETA AUPETOPOR HahnuoaTenkHoMy COBETY. HECOOTBETCTEME JaHHOMY JaKDHY
MAOKET NDUBOOWTE K CHAMEHWIO GaHKOBCHOND PEATHHIE DPraHMIaUME W, CnegoearankHo, OKa3kBaTE BAMAHWE Ha
MPOLEHTHLIS CTIREA 38 KpEnMTE.

EC paspafareiBasT NpOeKT OUPEsTHRS], KOTORGIA OKaHEeT BNMAHWE HA HALMOHANBHOE 3aK0H00aTeNsCcTRO EC,
M IAKMIOYSBTCA B TOM, YT OT BCEX KOMNEHWH, Ybi AKLWW 3apericTpupoBaHesl Ha foHgosol Bupwe, TpebyaTtca
nyfnuaLMA oTHeTa o8 yNpaENeHMK OpraHuaaLi. [JaHHsR 0THET DOMEeH CoONepMaTh Nogpo By MHOPMaLMD O
COBETE QUPEKTOROR, 8N PELLEHMAX, DHHAHCOB0M MOMNCHEHNA KOMNaHKA 1 cobniogesi 3akorodatenscTaa EC.
Kpome aTor, oTHET GOMEEH TAKHE BXMNI0YaTE B Cba pesynNeTaTk HEIaBWCHMBIX 3yanToS. [IMpEKTHES MMEET MNOXO-
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Wue cnencTeua AnA WT, yto 1 aaxoss S0 u KonTraG. CywecTayior i OpYyTHe HAUHWOHANBHEE JAK0HE, HO HKM
OOMH N3 HHX HE ABNABTCA HACTONBKD CTROMMM, YTODEI OKa3LIBATE BNMAKKE Ha OupexTHay EC.

5.2 2.2 2 33aKTa JaHHBX (HENDHUEOCHOBEHHOCTE YacTHON #HAAHA)

Bonpoc 3alMTsl JaHHbLX NPHENeKEasT Boe Donblwe ¥ GonsLe BHAMAHHA, 4TO 0DYCNORNEHD DaNM4HEIMM
JAKOHAMM PEMMOHANEHOMD, eNepankHOrD M NoCY GapCTEEHHOMD YRoBHER, [oARNSHME 3THX 3AKOHOE CNPe0aNeHs
Tk, 4T0 MCNONLI0BEAHKE WHTEPHETS COANA8T OOMNOMHATENEHEIS DHCKW, ESCadlWach anoynoTpabneHMn B 3Todi
Cohape, U MO, MCNONEIYIOWME 3TOT HOCHTENE MHMOPMALMK, HYHORI0TCA B COOTRETCTEYIOWEH IALLWTE.

Ona zawurel vHdopsauss noTpeluTenad, XxpaduMoi B (hrHaHCOBBEX YHDeROBHHAK, NPEaHAIHAYEH 3AK0H
GLE [12]. O« TpedyeT, uTobsl aTH ypeXgeHHA NpEOocTaanand CEOUM KNWeHTaM VBEROOMISHWE O rApaHTWie He-
NPHUEOCHOBEHHOCTHA YaCcTHOH MHU3HY, 00 BRCHAKLLSE NPAKTHYSCHHE NPHEME! (NPAKTHARY ) YHPEHIeHWA B OTHOWESHHMW
KONMEKTHBHOM WCNONBLI0BAHWA MHROPMALMK. B CROW oUepas NOTREGMTENH WMEKT NDEE0 Ha KoNNesTHEHOS
HCNONEI0BAHWE CBOEH nHdopMatid, 3akoH Take TpebyveT, yTobbl hHHAHCOBEME YYPEHIEHMA JaLLMILAaNK nHdop-
MaLno, cobpauHyo 0f OTABNEHBL NAUAK, HO HE OTHOCHTCA K MHQOpMaLKWY. COBpaHHOA B XOOB KOMMBED4a oA
Wik GUIHEC-QEATENLHDCTH. PeaepansHan TOProEaA kosMAaccHR [ D TE) onyBnukoaana KoMMNekc CTaHgapToR, KoTo=
PEIA DORMEH NPUMEHATECA ANA obecnedyaHUd COOTBETCTEMA 3akoHy GLB.

COBMBCTHOE YCUMAS NG OOCTHHEHAK HENPUROCHOBSHHOCTH YACTHOA ¥HIHK ANA BCEX CTPAH-YYACTHIAL Ha
BRICOHOM YpOoBHE NpegcTaenaeT cobod [13]. DamHan gUpekTHES JalMWasT WHDOoDMaUMo O hUaNYeckMy NHUaxX
B0 BPEMA BCEMD MHAHEHHOTD LMKNE, NDOWE rosopa TpebyeT, YyTobel moboe yJpexnasre 3anpallyeanc paspeie-
HU@ B CITY438 MCNONEI0BAHUA MHDopMAaLMK 0BPAZ0M, OTNHYHER OT ODWLMANEHOND (M YyTEEMKDEHHROND). [upesms-
B3 TAKHE OrPAHUYMBIET Nepenady NepCoHANEHEX AAaHHBIX TEM CTpaHas, roe ofacneuMBaeTcA M Hea BeKEATHIA
ITLIATA DHINBECHAES MALE DONHHE OAB5ETE HEOBY CMEBICISHHDS DEIDEISHWE Ha NoCNanyowyo obpaboTiy cao-
26 nepcoHansHon uedopmauyui. Tpebosarwa, YCTAHORTEHHEE B AMPEKTHBE, 0TNWYaTCH oT npoueayp & CLUA,
rae warHeckids MMy He 3anpalvaanT O paipelleHdid O IanpelleHry JansHedwen oSpaboTkd nepooHansHoR
vHdopsaLMK. ERponeickan QU peKTHES BHePAETCA B HALWOHANBHOE IaK0HOOaTENECTED BOEX CTPaH — YNeHos
EC.

LpeAuapckil 2aK0H O 33WWTE JaHHB [14] MOSHTHYEH JAK0HAM OPYIHK SBRONERCKMX CTpaH. JaHHbi 38-
KOH YyTIOMUHABETCA 3080H Mo ABy npuyuHan: Leefiuapus e aEnRAeTcA YacTek EC. C gpyrod cTopoHel, Wweeiuap-
CHMIA 33K0H JANPeLasT nepenady NepooHansHe GaHHEN B ApYTHe CTRAHE NPW OTCYTCTEAN A0EHEATHON 3aLUMTH
W TpEGyaT OT MEpanaLLER OpraHuIaLnn MHDODMMDOBATE O B8 NEepENaYe OPraH, OTESUANILLKE 33 JAWNTY Nepoo-
HANEHEXK JaHHEE. [PYTHM BakHbIM JaE0H0M, CEAIAHHEM © (DMHAHCOBRIMMA YYPEHOEHHAMA, ARNASTCA J3K0H O
TaHAHE BENAO0E KNHWeHTOS Wesduapckors Baxka (Schweizer Bankkundengeheimnis) [15], cbecneyvsaiowwi Ge-
AYCNOEHYIO JAWLMTY MHDODMALMK O KNABHTAX, XpaqdmMoi BaHkamie.

5.2 2 2 3 Neranvaaumwa KpWMHHaANeEED 0000008

ModTi B0 BCBX CTPAHAX WMEIOTCA 3aKoHsl N0 Sopeba © Neranyaagneil KpuMHHaNEHEY JOX000E, KOTODRIE
OGRIMHO NPEONKCLIBANT, YTODLI BCE NePEB0OE JeHEN, NESLILALLNE ONPagenaHHYIo CYyMMY, NoOEepranick
pacciedoBaHwio © WENsD NPOBEDKK MX MCTOYHMKDR W agpecara. Ewe 8 90-x rogax TakMe JaKkoHbl HE WMENK
ABHOM OTHOLWEHHA K DB30NACHOCTK, TaK Kak OHW NPUMEHANKCE Ha npaKkTiie Bea yyeTa paweHnA npobnem Gaao-
MACHOCTH.

ATakd TEPPOPWCTOR, CoBapLUeHHEe B CLLA 11 centadtpa 2001 r, ACHD NOKa3anN4 BaMHOCTE 3AKOH0E, Ha-
MPARMEHHELE MEOTAE NErAnNAISLWN KRHMAHS NbHEE D000 14 CERISHHED C HAMH MED Z30UWTEL. 3TH 3TaKM CTHMY-
NWEOBEANK OCOIHAHWE BEMHOCTA COTPYOHMYECTEA B opepe Bopebil © Neranvaauxed KpHMHHANEHBLIX Q0X0008 No
BCEMY MDY, 3TO OCOIHAHWE DRNBNND MENTYHAPOIHOS COTRYIHWMECTED W NPHBAND K IHAYUT BNbHBIM HIMEHEHK-
AM IAKOHOE, HANDABMEHHEX NDOTHE NEranMIankn KpUMEHANLHEX 00X0008 W BHOCALMX CROW BENag B cnocob-
HOCTE MUDORITD Co0BIBCTRA OTCMNERMBATE JEHEMHEIS COBOCTEA TEX, KT0 HUHAHCHDYET MEX 1 YHAPOOHEA TRpPO-
A

C 2001 roga CLLA npogonsamnT NPOBSONTE aKTHEHYKD MEMBEIOMCTEEHHYID MERIYHAPOOHYIO GEyYaWwyo
nporpasimy No Sopebe c Neranuaalven iPUMAHANbHBL X A0XO008 C LENk0 NOBBILLEHWA MENlyHaPOaHbIX YCHNHA
no Gopkbe C neranuaaunein KpUMUHaANEHED 00X0A08 W (PHHAHCOBRIMK NPECTYNNeHHALMA. NpasuTenscrea CLUA 1
APYTAX CTRAH, 8 TAINKS MEXOYHAPOOHEIE OPTaHMAALIMM TOME YCUNWMK CEOM NPOrpaMiE, HANDABNEHHERE NDOTHE
NETANHIALMH KPHMUHANBHEX 0oxonos. Eeponefckii Cowa pacluHupyn ceokl gupesTiay no Gopele C nerandaa-
LIMEH KEPAMHHANEHBE OX0G0E M BOIN0WH N 0BAIaHHOCTA NDOTHEOOERCTAMA NErANAIAWAA KDAMAHATEHLIX Q0X0-
O0B HA «CTOpoMER: , NPOHECCHOHAN0E, TAKKK, KaK OPHCTE W BYXIanTepbl, KOTODLIE O0MHHE NPENATCTROBATE
BORMEYEHMI EPMMAHANEHEN J0X000E B HHaHCOB I CHCTEME rocynapeTe. NpogomeaoT addekryvaso pabotaTe
PEMOHANBHBIE OEraHdsauUdd no Bopebe © Neranuzayred KpHMHHANBHBX BoXonos B Eppone, A3MMd W cTpaqax
Kapubckoro BaccedHa W HAYMHAKT JeACTEOBATE 3P0 OaNIMWEcA pErHoHaNBHBEE OpraHdi3auWn no Gopebe o
NETANHIAUMER KPHMUHANEHEX D0X0008 B CTpadax KDwuoR AsepiiK i Adpiki.

]



rMCTPUCO TO 13569 — 2007

OcHoBHOE BHUMaHKHE B chepe Bopeiel ¢ Neranyzayred KpUMUHaNsHsX ooxaaos g 2005 r cocpegoTodd-
noce Ha pabore PuHaHCOBOR ONEpaTHBHON PYNNe (FATF), BOEMAPHD NPHIHAHHOR MEKOYHAPOOHOW OpraHKaa-
UuK No Gopebe © NerandaauMed KpHUMEHANBHEY JOXOA0E, KOTODaA NPpoaoTEMna ceos paloTy oo cTpasamM 4
TEDOHTOPMAMK, KOTODLIE HE BXOOAT B COCTAR MENQYHAPOAHDR oprasvaauxqd. Mocne 11 cexwTabpa 2001 r. FATF
BLICTPO OTPEATMPOBANE W COJBANA YPASELIMAAHDE NMNEHAPHOE 3ACE0AHNE N0 BONPOCY Bopebk ¢ HUHAHCHPORAHKW-
&M TeppopHaMa, NpHHABLLEE PalLeHWe DACLLMPMTE CBOI0 3a4a4y 33 paMii Bopeibi © Neranyiaywei KpriMHaNs-
HiblX 00X0008 W COCPEOOTO4MTE CROM IHEDTHIO 1 ONBIT Ha MHDOBEX YCANWAX Mo Dopude © hrHAHCHDPOBAHWEM
TeppopManMa. C atoro spemesd FATF NpUHANE BOCEME CREUMANBHEE DEXOMEHIALWA 0 BONPOCY NPOTHEOTER=
CTENA DUHAHCHPOBAHNA TEQDODHIME.

ATakK TEPPOQMCTOR NOCIMMMNKM CHNBHBEIM MMIYNTLCOM AONA MHOME CTRAM K BHECEHWD MIMEHEHMA W
YCHNEHWD 38K0H0E No Bopebe ¢ nerandaauuei KprMiHanstex goxopgos. B CLUA 3akoH of 0D HBHNAK K1 YE-
pennedud CLLA ofecnayeHManm COOTRETCTRYIHIUMX CRPaacTs, HeoGxoauMels OANA NROTUBOASHCTEMA TEDDODHIMY
oT 2001 roga BHec IHAYMTENbHEE MIMeHEHWA B cucTemy Bopebbl ¢ neranviayuel KpUMMHANEHLX 00X0008.
Hoake wupoKkue NONHOMOYKR, NPEJ0CTARNSHHEE 3THM JAK0OH0M, OL2HYT CYILBCTESHHOE BNMAHWE HA BIAMMO0T-
HOWEHAA MEXNDY HMHAHCOBLIAN yHpERZeHUAMA CLUA 1 10 MHIMBHOYANEHEIMEA KNWSHTAMM 1 KNHEHTAMKA Ha YpOoB-
HE YDA,

Mporparsa MeEHeIHMEHTa MHDOpMaUMOHHOR BRICNACHOCTH MOMET NOMOYE §HHAHCOBRIM YYIDEHOEHNAM
PAIDYLLATE CXEMBl NErANWMALMA EpUMHHANEHB Q0X0008. K, 4To Gonee BamHD, 3TH NPOTPamMME! MOTYT MCNOMNbao-
BATLCA ANA ABMOHCTRALMA DEryNADYIOLLIMM OPradas i ODraHHIaLMAM TOND, YTO KOHKDETHOE (IMHAHCOBDE Y DEk-
Jerke cobnooasT 3aK0H0NaTansCTRD K NedocTARAeT JOKYMBHTALKIO O NPUHATHN CUCTEMATAYSCKHHE M aKTHe-
Hilx Map AnA cobmogeHnA 3akoHodaTeNsCTea.

5.2.2 2 4 3akoHe!, OTHOCALMECH K PHHAHCOBRIM DEIHEAM

BONBLUKMHCTED 33K0H0E, PEMYITADYIOLWEAY DUHAHCOBEIR C2RTop, B OCHOBHOM ONpedenseT oSAIaHHocTH pn-
HEHCOBOTD YUYpesIeHua, 4TO BEnioYaat a ceba obaarenscTeo No NPEO0CTARNEHKIO KEANWHMLWDOBEIHHEIX YOI
HexoTopsle opradsl BNAcTH rocyapcTBa MHTEpNPeTHPYIoT 3To 0GAIETENECTEO TakK, YTo OHO PacnpoCTPaHRETCRA Ha
BCHF NONHOTY MCNaNsavemsx youyT MT. Ha kouepeTHese sonpockl besonacHocTy MT yralsBeawT cnegyowme
AEOHE] PAINNHHELE TOCYIADCTE.

Mo apreHTUHCKoMY GaHKOBCKOMY JaK0HOOATENBCTEY. (DHHAHCOBRIE YYPEHIEHHA BONKHE UMETE B CBOEM
COCTaEe pyroeagETens cmiebs obacneyaHna nHbopMauworHon GesonacHocTid (MCO), KoTopsIR NpPEQOCTARMBET
EMETOOHLIAR OTUET UEHTDaANLHIMY Bauey ApredTuHe. B oT4eTs COO0epMaTcA TReSoEaHWMA K OCYILBCTENEHMKD W
NOA0EPHHBAHAI0 BHYTPEHHWX MEp 3aLLMTE MHAHCOBON YHPEREHNA ONA obecnavaHnA Haanealux yonyr.

Aupekmvea EC 821 21/ESC [16] perynHpyeT oT4HETHOCTE PHMHAHCOBBE Y4PEdaeHrH M Gbina HegaeHa obHoa-
TeHa OnA oCyWWecTENEHWA Bonese perynApHOR OTYETHOCTI Ha Bced Tepprtopud EC. Owpertusa EC 200073 1/EC
(0b anekTpoHHoi Toproena) [17] onpegeanaaT Npasoays CTPYETYRY INeKTROHHON Toproeni. [JaHHan QupesTwea
OOM#HA BENOYETE B CaBA BONPOChl HENDUEOCHOBEHHOCTH YACTHON BHIHM KNHeHTOR, parynMposaHde npobnem
CTIAMa, HANOrOODNCHEHHE, ANBKTPOHHEBIS KOHTRAKTE M Mx 0SpaBoTry, KOHDUAEHUMANEHOCTE CDMMeHa HHgODMaLIM-
. [upekTvBa TaKe oNPeaenasT KoAEKs NOBEOEHUA BOBMEYEHHEIX OpraHMaaumWd Kay cpaacteo obuena uHdop-
RMALWER O NpaBax.

3akoH Kraditwesengesetz (KWG) [ 18] perynvpyeTt NpaKTHYECHH BCE BONPOCH], XKAPAKTEpHLIS ANA hHaHco-
BRI yYpedaeHud B Nepuadiy. Javvsii 3860H ONpegenAsT, Kak Aon#He $HELHOHHPOBaTE BaHEM, KoMy paape-
WAATCH BOAMABNATE PUHAHCOBOE YYPEOBHWE, YTO AONMHD COOSPMATECA B OTYETHOCTA M T.4. Tpu naparpada
ATOM 3aKoHa NPeaCTABNRAINT 0Cobsld MHTEpac. B nepaoMm paccMaTpMEaeTcA Npobnema asToma THYeCcKono 4ocTyna
PMHAHCOBLIX OPraH0B K QaHHbIM KNKEHTORE [§ 24C), AnA koTopsx TpebyioTeR JonanHUTENEHEE MeDkl DE30nacHo=
cTW. Bo sTopom (§ 25a) onpagenanTes ocobbie 06A3aTENLCTRA ANA (MHAHCOBE YUY DEROSHWA, OXBAThHIBANMLWE
TakWe BONPOC!, KaK MEHEIMMEHT BHYTPEHHErD DUCKE, Mapbl BEIONACHOCTH W BHYTREHHWA ayQuT, a TaKKe WX
COTPYHWYECTED C HAGS0PHEIMK OpTraHami. HakoHew, CyLeCcTBY0T NPpegnucaHta Ha Cy4an HEBRNoNHEHNA KoH-
EPETHEM DHHAHCOBEM YHDEKOEHHMER WK M0 DYEOB0OCTEOM CEROMX 0DA3AHHOCTEIA, UTO MOMET NDHWBECTH K yTpaTs
pYHOBOOCTEOM Npaga eeneHwA BraHeca 8 PrUHaHCOBOM CEETODE.

5.2.2.3 HopMaTUBHERE TpeBoaadus

[Ea HanpasaneHHn HOPMATHEHEX TPEGOBIHWA K PUHAHCOREIM YUDaNEeHAM ABNAKTCA aKkTyansHeEMY., MNep-
BOE HANPABNEBHWE KAcaeTCH 0DA3ATANLCTE YyHPEROeHHA N0 QUHAHCOBON OTHETHOCTH (0BBIYHO HARAOP OCYLWECTE-
THETCA HALWOHAN BHBIMK HHAHCORLIMK ODTaHamMK ). BTopsIM HaNDaaneHiem REMAETCA 0SRIaTenscTeD frHanco=
BOF YCTOWYHMBOCTH, KOTOpOE onNMceBaaTch a [10]. 3w Tpedoranna akNo4YainT B ceba HeotxoOMMOCTE PacCMOTpE=
HHA (PHHAHCOBLIM YYDENAEHHEM ONEPaLMOHHLIX PUCKOB.

BasensChMst KOMATET No BaHKoBcKOMyY HAOI0oRY NPEONaraaT pAg DeLoMEHIaU WA, EACAI0LIMNCA HAUHOHAME HBIX
CTaHOApTOR, NPHHUMNOE W MyHLWKE NPAKTH4ECKAX NOMEMOE Hagopa. KoMuTeT HageeTcn, YT0 HaUWOHaNkHEl &
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HHHAHCOBEIE CRraHE NPEgNPUAMYT Wark No BHESDaHMD 3THE PEKOMEHTALWA NOCPeOCTEOM MEpoNPUATHA, Npa-
AYCMOTREHHBIX COTMEALLSHHENM, KOTOPRIE NYYILE BORMD COOTBETCTEYIOT MX HALWOHANLHEIM CHCTEMaM. HopumaTre-
Held TREGoBaHMA Bbl3bBAKT HEODXOOMMOCTE NPOBESEHMA ayauTa dHHaHCcoBBX yYpakaeHuid. Bo nabexarme
YEnGa, KOTOD®EIA MOrYT HAHBCTA Ay ANTE O0kMELIM GUIHBC-0NEPALUANM, KOHKDATHEIR MHAHCOREIR YUDENIEHWA
A0MKHE! BRECTIA CUCTEME {BHYTREHHEMD SYAWTA, MEHETEMEHTS WHCDOPMBLMOHHOH BRIONACHOCTH M T.0. ), Npenoc-
TAENAKWLHE HOPMATHBHEIM OpraHam Boe HeoSxXoOMMoe 4NA NROBEDKK COOTEETCTEMA (DUHAHOIEOND YHDEWOEHHA
BCEM TpeDoRaHMAR.

Kanqoe (hMHaHCOBOS YYPar IeHWe O0MKHO MHTEPNPETUPOEATE «ONEPaLMOHHEIA DUCKr B NoKasaTenax cob-
CTEEHHOM BUIHEC-0EATENEHOCTH M CNES0enATE PUCKH, EOTOPRIM OHO NOOBeRraeToA, AHANKY OMe PALUNOHHEL DHC-
KOB QOMMHeH BRMIOUATE B CeGA MOWEHHWUSCTED M ODYIHE NRECTYNHBE BeACTERR, CO0WM CHETEMBI, Y8NOBEYSCEHIA
hakTop, NpUpOOHLe BAOCTEMA M TERPORMCTM4ECKME 3KTkL. LiyHamK, Be3sasues GonNbLLUME YEN0BEYECKME #EDTELI
W paspyleHHA B Asre B exabpe 2004 r, ¥ TeppopHCTHYECHHE aTakk 8 CerTAGpE 2001 r, HaugneHHEE Ha WHOY-
CTPMIO MHAHCOBRIX YENyT B ropoge Hek-Wopke, ABNAKTCA NpMMERami cobsiTHI C KDaAHe HHIKDR CTENEHLID
BEROATHOCTH. HO TaKWe COBLITHA MMEINT MECTO 14 JOMEHB! NDMHMMETEEA BO BHAMSHEE .

B [10] nog4epkHBasTch HEoBXoOMMOCTE NPOBRAEHKA YYPEKIEHWEM CHCTEMATHYACKOTD AHANMAE DHCKA.
Lna ynpasneHya HenpeiedaeHHsRIE COCTOATENECTEAMK HEODXOOMUMD MCNONLI0BATE KAK KEA4ECTEEHHEIE, TAK 1
KOMASSCTREEHHENRE METO0E!, 8 BeBOD CRROCTE KOHTEONA ANA AHOMBAIYANEHGR ORraHM3IaLW0OHR0R 80WHIALE OO0NHEH
OCHOBLIBAT LCA HA HANM3S CTOWMOCTH W 2D DesTHBHOCTIH, KOTOPRIA DACCMATRHMEAET BEPOATHOCTE KOHKDE THOND
HENDegBMIeHHOND OBCTOATENLCTES, 870 BEPOATHOCTH YACTOTY, NPOrHOAMPYEMBIE MOTERH W BNHAHKE Ha BraHec-
OMEQAUMI0 B CITYHae HACTYINEHHA CoBBITA.

CneayeT oTMETIATE Paanmadme Mes 0y BaHEDBCKAM HA030p0M OnA obacneqwsHn fMHascoaons BnarccocTon-
HWA GaHKOB 1 DAHKOBCKMM KOHTROMEM, KOTODRIN PACCMATPUMEAAT CHCTEME DMHAHCOREIN YYpaMOeHHR C TOUHA
APEHMA ONEpaUMOHHOND PUCKa, 3TOT KOHTPONE OCHOBAH HE Ha TpebosaHMAx, yoTaHoBneHHe & [10], a va Knkpye-
BB NpHHUWMNAaX Baxka sMesnyHapoiHe pac4eTos [19], HanpapneH b HA CUCTEMHO IHAYMMEBIE NNATEHMHEIE G-
cTemel. MNaTexHEIE CHCTaME! KNaCoMUMDYIOTCR K3K « CACTEMHD IHAUMMER D 1 GNarcnomyuiua 4 HODMAN bHBX
onegaduil GHHAHCOBRIX DRIHEDS M 0MKHE COOTRETCTEOEATE BCaM QECATH KNS RLIA NEHHLMNAM, « 3HAUAMEIS
CHCTEMB QONMHE COOTEETCTEOBATE TONBKD, NO KpaRHER MEDE, CEMA KNIOYEBMM NpHHUHNaM. InA gpyrkx nna-
TEMHEIX CHCTEM TPEGOBaHHA COOTBETCTRNA KIDYEBbIM NPUHUMNAM DAINHYANTCR, HO HHARCOBLIE YUDemw 1EH KA
MOTYT WCNONEI0BATE CEOE COOTEETCTEME B BADE DEKMTAMHOMD 3KTa, TAK KaK 3To COOTESTCTEME DACCMaTDUBARTCA
KK MEpa KaYecTna.

5.3 Paapaborka

Mocne onpesenesHua UeNed MRopMauyroHHoE Ge30nacHoCTH OPrasMIaLMK M OLUEHEW BOAOERCTEMA NOMOMHE-
HWA 1 3aK0HO0ATENLCTES HeOGX0 Mo paspaboTaTe NNaM J8HCTEMA, COTNACOBAHHLIA C YCTAHOANEHHEIMKM GUIHEC-
UenAsn. Tinad JefcTEMA OoN#eH HCNoNsI0aaTECA KAK DYROBOOCTBO ANA DaspaboTi NOMHATH MHIDODMaLoHHOH
BeaonacHoCTH OpraduIalum ([fanes — nanuTuxa)'!

Banmo, yrobel opranrsauna paspaboTana NONMTHKY, KOTOPaR NPUHMMAET B PACHET LIENK OPraHM3auny ¥ ee
KOHKDETHBIE AcNekTel. Mony THES QOrsHa CoMacoBkIBATECA © DNMIHECOM OPraqn3aLKK, KYNETYPOR, HODMaTHBHO W
NpaBoBECH ODCTaHOBKDH, B KOTODLIX ASACTRYET NpeanpuaTue. Paspaborsa nonymisd Heobxoaussa ana obecnede-
HHA UeNecoobpaaHocTH M 3P DeTHEHOCTH NPOUSCCa MEHEDEMEHTA DHCKA NpOIpasie obecnadaHius Be3onacHo-
cTi. [nA paipafoTd M adhekTUBHOID BHEOPEHHA NONUTHUEW HYHHA NOQAEDHES DYKOBOOCTES BCBH OprasMHaaLm.
AOANTHROBAR NOMMTHKY K BHIHeCc-LanAM Oprasmaaums, nonuTyga BygeT cnocofcTROBATE Hanbonee ahdekTHaHo-
MYy MCMIONLIOBAHAK PECYPCOE W PEANMYET NOCNES0BATENLHEIR NOAX0D K ofecnaqe o GE30NacHOCTH B0 BCEM
CTEETRE DAIHEN WHDOPMSLIAOHHBIX CHETEM.

5.4 Mepapxua OOKYMEHTALMM

5.4.1 OBwwmn obaop

5.4.1.1 O0wMe NonNoEKeHHA

B HaCcTOALLEM CTAHOAPTE NUBOOATCA TPH YROBHA JOKYMEHTALMK NpOrpanibl 0SECnedeHne HHPOPMaUMoH-
HOW GE3I0NacHOCTH. 3TH TP YPOBRHA COCTOAT M3 BOKYMEHTALH NONUTAKA, A0KYMEHTLWN NPAKTMYECKMX NDHEeMoD
0GeCcnEYeHnA GE30NacHOCTH M JOKYMEHTALMK ONe PALMOHHBIX Npouenyp obacneyaxun GeaonackocTi® . Mepap-
HMA QOKYMBHTALAK M JHA%EHWE KANO0MD YPOBHA NOKAZaAHE! HA PUCYHKE 1.

' B Hacromwes CTAHOAPTE TEPMMH SNOMNATMKEY ABMRETCA CHHOHMMOM TepMmrHa «oBwan normTvea wHopmManH-
OHHOA DE30NacHOCTH .

Z! HoMeHKNaTypa 1 MEPAPXMA OOHYMEHTALWH HE AENAKTCA QUKCHPOBEHHEM. KOHKDETHLE OPraHNaaLMN MOTYT
HCNOnNE308ats GoNblUes HUCND YPOBRHER HMEPAapEMM M PaanW-HYES HOMEHERSTYDY SOEyMEHTaLMN.
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Pucynok 1 — OORyMEHTILHMR NROrpranii

B O0KYMEHTAX, OTHOCALWMXCA K MHPODMaUMOHHOR Be30nNacHOCTH, BOMMHE BeiTe OXBAYEHE! KK BLICOKD=
YPOEHEBLIE LENA OOraHM3a0MK, TAK M KOHKPETHEIE, OTHOCALIWMECH K De30nacHOCTH, HACTROAKE YCTPORCTE, peani-
HOLLA NONWTHEY. [WanasoH OxBaTa Lanai my4le Boaro NPeacTagnTe MHOMECTBEHHEIMKN YPOBHAMK J0KYMEHTE-
LMK, HACno ypoRHER SONHKHD DslTe CRROSHD K MEHHMYMY, W HACTOAWWA CTAHOART PEKOMEROYET MCNOMLADEAHHE
TREX YDOBHEN . DOKYMEHTALIMA O NONUTUKE  OKYMEHTALIMA NPAKTHYECKMK NPHeMoa obecnayantn DEI0NAcHOCTH U
A0y MEHTALMA ONERaLWOHHE JKCNTYaTalWoHHX Npousayp Ge3onacHoCTH.

Mo sepes BHELPEHHA B EDHKPETHON OpradM3ayMy HOBOH NPOMPEcCHEHON TEXHONOMMM NOTReEVIOTCA QoN0nNHK-
TENEHEE JOKYMEHTE. B TO BDEMA KaK GOKYMEHTALUMA NONATHEY 00RYH0 NPEOCTARNAETEA Ha OOHOW CTRaHMLE,
OOKYMEHTALMA NPOUSOYP MOKET COCTOATE M3 HECKONBKMX MHOTOCTDaHWYHE J0KYMEHTOB, NDEOCTABMNAOWNK
OTAENbHLIE CNEUYWEHNYECKAE YCNOBWA, ODraHNIALMOHHLIE 80IHULIE 1M BONPOCE! NONWTHIM B Opraduaalan. B wexo-
TOPLIX CNYYAAX OTOENLHAA, BNOMNHE CAMOCTOATENEHAR CHETEMA MOMET TAKKE MMETE COGCTERHHYID QOKYMEHTa-
LMD NDAKTHYECKHE NDHEMOR. BOB NPAKTHHYECHHE NPUEME W NDOUEOYPE OoMEHEl NEpEXonTs C BoNes BLICOKoMD
YPOBHA HA BETanNsHEA ypoREHE, NOQOSMHMEAR COrNACOBaAHHOCTE C OLEHKAMM DHCKa ODraHMEaLMH C oBLLeH nonK-
THHOHAL

5.4.1.2 NonyuTHka MHgopsaluoHHOA DEIoNACHOCTH OPraHuaaymK

OokyMEHT NOMATHKH ABNASTCH HAMMEHELWKKM N0 00BEMY W3 BCEX QOKYMEHTOR B MEDaDXWA JOKYMEHTOR
Nporpamie oBecnaYeHns KHPDPMALMOHHOR Ge30nacHocTH. DDBMHO NOMMTHES COCTOWT W3 HECKOREMY Naparpa-
08, 00 BACHAIOLWMY, YTO PYKOBOACTEO PACCMATPWBAAT HHPOPMALMIO B NIDGOR (HODME KaK UBHHEIA DRCYDC Opra-
HUIALMMN, KOTOPREIA HYWAAETCA B 38MTE. [ToNnTHEES J0miHa Db WHPoKDH No macwTady ¥ cihopynupo BaHHoR
KaK MO#HO BOnes NPOCTO W CHATO W NPEOCTABNATE KOHKPETHYID WHGOpMaUMio of aKTUBaX, HYWOAKLWKXCA B
JALUMTE, HANPHMED JAHHEIE O KNWEHTAX, COTPYQHWEAX, MADTHEDCKHE COMMAalleHna M NPOUECChl. CraHs NpocToH
OOKYMEHT NONWTHES Ge30NacHoCTH MOKET COQEMMaTE CRENYVILEE BOWHCTESHHOE yTREpMIEHWE: « Kot oeHUW-
ANBHOCTE, GOCTYWIHOCTE W LENOCTHOCTE BCEX MHGPOOMALMOHHER AKTHROE ODraHHM3aALMM 00MeHE: DbiTe 0bacneveHe
NOCPEACTEOM COOTBATCTEYIOLIMK IBLUMTHE Maps.

MNonuTrka BeaonacHocT — 3710 A0KYMEHT, BoeoBmemMnowmWi no ceoemMy MacwTaby » AenAowWich Hawbo-
TEE BERHOA 4acTeid NROrpaMel MHEOpMALRSHHDA BEIONACHOCTH OPraHnaaUWg, KOTORaA BNMRET Ha e paboTy.
Joren cyLLeCTBOBaTE TOMLKO SBAMHCTEERHHBIA BADMAHT JOKyMEHTALIMIA NONATAKA B KOHKDETHLIA MOMEHT, KOTODLIA
Jonsad GLiTe BoBaneH 00 CRaIeHUA BCaX COTRYAHMKDE OpraHnIaumu. JaHHed BapuadT Sonues BeiTe noanMcaH
UNEHaMH NPABNEHWA OPFaHMIALMA, HMEDLWMMKA OTHOWEHWE K MHPOopMaUMoHHOR DEI0NACHDCTH, HANPHMED, PYHD=
BOOMTENEM ORraHM3aLIMH M DYROSOOHMTENes Cyefisl medopMauuoHHod Ge3onacHDCTH.

AokymeHT nonuriaky GeaonacHocTd fones GeiTe OTKPRITEM, WWDOHD DEcAROCT RAHEHHBLIM W GOCTYNHbIM
BCEM IAMHTERECOBA HHEM CTOPOHAM ORraHuIalue. B aokyseHTe HeoBxonH so NoaYeprHyTe, YTO 3aLKTa 1 obac-
na4eHtE MHDHoPMALWOHHEN SKTHBOE ARMAKTCA OGA3EHHOCTEID PYKOBOOCTES W BCEX CITy ALk W 4T obyueiie
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1 oGeCneYeH s OCBEOOMNEHHOCTH B OOGNacTd GeapnacHoCTH NOPYYEHO PYKOBOOCTEY Ha CAMOM DhICOKOM
ypoBHE.

Broem 3adHTEpEcOBaHHEIM CTOROHAM OOMEHD DeTE ACHD, YTO J0KYMEHT NOMKMTUKM BCTYNAET B CHTY NpH
COMACOBaHWK M YTBELHIEHAN M0 COOTEETCTEYIULMAMI JONHHOCTHEIMA NMUEMK OPraHnaaUK. Josmse T QOmleH
COOeM#aTE 3ARRNSHHE O HAMEDEHHN ODRTaHMIALNM NERCTRORATE COMMACOBAHHD © COOTEETETRYIOLMMIA MEBCTHEIMK
A MY HAPOOHEMA NPABOELIMW A HODMA THBHEIMA CTEYVETYDaMH M OCHOBRIBATE CROK NPOTPanidy MHIODMaLHMOH-
HOW Ge30nacHOCTH Ha TEEPOLIK NPHHLUWNAX W NPEKTHYSCKIK NDAEMaR, NDAIHAHREIX B HAUAOHANEHLIX 1 M dyHa-
pOQHEX CTAHEapTaX No Ge3onacHocTA.

DOOKyREHT NONMTHEM DE3oNacHOCTH O0MEEH BaTh NPakTAYack HEHMaMEaHHsIM. Ero MaMaHEHne OomeHD Gl Te
OBYCIOBMEHD WIMEHEHHAMK CTRATEMAUSCKMY Lanad, BOCMPUHWMAESMOrD BHIHBC-DMCKS WK CODBITHAMK, BIMAID-
LMK HE HOPMATHEHYIO W NPAB0BYKD 0DCTaHOBKY, B KOTOPOR OyHKUMOHMPYET opradkiaund. [onsHOCTHLIE nnua
OpraHH3ayHE M NepCoHan Ha VpoBHE NRABNEHWA DONHHL NPeanvceliBaTs NPOUSS YD M NApaMeT Pk KoHTROMA 3a
BHECEHNEM HIMEHEHMA.

5.4.1.3MpeacTasUTansCTBo

B paspaboTe MOnHTHRN SONHHE NEMEKMATE YHacTWe NPeacTABWTENM DaINHYHEY BAOOE A8ATENEHOCTH.
Mpynna paspaBoTiy A0MeHa BENoYaTE B ceba 4neHos copeTa guparTopos, aAsMUHWCTRETHEHLIX ML, NPeacTasn-
TENEH IDpHAWMSECKDA Criy#bbl, YWEHOE KOMWTETE N MEHSIHMEHTY DHCHa M 3y 0MTORCHOND KoMATETa. PopMynnupya
MOMNWTIKY, YNNG paipaGoT i oMKHE NONYYKTE DaHHBIE OT CNEUMANKCTOR BCErD NDEaNpMaTA, HANDHMep che-
LMANMCTOR MO chHamcan, DUavyeckoi GesonacHoCTH M MHDODMALMOHMEIM TEXHONDIARSI.

5.4.1.4 Knaccudurauma uepopsaim

DOHMe M3 ACNEXTOR PEANWIALMK NOMWTHEM ARNASTCA KNAcc@MEaUna MADOpMaLWH OrpaiyeH o JocTy-
Ma. Bo MHOroM CXOMME C S COBBMHUBHHD CEXDETHEIMMS | CEKDETHEIMAS W €HECEKDETHEIMMY BOSHHbIMM CUCTEMaMIH
DMHAHCOBRE YUPENHOEHHA 08NanaI0T MHgOpMaLWMed pasnu4Ho A cTaneqd, Peaynerars KnaccudwEaumi vHopma-
LUMOHHEEL SETHEOE NOESIRIBAKT, KOMDE CRegyeT BHEODATE «XOD0WMes | « TyYLLIME WM «HSANYUWHEs MEaDb Y-
paBnaHua. CyLBcTEYaT MHOMD THIOE CHCTEME! KNaccHriaLmy. BamHbM MOMEHTOM ONA (DMHEHCOBOMD YUpaNne-
HWA ABMREBTCA ONPEQENEHHE KNACCHPUKaLMOHHBI YPOBHEHR W MCNONLIOBAHKE KNACCHEMEALMK MHDODMaLMK NP
BEIHBCEHAW DELLEHWA O NPWHATIM PUCKA. HanpuMep, DUCK, ABRMAILLARCA NPUEMAEMEM ANA OBWACTBEHHOR WH-
hopMaUMK, BepOATHO, By 08T HENPHEMNE MBI NS «CORBDLUSHHD CEKDETHOR: uHhopMaumws. MNpeuMyILECTEO KNaC-
chprKaLn HHOPMaLMIK 3aKNKYEETCA B oDBCNaYeHUH NOQOSDMIKM PYKOBOICTES B OTHOLLEHWA TOND, Kax Crywa-
LMe A0MEHbl oBpawaTeca ¢ MHdopmausded. Ecnu nokymedT, dain vnu 5333 0asHbe conepwaTt wHibopManee,
OTHOCALLY IOCA K PAINAYHBM HEPDADXNWHECHHM YPOBHAM, C HMMH CnedyeT odpallansch B COOTEETCTEMK C NPoUeay-
pasia, YCTAHORNEHHLIBAK ONA HAWBRICLIErD KNaccuHEa L BoHHOND YRORHA COOSMEaALEACH B HAY MHIODMaLIMN.

BasHo OTMETHTE, 4T0 KNACCHPHEALUMOHHEBIR YDOBEHE HHgROPMAUWK MOMET MEHATECA B TEYEHWE COOKS 88
OeRcTEMA. BHECEHHE HIMEHEHWA J0MEHD EOHTPONHDOSaTECA COMMACHD NONWTHKE ODraHuIaL MK,

5.4.2 NoxymMeHTLI NPpaKTUKKM obecneveHnAa GelonacHocTH

0Ky REHTE NPAKTHIA 068CneYaHUA BEIONACHOCTH [QANee — NOKYMEHTE NPEKTHKA ) OCHOBEHL HA COARM#a-
HAW OO MEHT LA NONATHEW. JaHHBE Q0KYMEHTE! ONpefenfoT obuue CTAaHIADTE BeaonacHoCTH, KOTOpDRIM 00M-
#Ha CNegoBaTe OprasrIagna. JokyMeHTsl NPEKTHKHY OTR2MAINT HAMEPEHWA W LENK, YCTAHOBNEHHER DYKOEOO-
CTEOM CAMOMND BRICOEOND YRORHSA NPK CO30aHHK NPOREaMMsl HHGODMALMoHHOW BE30NAcHECTH, W QOKYMEHT MDYHT
HAMEPEHWE DEANHI0BATE NOMATHKY HEIZBHCHMEIM OT TEXHOMOMAW cnocoBosm. OGnacTs ASRCTEMA DOKYMEHTE NpEK-
THEM 3HAYHUTENEHD YHE OBACTEHA OA0KYMEHTA NOMHTHEN. B OOKyMEHT NpaKTHIM BEModanT Tpebosavun obecnede-
HWA BEI0NaACHICTH OPraHMaaUHE U TEXHONOMMKM BRINONHEHWA paboT no e obecneuyeisis, DDben QOKYMEHTa Npak-
THEN ARNASTCH NEREMEHHEIM H 33BHCHT OT 8I0 CoOOepHankua.

Yoo oKy MEHTOE NPAKTHEN JOMEHD GhiTh CEROSHD K MAHMMYIY. HHcno HeoSxanMMsix JOEyMEHTOR J3B1H-
CMT OT BENHUMHE ODFAHA3AUMA W 22 BruaHec-NoTpeGHOCTER, 3 TAKe 0fbeua M CNOEHOCTH BEATENBEHOCTIA OpraHM-
aaumu. [papcean W HOPMATHEHAA CPENLL, OHAIRIBAKLLME BOAREACTRME HA OPFAHNIALMKD, MOTYT TAICHE ANWATE HA
YHCNO HEOBHOAHMBD BOKYMEHTOB NPAKTAKH,

MokyseHT NpakTHiiM He ABNAETCA obweaocTynHemM' ' Mo ceoemMy xapakTepy 3TOT QOKYMEHT ofLLBero HaaHa-
HEHWA ARNASTCA TEXHONOMWYECKH HERTDANBHER. OH ABNASTCA MEHEE A0CTPaKTH:IM, YEM OOKYMEHT MOAWTHEM 1
MOMET OKEIGIBATE MEHBLLEE BNHAHWE HA BCIO OPrAHK3aLAI0, NOCKONLRY NPAMEHAM TOMNEKO K HEXOTOPLIM aCnasTam
LEATENBHOCTH GraHUaau[y. Hanpumep, o4aHe NPOCTONR Oy MEHT NPEKTARA MOKET COOEpMaTE CNaayIowmEa npo-

CTOS YTREpMARHKE. «AYTEHTADHEALMA GOCTYNA K MHDODMALMOHHEIM SKTWBRM OPTEHAISLAN DOMHHA OCYWECTR-

' Boamomied oBCTORTERLCTEA, NPK KOTOPOM SOKYMEHT NPEETHEM A0NmeH GuWTe NPEACTEENEH perynupyoLMmM
ORTAHEaM,
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THTBCA B COOTBETCTEMM C YDOBHEM KEOHDHISHUMANBHOCTH SKTHEOBY . AyTeHTUdMEaUMA No osyM hakTopam npega-
CTAENAET COB0MA MUHHMANEHD NPHEMNEM B YDOBEHE Sy TEHTHDHEALMK, A0CTY K SKTHEAM, KNAcCHHUMDOBaHHbIM
ohnagarenam MHEOPMaLIK k3K «KOHDWIEHUHANLHEIE» J0MEKSH OCYLUBCTRMATECA TONBKD NOCRBACTROM Sy TEHTH-
divKaL M No TpeM napameTpam ' CHCTEMB! YNDABNEHAA QOCTYNOM 0 ABYM GaKTopam (GHoMETDUWM M Naponax)
OONMHEL CHEN0BATE CNEOYI0WMM NONOKEHHAM__.»

MonHOMOUMA Q0KYMEHTOR NPAKTHKA OCHOBAHE HA NOMWTHER , NO3TOMY 00MHHE CTPOMD CN8goBaTE @A, OHH
GOMnee NoONBEMHEHL! HIMEHEHWAM. [aHHeE dakTop obycnoanas BONes YacTHRIMK MIMEHEHAAMKA, BOTHIKA OWWMKA
NpH HOSHTHOHEILWAK HOBEX PHUCKOE 1M MEp yIIpAEneHHA DeIoNacHoCT M. Kaw s A OOy MEHT NPaKTHEM HMEET Ofpa-
HUHBHHEIR KEYT NONBI0BATENER, TAK KAK OH 006IMHD 3ATPArMESeT ONPESEneHH Y HYAcTh OPFaHHIALME WNK OQraHK-
JALMOHHMON BOUHKLIB M HE OHAIIBAET BNMAHKA H3 OGLLYKD NPOrpaMMy MEHEMEHTa DEI0NACHOCTIA OPraHKIaLMM.

LlenecooBpaiHo BEmoqaTh B JOKYMEHT NPAEKTH 0030pHEIA paigen. 8 K0T0po VEAILIBIETCA KPYT NoNsa0=
BaTtened n Bnagensil Kaxaono OoKyMeHTa NpakTied. Bnagansuem JoKyseHTa npakT vk MOomeT GbiTe YNpaBnaig-
LA O8NaMK, PYKOBOAWTENL T 1Nk pyKoBOAWTENE MY NNG TEXHWHECKOMD CONPOBOMASHWA. CNaayeT Tanke BrNo-
HaTk B JOKYMEHTAUMIO CEEGEHWA O TOM, k3K KNnaccydHuynpyaTeh MHDopMaUMa, CERIAHHAR C QaHHEIMK NPAKTHERH,
TAK KAK YPOBeH: KNacCWhUKaUMKA YEEThIBAET Ha YPOBEHE JALLM TR, HEoEXOaMMBIA ONA WHddODMaL KA.

5.4.3 NOKYMEHTE ONEpalMoHHLIX NnpoUeayp ofecnevyeHnA BeloNacHOCTH

OokymMeHTe CNRepauMoHHEX Npoyeqyp obecneveHus Ge30NacHOCTH ABNAINTEA NPOWIBOOHEIM OOHOMD MW
Bones OOKYIMEHTOR NPaKkTHiM obecnade s BeaonacHocTi. DEbes 3THX A0EYMEHTOR IABMCHT OT TEMEI M CROMHO=
CTH NpOUEayR. STH JOKYMEHRTR ABNAKTCA CAMBIMK EDATENUMKA No cBoaMy 00bemMy M3 BCEX QOKYMEHTOR B Hepap-
XM AOKYMEHTAUAK. J1aHHBIE DOKYMEH T ONWCEIEZIOT TEXHONOMNI0 DEAMNWIALIMA NOMATMI. oy MEHTEl CNepaumMos-
HislX NpOUeyD oSecnedeHHA DeaonacHoCTH OTHOCATCA K DEaNkHEM BHaHac-CHCTEMAM, 3 ONpeLenfaeMsle NocTas-
LMKDR NOOPOBHOCTI O NPOOYHLME NDMBOOATCA B QOKYRMEHTIALMWH.

DokyseHTos ONepaUMOHHER NPOUEOYD OONHHD DRITE HEOGXOIHMOE YOO M NDW WX paapaboTe cnegyeTt
CNeanTE, YToDE OHE BiNH NONHBIMK, TOYHERK M UeNecoobpasbiMe 4 HE NPOTHEOREYANK eobol opyrol NpaKkTke
M NomETHEE. [pUMEDHEIE DEKOMEHOALMK, KOTODLME MOMHO HARTH B NnboM JOKyMeHTE ONepaynoHHE NpoUe-
AYD, MOMYT COOBPNEATE CNEaYOLLHE HHCTRYHLMK: «McnonsayiTe koMadgy «pwadmine gnA obecnadvaHMA cooT-
BETCTEWA Naponed NONLI0BATENEd KDHTEDIAAM, YCTAHOENEHHEIM B JOKyMEHTALMM « KOpNOPaTMBHAA NPAKTHKE ayTeH-
THRMEAL MW M YNPABRNeHHA QoCTyNomM:, «JadTe cCnegyiowMe EosaHbl.. %,

oKy MEHTER NpOLERYE DOMHHL COOTRETCTBOEITE OOLEH NONMATHRES ORraHWISLHK W NDEETABSCHAM NDASManm,
Ha KOTODBLIX OCHOBAHE! 3TH NPOUedypsl. JokyMEHT:! NpOUBOYD He J0IEHE NPOTUB0REYHTE OCHOSAHHON Ha NOMK-
THEE NpakTHKe. Heobxo Mmoo NpHHKUMATE B PacYeT HOPMATHEHLIE OrPAHWYEHNA, COIO0ARASMBIE 18 NPEOenan
OpfaHKIALMA, CTAHAAPTS! i ADYTHE 00KYMEHTE NpOULeayp.

OorysseHT NPoUSaYD A0MHKHE BENKO4ATE B ceBA paaynsTats Npeas0yLIero aHan1ia pucka GeaonacHocTd
M NPOBOOMMED DYROBOACTEOM NPOBSROK, BENDUYAR WOSHTUOWEILWD MO0k OCTATOMHBIK DHCKOB, DE3yNETATRS
NOCNE0YIOWHK JeACTBIR (HANPUMED NPOBEDKK BHBAPEHHLIX MED YNPEENAHWA Ha COOTBETCTEHE DEAONACHOCTH),
NEpEYEHE ASACTEMA, KOTODBIR HY MO NPEONpUHATE O MOHHTODMHIE M aHANMAa MHEOPMaUKMoHKoA Be30nacHcTH
NP ROBCEAHERHOM HCAONEI0BAHMH, ¥ OTHETH O CEAIAHHEIX ¢ BEI0NAacHOCTENY MHUMOSHTaX.

6 MenegmmeHT mHpopmaumoHHoW bezonacHocTu. Mporpamma
obecneveHuna BesonacHocTH

6.1 OBwWe NnonoMeHWA

Ana peanvaaxm NOTMTHEE TPeBYIoTCA NDOMPamMMe oDECnEYeHrA BHODMaL WD HHOR Da3onacHocTy. Pacno-
CAMEHNA DPYHOROOCTES CPradnaIaUMi AoMsHsl pacnpocTRaHATECA U NOOHPENNATECA JeACTEMAMKM DYEDROOCTES
GOMes HILIKOT0 YPOBHA 1 NeNCOHANa HA BeICLUEM yposke. DEacnaqyeHive WHODMaLWoHHOR HEaonacHoCTH RENART-
CH KAK KOMNeKTHEHCH, TAK M MHAMBMIYANBHOW 0GAZaHHOCTEK. PajpafoTa, coXpaqHeHse, YIyHILaHHe ¥ MOHMTO=
PHMI NPOrPaMM el 0GECNEYEHMA WHDOPMALWOHHOR DE30NACHOCTI TPEBYIOT Y4aCcTHA GoNLWMHCTEE CNyxb M oTae-
NOB OpraxMzay|l. HeobxoguMa TeCHas KOOPQHUHALIMA MEy YTIDARNADLMLN 8NamMM M NEpCOHANot obacneye-
HHA MHPOpMaUMOHHON BeaonacHocT. Ona Noaoepses NporpamMssl obecnevyeH s MHpopMaUMoHHoOR BaaonacHoc-
TH QOMHHE MCTONEAOBATECA TAKME QWCLMNMHHE ODEHMIALMWA, KAK 3YOWT, CTRAXOBAHWE, HOPMATHEHOE COOTRET -
cTeme, hrnanyeckan BeaonacHocTe, oBy4eHne, KaNpoBaA M NPAB0EAA UCUMNIMHE U Op.

' Toneoeanme TepMMHE ayTeHTMRMKBUMAS N0 TROM NAPaMETPENM YECTO BHPARSETCH (DPasoR 470, YTD Bhl HME-
e, T, 470 Bkl 3HAETE, W TO, HEM Bl RAMRATECED . #T0, 4TO Bl MMEETE MEHET DT KEPTOMKON WM MAPEERom. « T, 4To
Bl IHBETEN MOMET BLiTe NMH-E000M WNK NEponam. & QA NPEOcTEanaHts «T0rD, ¥EM Bt ABNBETEC LY MCNOMNL3YHITCR
DHOMETOMHECKHE O8HHEE.
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6.2 CoagaHqe Nporpammisi

Hawbones BAMHER peRoMEHLALWA HACTOALEND CTAHOAPTA COCTONT B TOM, YTOKR OpraHnaaLmWu Coananand
CEOM NPOrpamMiy obecneyeHiA nidopMauwonHol BeaonacHocTi. 3Ta Nporpama J0MeHa HCXoOMTE M3 NONKTIH-
KW, YCTAHOBNBHHOH ANA OPrasvIaLyy Ha BeCLuEM ypoaHe pynosogeTea. Mporpamaa obacnedesa MHopMayn-
OHHOA DRI0MACHOCTH J0MEHE NPE0YCMaTpHBaTE paspaboTky ¥ NOQNeDmKy JeTankHsX NPOUSCCOoR 0DaCneyeHuA
BEI0NacHOCTH B MAclTabe OprasuaauMs, COBMECTHUMBIX CNOMMTIAKDN.

OnA paapaboTid geTaneHsx NPoUeayp ¥ Npoueccos obecnaqyeHiA HHgOPMaUMoHHOR De30NacHoCTH MOMET
NoOTPEBOEATECA KOOROMHAUWA DaINidHbIX BHAHeC-DYHELIMA DRrasu3al M (BEMOYaA 3y OWT, MEHEEMEHT DUCKa ),
COCTEETCTENE TREDOBAHHAM CTRaX0BAHWA, 3 TAKKE KOOPOMHILMA J8ACTANA paGoTHHKOE OPraHnaIaUM9, oTREYaI0-
LMK 33 HOPMATWEHDE M NPABOBOS COOTEATCTEWE, NAPTHEPOE W KIMTHEHTOB.

6.3 OcRaaoMNEHHOCT

MNporpamma ymydileHua OCBaa0MASHHOCTH 0 BBI0NACHOCTIA N0MEHA BIKNOYATE B Ce0A PYHKLMKD oiyuaHR
W Yy ULLEHAA OCRENOMMEHHOCTI O BEI0NACHOCTH, MADaHTHDYIOWYID J0CT aTOYHYID OCESI0MNEHHOCTE W BOMTENE-
HOCTE BCEY paboTHMEDE B OTHOWEHWH CBOME O8ACTEMA W OSACTEMN OEDYHAKILMY WX NKDOeE C YYeToOM Nocneg-
CTEHHA onA BasonacHocTy. Mporpamsa yAy-LweHWA 0CES00MNeHHOCTH O BEI0NACHOCTI DOMmiHa BeTe CTPYETYDK-
poBaHa ANA NOLOSMHAHKA CCESA0MMEHHOCTH PabOTHHKDR O CBOMX 00AIEHHOCTAX, CEAIAHHELE C DEa0NACHOC TR,
NpegocTasNATE PECYPCH W NOOWPATE NHL, MHTERECYIDWIMKCA BONpocamH obecneyesnd BeaonacHOCTH C Wb
PACLUMDEHNAA MX IHAHMA,

6.4 AHanna

OOHO WM HECKONBHD AGMEHOCTHELK MWL 0PFaHn3a0ME 00mEHE BiiTh HAAHAYEHE OTBETCTESHHEIMK 358 NpO-
rpammy obecnedesna HQopMaUroHHOH De30nacHoCTH. YCTaHoBNEHHE & B NPOIpamMMe NpaKTHYSCKUE NpHMEnE!
OGeCNEYEHMA MHGOPMALMOHHOE Ba30NaSCHOCT O0MEHE BBTE OCHOBAHKMEM ONA AHANKMAA M 0GHOBNEHWA NPOrpam-
Mbd, 8 NPH MNOABNEHKA HOBBIX YIPOS W YAIBAMOCTER — obecneyrsaTs NpegocTapnaHme HeoBxoOuMEIX MHBECTK-
LMA ONA AW THEK Mep. NporpasMma QonwHs BLmoYaTes B cebn nogpobsie Mpoueccs W NPoUeOyRe, YCTaHIBMM-
BAIOLLLAE OTYETHOCTE M OTRETCTREHHOCT 34 ONpaaneHWs HaSesHOCTH NporpanMee: oBacnaweHA wHODMaLIMOH-
HOM DERA0NACHOCTH 4 B8 COOTBETCTEME BoaM TPeDoBaHWARM, K OoKNan of aTomM.

Boe oTyeTe 0f aHan@ae i MOHWUTODHHIE A0MHsl BT GOCTYNHE PYKDBOOCTEY BCEX YPOBHER, BEMOYER
MCNONHUTENEHOE PyHoBoacTED. HeobxoanMo MOeHTHOMLMPOBATE W A0y MEHTHDOBATE NPOUSOYDS! PACCMOTRERHA
MSBEK WCEMIOYEHA M2 DONFTHEN KW OTENOHEHAR OT Hee. Tase JonKHE CYIWeCTROBATE NPOUSOYDEl COAOAHWA
HEOGROOMMEX 3I3NWCRA peayNeETaToR aygnTa ¥ 3anHced O COOTRETCTEWMM TpeboRaHMAM GEIONACHOCTH, 3 Takke
MOHWTODMHIE BEIONACHOCTH MHOPMALIAW XypHANoB ayauTa. Ocobos BHHMaHWE CRedyeT yERMMTE MAeHTUdEE-
LM PACKDE AR AHGODRMELWW 3YDHANDE SY0HTa W TDEGOBAHKAM, YCTAHOBMNSHHEM ONA CHHMSHNA 3T DUCKOE,
rapaHTHH A0EKBATHOCTH JALMTE MHEODMaUMOHHEE AKTHEO®.

6.5 MeHeqMeHT HHUMOeHTOR

D60 BoEx CobRTHAY MHOPMaLWOHEON BEI0NacHOCTH CNegyeT DeCTPO CcoobLlUaTE, O0EVMEHTHDOBATE WX H
pA3pELLATE MX B COOTBETCTEMM C NPAKTHSESCKMMK NDMEMAMH ODraHMIAUWA . ECNH HEMAaNaTaNsHEE MKW HE0owWIaH=
HElE CODETHA MHDOPMALUWOHHON Be30NacHOCTH HMET BICOKMA NOKAZATENE BEROATHOCTH KOMNDOMETALMM B1a-
HEC-0NBPALMA W COANAHWA YTPOAL! ANA HHPOPMALMOHHOR HE30NACHOCTH, OHW CTAHOBATCA HHLMOEHTAMK WHOR-
MALUMOHHOA DEACNACHOCTH, NOONEEIWMMA HI3YHeHHD. Kak MHUuMAeHTE, Tak 4 coDeITHA MHdopMaurodon Beao-
MACHOCTH QOMTKHE KCNONLI0BATECA CNEUMANMCTaMK B chepe Ge3onacHocTA NPK NOETOPHOA OUBHES MK DACKA W
Beifiopa 1 BHEgpaHHM Mep yNpaeneHuA BeaonacHocTe. CoDRITUA H MHUMOEH TRl A0MHHE WCNONLIOBATECA NPH
MOCNHEAYIOLLIEM YNYYILEHAA NPOTDaMMed 0BeCnayeH A #HOPMALMOHHOR HE3I0NACHOCTM.

6.6 MoHUTOPHHT

Heabxoguo COANaTe POpMansHEE NPOUECCh ONOBSLLEHWA O BTOEEHMAX, HENDABMNEHOM CDa0aThIBaHHH
CHCTEM M OPYTHX MHUMOEHTaX De30nacHocT, 8 TAKHE O DeayNLTATax paccNedoaaH A MHUWGEHTOE GeaonacHocTy.
FeayneTatel GOKYMEHTHDORAHKA MEHEINEMEHTE MHUMOEHTOR QOMHEHE MCNONE30EATLCA B NPOUSCOoR aHANK3a ©
Lig k40 OXAIAHWA BNUAHWA Ha pajpaboTiy JalMTHENX MED, 8 TAKKE HHALMWDOBAHWA NEPEOLEHKH M HIMEHEHWUR
TEHEHWEM BDEMEHK MED yNDARNESHMA, MCNONLIYEMBX ANA 05ECNEYeHMA 3ALLWTE AKTWBOB.

6.7 CooTReTcTEME TReEOBAHWUAM

He3aaucmbibli aHANM DonseH 0GecnadiBaTe COOTBETOT BME NDEET HHECKHK NDHEMOB O0FaHWAALWK YCTaHOE-
MEHHOA NOMHTHEES ¥ 30eHBaTHOCTE W 20xherkTHEHCCTE MEp yNZaaneH A, Boe paspelestbl@ OTCTy MNEHKA OT NonK-
THEW ANA NPOBSOEHKHA KX N8PMoaHHECHHY NEPE0LBHOK ONHHE JOKYMEHTHPOBATECA W OrPAHWYWBATLCH BO BpE-
RAEHA.

6.8 MogoepxKa

Boe yeTAHOBNEMHBLIE ZALUWTHES COEOCTRA, TAKKE, KaK MEXCETEBLIE IKRAHE W NEOrpaMMHRe CpaacTea ob-
HEPYHEHWA BHRYCOE, BOMEHL DEnyNADHD 0BHORNATECA © ek MNoLNS ORSHAA K WHPEKTARMOCTH B OTHOLSHWK
HOBB BOIHWKRIOWAX YTPO3.
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6.9 BoccraHoBneHwe nocne NOBLIX NPpEpLIBAHWA OEATENLHOCTH OPrasHuIaLmne

Mporpasma checne4YeHua HHgOopMaUMoHHOR De30NacHOCTH SOMEHA ONPeSenATE HHPOPMALMOHHEIE aKTH=
Bbd, ABNAIOLLWECA KPHTHYHBIMK ANA NPOAOITEKEHHA BEAEHWA QEATANBHOCTI (GYIHeca) Oprasaaumy B cryyaes ee
(2ro) NpepsBadaa. MporpamMa GomEd CoanasaTs NoGRobHEE NACEMEHHEIE NNaHL BO3AOBHOBNEHAA O8ATENEHD=
CTH (BHAHECA) NOCNE 8 (ero) npepeeaqrA. [1NA BENoNHEHUA NPorpamMse obecnedeHua HPopMayWoHHoE Beao-
NACHOCTIA HEOBXOQUMO HCNONEI0RATE HEAMNPULIMDOBAHHEIR NENCOHAN, NPAB0BLIE COTNALLBHMA (A0MOBOPE], CHC-
Télbl PEIEDEHPORARMA MRODMALNK, PECYDCE 050at0TER W CNEUMANEHEIE NOMELLEHHA, B KOTODLIX NoOOOEpHMBa-
ETCR KpUTUYECKaR NeATENEHOCTE ORraHraa UK. Nnaqsl BOCCTAHOBNEHA QBATENLHOCTH [BHIHBCa ) OpraMnaaLum
NOCNE NPEpBIBAHKA AONMMHE PEMYNAPHO TECTUPOBATLCA H OLBHWBATBCA.

7 Crpykrypa wHcopmaymoHHolW BezonacHoCTK

7.4 NpuBepHEHHOCTE LENAM OpraHM3IauWm

Brinonsesse Uenad nporpasss obecnevyesd MHQopsayoHHod BeaonacHoCcT B Macwtabe oprasuzaunms
OOMEHD DCHOBRIBATECA HA NOHHAMAHWK KaK MOBansHEN, TAK W BHYTREHHAK NOTpeBHocTal nHhopMaUMoHHDR Baao-
MACHOCTH OpraHnaauuy. Opradu3ausa JoNKHa OeMoHCTRPHPOBaTE NPHBEHEHHOCTE NporpasMme chacneyeHus
MHGOPMaUWOHHoNA BRICNACHOCTW NOCPEOCTBOM CEOEA MOTOBHOCTH BEASNATE PECcYDChl [NA MEponpHATHR, CaA=
IAHHBIN C WHDOPMALNMOHHOR BEI0NACHOCTEK, M KIYYATE NOTPREHOCTY WHROpMAaLBoHHOA BeaonacHocTn. Ha ca-
BAOM BEICOKOM YPOBHE HEobROOH MO CCOIHAHKE IHAUEHHA MHDODMAUWoHHDH BEI0NacHoCTH QNA Cpradnaalgv9, a
TaKHE 88 MacwTaba 1 0 eema OeATENEHOCT.

Boe paBoTHHKM OprasuaaUmMy J0MeHsl 3HaTE LENKM HHpopMayuoHHod BeaonacHocTH. Kasged cnyeawwi
MM MOaRAaHEK O0MHEH OCOAHABATE CBOM DOME W OBAIAHHOCTA, 8 TAHE CBOA BN B 0BacnedeHe HHODMaLM-
OHHOW BEaonacHocTH M 0BNagaTs NONHOMOYUAMKA ONA QOCTHREHHA 2THX LUENEeH.

T.2 CTpyKTyYpa opranKlaumm

7.2.1 Ponu 1 0BA3aHHOCTH

Haasaserwe nporpamie obecnaqdesia MHpopMauroHHoi BeaonacHocTH 2aKmoyasTch B 0DecnaqeHii KoH-
PHOEHLUMANEHOCTH, LENOCTHOCTA M A0CTWIHOCTA WHDODMSLIM0HHEL, AKTHBOE MYTEM KOMINEKCHOMD paLerin ofop-
MWDOEIHHEIX Lenai ¥ 3agady Gea0onacHocTi B nporpassme. CooTERTCTEYIOWES HaZHaYeHWE W pasrpaHd4YeHmne oba-
AAHHOCTER O0MEHD BhiTh CEAIEHD © ONPEOENEHHERK DONAMA {DYHELMAMK JeATEN:HOCTH ). MNpousgype obecne-
YEHWA MHDOpMaLWMoHHOR BE3oNAcHOCT JoMMHE obecneyHBaTs aPheKTMBHOE BiiNOMHEHIE W OCYLLECTRNEHWE
BCEX BAMHBL 330a4.

7.2.2 CopeT gupaKTopon

CoseT QUpekTopos (hMHaHCOBBE YHPerOeHWA DoONHMeH HMEeTE 00AIaTENECTEE Neped OpraHn3aumwed 1 ee
HNEHAMK N0 OCYLLSCTENEHWD HAOI0R 33 NDAKTHHECKAMA NPKEMaME MEHE EMEHTA DUAIHEC-0EATeNERECTM Opra-
HHAAUWA. 3 esTHEHLIE MPEKTSaCKNE NPYaME! obaecnaye KA HHOOPMaLWOHHOR Bea0nacHoCTA A0ONMHE BXOOWTE
B UenacooBpaaHy o GHIHEC-NPAaKTHEY M GeMOHCTRMDOBATE JaMHT2DECORAHROCTE B hopiMpoBRaHmMH 0GLUecTREHHD-
ra gosepA. CoBeT QUpexTopos QonKeH Nponaradiguposars BAsHOCTE MHDODMaUHOHHOR Ge30nNacHocT H Nog-
OEPHWBEATE NpOrpamsy 0D8cneqeHNA MHoOpMaLKOHHOR Be30NacHOCTI.

T.2.3 KOMHWTOT NO ayauTy

KoMUTET No ayouTy B hUHaHCOBOM yYpemaaHi 10MHaH OKadbLIBaTE CORBACTEWE COBETY AWPEKTOPOE B
OCYLWECTRNEHAW HAOIOPE W CMYHWT b HESABMCHMBIM OPTaHOM NDOBSIaHHA OO LKTHEHOND HANKIA, OCHOBAHHOTD
Ha BHYTREHHKX MEDAX 33LATE M DHUHAHCOBOH OTHETHOCTH. MOHMTODHHD M TECTHDORAHWE BHYTDEHHHE I3WMTHBIX
BB, ABMAKLWMYCH Y3CTR NPOrpamysl obecnedyeHHa MHMopMayMoHHod Be3onacHocTH, BXOOAT B 0DR3IAHHOCTH
KOMWTETA NO ayauTy, 0bbl4HO OCYILBCTENABMEIE NOCPBOCTEOM BHYTDEHHED AY0UTa OPraHMIaUMy 1 BHELLIHWX
AYOUTOROS.

T.2.4 KoMHTET NO MaHEOHEMBHTY PHCK

KOMMTET NO MEHS AR HTY DUCKS, NOOYAHAMKLMACA COBETY OQUDEKTOR0S, NOMKEH SHANMIMD0BATE NPOMDdh-
wiy checnedernn DeaonacHoCTH U NOLOEPHHEAT E PUHAHCHPOBAHME NPOEKTOR ODRCNEYeHHA MHEDopMaLMOHHOR
GEA0NACHOCTH B TOM CMNYyYae, KOT0a 3TH NPOEKTE CHHMaAINT ONepaluoHHER DWCK (M, CNeqoaaTenkH D, HaAHCOBRIA
PHCK) OpraHuaanms. KoMuTaT No MEHEMEHTY DACKA J0MEaH JeMOHCTDUPOEATE NPUBE EEHHOCTE ODFaHWIaLLMMW
OEecnadeHM BEI0NACHOCTIA MY TEM DMHAHCHPOEIHMA W NOONeDHEN NPOSKToR, CNOCOBCTEYIOLW WY OCYLBCTEMNE-
HMARD NMOMMTHEN WHGODMALKOHHDA DEICNACHOCTH ORrasyaaumwy. KOMWUTET N0 MEHELHMEHTY DMCKA SOMHEH ONpage-
THITE CTENEHE BOJOSACTEHA Ha NpOrpammy obecnadyerna MHpopMaLHnoHHON BEI0NaCHOCTIA NOMHEHRRA M 33K0H0=
OaTenscTe. 3TOT acnesT oM. 5.2,
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T.2.5 Npapoean QyHELHA

Oprannaauny sMoryT NoNaraTtecA Ha ONIT CEOEnD KPHMOUHeckons OTRenNa 8 OTHOLEHUW HEKOTOPEDX ACTIEKTOR
MEHEHMEHTA WHPODMALKOHHOR GeaonacHocTi, KDpWaMYeckomy OTaemy MoMeT DulTe BMEHEHD B 0BA3aHHOCTE
OCYLWACTRNSHHE MOHWTOPWHIA NONDER0K B IaK0H00ATENLCTEE, NOCTAHOBNEHHAX 1 CYAe0MHLN Oanax, KoTopse
MOMYT BNHATE Ha nporpasmy obacnaqaHna nHhopMaLMoHHoNR G230NacHOCTH OpraHuIaLuK.

OT 0pUOWYECKOrD OTAENE MOMET NOTRe00BaTLCA NPOBEPEE KOHTPAKTOR, KACAKLWMXCA CITYHaLLMX, KNWeH-
TO8, NPOBaROepos YCITYT, NOAPAAYMKOE W NOCTABWMWKOS C TeM, YTOGE! rApaHTHPOBATE A0EKBATHOE DACCMOTDEHHE
CEAIAHHEL ¢ MHGOPMELMOHHON BE30NACHOCTEID KPHOMYECKAY NpoEnes. Takkwe NPOBESDKM MOMYT BEMICHATE B cebR
BONPOCE! HEMNPHKOCHOBEHHOCTH YACTHOW XUIHA UMW TEXHMKHM BeacnacHocTy Ha paboden MECTE, a TAKKE Npouey-
Pl YBOMBHEHWA W DACCMOTPEHWA Manoh cnysawMx.

MNp# pacCMOTREHWA NPABR0ELIX ACNEKTOR MHUKARHTOR BE30NACHOCTA M MX BNHAHWA HA OPTIHUIZLMEE MOTYT
NoTRefoaaTECA KOHCYNETaUMH KpHauueckoro oTgena. OpraMnaauny MoryT saTpebosare HCnepTHEIE 3aKMoye-
HIA NP OLEHKe NOCNEACTEMA NPOUBOYE YPEryTMPDaaHWA MHUWAEHTOR BE30NacHOCTH 1 0GeCNEYEHHA UX CoOTRET-
CTEMA NPABDBLIM TREG0BAHUAM CPRAR YHELIMOHMPOBAHWA, TAK KaK B COOTEETCTEMM C I0DWIHYECHIAM CTATYCOM
OpraHdIaLME NPABOELIE HOPMBI MOMYT HMETE DAINHYMA. HeobxoQuMo BOBNEKATE KDHOWYECKWE OTAEN B paspa-
BoTKy, NOQOEpHAHKE 1 yNyYLeHHs npouelyp obpaboTod nocnaacTaqn MHUMGEHTOE BE30NacHOCTH, TaKMx HaK
COXPAHEHWE CEBMIETENBCTR.

7.2.6 Jon®HOCTHLIE NKLUa

PyroBoOMTENEL OPTaHWU3ELMK UNKY YNPABMANLLWA KaK CAMOE IMNAaBHoe JOMMHOCTHO: NALO B Opradnaacd
HECET BCH NONHOTY OTEETCTEEHHOCTH 33 B YHKLMOHWpoBaHne. PyKOBOOUTENE OPTaHMIALIMM J0MEH CAHKLMO-
HUPOBATE CO3OaHWE NpOrpanMMe 0DeCneYeHMa MHDOPMALKOHHOH De30NatHOCTH B COOTEETCTEMM C A8ACTEYHILLLM-
M HOPMATHEHO-NDAB0ELIMA QOKYMEHTAMK W CTAHOAPTAMM, OKa36IBATE NOALEHEY B 88 OCYLWECTENEHKK, Che-
OWTh 338 BeNONHEHWEM BEEHEX DEWEHWA, CBRIAHHLIX C OUSHKOH PHMCKA, M YHACTEOBATE B NPONAraHIe IHa4vnmMo-
CTH OGECNEHEHWA MHODMaLMoHHOR B230NacHoCTI.

B To BpeMA K3 BO MHOTWX OPraHHIauMa) MMeInToA QOMNHMHOCTH DYKDBOOMTENA OPTraHi3almH, (puHaHcoBod
CIY#Gb! OPTraHM3ALNA, TEXHMHECKON OTAENA 1 A0MUHUCTRATUEHOR CNy#hE, MHOTHE ODTaHWIALMNA CTANK BEOAWTE
TaKHE ONONHATANEHEE AOMTHOCTIA PYKOBOAWTENA NO MHPOPMALIMOHHEM TEXHOMOMHAM W DYKDBOOWTENA Crysb
BECNEYEHKA KHDODMALWOHHOH DEIONACHOCTA HA BEPXHEM YDOBHE CTRYKTYDER OPradHIaLMK. XOTA PyKOBOAWTENE
TEXHWHECHDM OTQena, pyKoBoOUTENE N MHDOPMALMOHHSEIM TEXHONOMMAM M Cmyixbsl obecnauyeHng MHbopMalk-
OHHOR Ga30NACHOCTH BRINGNHAKT MHOMD B33WMOZAMEHREMED (IYHHLIMA, KaMO0e UHAHCOBOE YHPEMOEHWE J0MH-
HO TAIOHE MMETE PYKOBOOUTENA Cywbe oBecnayeHuA MHDopPMaLMOHHON BE30NACHOCTH, KOTOPRINA, B KOHEYHOM

CYHETE, A0THeH BeiTs NOJOTYETEH DYHOBOOMTEND TEXHWYECKOrD OTOENA WK PYKOBOGHUTENKD MO MHDOPMALMOHHEIM
TEEHOMOARM.

T.2.7 ¥npapnaow we nenam

YRpaRnAwLEe Oenamid B YaCTHOCTA W YTIDAENARD LS BOal ODraHHIEa0 WA B UenoM QoNsHE OCyYILEecTBMRTE
HA430P W MOHWTODMHT J8RTaNsHOCTIA OGRTaHM3aUMK W B8 paboTHHKDR, YTO QENAET WX KIHOYESRLIMK YHaCTHHHIMK
nporpass obacnedyeHA MHDopMaLroHHoR BeaonacHoCTH. Kas Ok yNpaEnaiowME JomeaH NoHUAMETE M Noooep=
HHBATE NONWTAEY, NPAKTHYECHWE NDHEMBl U NPOLUEAYPLI OPTaHHIalMK, CNENoBaTE MM, 3 TaKke obecnednpaTs
COOTEETCTEYIIWWES NOBEZEHNE CITYHALAX, NOCTABLMEDE W NOOREASHHECE, YNPaanAKL HMe Genasmi QOmmHLl Coa-
O38aTe B OPraddaaynd aTMociepy, NooWPAIoLW YD CAYHALNK, NOCT2ELLWKDR W NOGpRgHuEDE coobiwats o npob-
NEMAY, CERIZHHEIX C MHEDODMALMOHHORA BEA0NACHOCTEIO.

7.2.8 CoTpyOHHEH

TpebopaHua NporpamMme obecnedyess BEIoNacHOCTH A0N$Hb BETE BEMOHEHE B KOHTPAKTE O HAAME CIy=
#Halux. Beck NepooHan QondeH BelTe OCE200MNEH O NOCNEdCTEMAK CEOWE OBRCTEAR W O8ACTEWA SKPAYRKIIOLLAY
B OTHMUEHHH Ba30nacHOCTH. Ty SWHE JOMEHB HEIAMEONMTENEHD CoDBIWATE 000 BCEX NOOOIPHTENEHLIX CO-
BaITHAX, CEBAZAHHLIX ¢ MHopMaUMoHHON BeaonacHocTRIO.

T.2.9 CoTpyOoHWKH (Nepcoran), HE OTHOCALWWECA K OpraHMaIagmWm

TpebopaHKua NporpamMsel oBecnedeHA BEI0NacHOCTH O0NHHE BbiTh BENKYEHE B COTMALLEHWA CNOgpaaqM-
KEMW 1 NOCTABWMKAMK YCIyr NogpRaHHEN ¥ NOCTABWMEN YCIYT A0MEH DbiTe 0CBEA0MNEHE! O NPEKTHSECKAK
NpHEwMax | Npousgypax obecnedeHnA HHpopMagroHHEcH BeannacHoCTH OPraHMaayin 4 8. NoOpasnensHidE 1
OFAIBIBATE UM NoOoepsEEy. Ond 08a3aHesl COBMOOaTE NoNETHEY WHEOPMALKOHHOR SEI0NaCHOCTH OpTraHMIaLIMH.
Tak kax No IKOHOMASECHAM UMK MHbIM NPWYMHaM OpFaHHIaLHE MOryT NPeanoYecTs NPUBNEYEHIE BHELLIHWX Da-
CYPCOR ANA BeINONHEHHA CNpedensHHey DaHKEOBCEME DYHELWA, MEHEIHMERT DUCHA HE MOWET DRTE NepenaH
CTOROHHARM OPFaHWIaLUMAM W O0NHEH OCTABATECA N0 OTEETCTEEHHOCTRK OPTaHMIALMM.
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T.2.10 JonsHOCTH, CEA3AHHBIE ¢ BEI0ONACHOCT L

7.2.10.1 BeegeHua

B HAacTOALWEM NYHKTE ONpE0ensioTes TPM CERAIZHHEE © DE30NacHoCTHI0 JOMEHRCCTH B DAaMEAX NpOrpamikbl
QOECNEYEHAR MHIDOPMALMOHHON GEI0NACHOCTM, KOTOPRIE HANBNAKTCA PaIHLIMA YPOBRHAMK 00RIAHHOCTEN 1 4DyH-
KLIMAMM, HBOOXOOUMEINMK ANA BeINOTNHEHHA NDOPaMMel 0GECNeYSHHA WHDOPMaLHOHHOH DesonacHocTH. [aHHee
OO0MEHOCTH YHKLWOHANHO ONpEfenekbl, XOTR cnocotsl 0MUHHCTDATHEHOMD YNDEBNEHHA NEDCOHAN0M OFaHK-
JALMK MOMYT BasMHaTECH.

B HEHOTODEX CPraHHIauMAX OTEEYAKWLER 38 MHPOPMaLMOHHYI0 BEA0NaCHOCTE NEPCOHAN MOXET NPeacTas-
THATE CoB0H OTARNEHYID CTRVETYDHY0 S0MHALLY, 8 B ODYIME Opradu3alnax NEpCoHany yHELKOHANEHEX CTRYRTYD
{oTaenos, crywd ) MoryT OkiTe NOpYYeHE 0BAIAHHOCTH, CEAZAHHLIE C DbacnavaHnen MRpopmaumoHHoR Geaonac-
HOCTH B QONONHEHKWE K CODCTEEHHEIM. BOaMO®HO TaIES COBMaLeHHa 0By obaIaHHoCTel.

Kaiyio Gk CTPYETY DY HE MMENE NporpaMssa ofecneyeHitd MHDOPMALWOHHOH BeIoNacHoCTH, DOMKHOCTHERE
MMua W YNPaBNALWLWE KONHKHL OKE3LIBATE ASHHOR NPOrPaMmMe NoALepHKy ONA NOBBILLSHWA 88 DEHTHEHOCTH.
B GonblMx OpradMiIan as MoseT OsTE NonNeaHo Coagarte QoNoHETENbHBIE QOMEHOCTIA BNA 30 0EKTHBHOMND Bisi=
NOMHEHWA CNELWaNMsKpOBIHHBR DYHELUWA, HanpWleD, paspaboTunk apxuTesTypesl DeaonacHocTH. B Gonea men-
WY OpraddsalmnayY NepooHany, BEpOATHO, NPWEETCA BeINONHATE HECKONLKD 0BAIAHHOCTEHR OOHOBPEMEHHD.

7.2.10.2 Pyvopogurens crmysbsl obecnesesss wHbopMauMoHHoi DeaonacHocTH

PyroBoOMTENE CNywbp obecneverinn uihopMaUMoHHoR BE30NacHOCTH OTBEYAAT 38 NPOaKTHPOBaHWE, BHEO-
pEHWE NPOTPamMikl 058CnEYEHRA MHHOPMaUHOHHOHR BE30nNacHoCTH ¥ yTipaene WD e Nog ynpasneHne pyRoBo-
OuTEna cnysbsl obecneuaiua MHDOpMaUHoHHoN BE30NacHOCTA NEQCOHAN Ha OApYTHX YDOBHAX BefonHAeT oba-
AAHHOCTH NG OCYLLBCTENEHHID NOMATHKK M NDAKTW4YECKAX NPUEMOB NPporpamiiel obecnaqyeiitd MHDOpMaLMoHHoR
GasonacHocTH. PyrkoBoavTent cnywbi obecnedesna HopMaLmoHHol BRIoNacHoCT MONET MMeTE CNelrans-
HBIA LUTAT W OCYLSCTRNATE A0MAHACTPATHEHOE YyTIPABNEHWE NEPCOHANOM, OTBEYEKLMM 38 MHEODMALIMOHHYID
GEAONACHOCTE. TaKKe DYROBOOMTENE CNYy D 0beCneqve i MHDODPMaLMOHHOA Ba30NacHOCTH MOMET OCYLLBCTE=
THITE OrPaHMHEHHBIR ONERETWEHBIA KOHTPOME 33 NEPCOHAN0M, BENONHRIOWMM 0GA3AHHOCTH, CEBAIAHHEE C WHjop-
BSLMOHHOA BEAONACHOCTRD, B OONONHEHWE K CBOMM OCHOBHEIM OBR3AHHOCTAM. HESABMCHMS OT BENHYKHE Opra-
HMIALAW HINE CTUNA PYKDOBOOCTES, PyHOBOOHTENE ciyw bl obecnadyarA wHOpMaLMoHHOR DeIoNacHoCTH RBNART-
CA NMALOM, HECYLLIKM BCKD OTBETCTBEHHOCTE NEPEn COBETOM QHDEXKTOPOR M YNPAANAKLLIMMM 38 BeINONHEHWs npo-
oAk obecneYeHiA MHoDMaLWoHHOR DEIONATHOCTH.

PyroeogMTens cny#bel 0BecnedeHtd HHEOPMaUMoHHOR Be30nacHOCTH O0MESH YNDARNATE BRINOMHEHMERM
nporpakisl 05ECNEYEHNA MHPODMaUMOoHHDE BE30NACKHOCTH B COOTEETCTENN C YONOBHAMM, ONPEdaneHHbiie Opra-
HYZALUWMER KaK HeobxogumMble QA yenexa 8 Gussece. Pyxoaogurens cnywbel obecnedarma mHdopMalnoHHon
GEI0NACHOCTH OTBEY3ET 3a:

= NOOroTOBKY (IMHARCOBOA CAaTE W 0B0CHDBAHWE NPOrpaMiMEet 0DECNEYEHMA MHIPOPMALIMOHHOR BeaonackHo-
CTI Neped YNPARNARKHLIAME,

- paapaboTiy apXWTeRTY DR GE30NAcHOCTH, KOTOPAA COMMAaCcYaToA oo cTpaTamved Bluawaca,

= DYKOBOOCT BO NepCOHANCH PAIHEX YROBHER, KOTODEH BHEODAET ApKHTEKTYRY BEaonacHoCTM M BENONHART
CBAJAHMER ¢ obecnadYeH e MHDODMALMOHHOH Ge30nacHocT 08AIaHH0CTH,

= MpOBREOEHME OLRHOK DHCES, KOTOPRRIE NOOTESDHAAINT NPABKINEHOCTE ApXHMTEKTYDE De30NaACHOCTH, W pac-
KDEITHE HEOOCTATKOR, TGOy oCoBors BHUMaEHWA;

= MR AMHAE GrNACKE NONMTHEM, NPSKTIYSCKAE NRWaMOoE ik NpoUeayp obecnayeHina GaonacHGCTH M ynpas-
TEHKE NPOrpamss NOBLIWEHWA GCESQOMMEHHOCTH O De30NacHOCTH,

= OCEEOOMAEHHOCTE O TEKYLLMXY YTRO33X M YAIBHAOCTH, 3 TAINKE HOBRX METOLAX M CPEOCTEax obecnese A
MHODMALMOHHON Be30MacHOCTA 4NA NPOTHEBOOSACTENA ATHM YIPoIam M YRIBMMOCTRM;

- pfEcneYyeHe CooTRETCTRVIOWED BOANBUSHKA OPraHNIaUMY B QeATENbHOCTE NO JALWLWTE KPMTHYaCKoH
HHQDacTpYETYDE B CTRaHaX, I8 Opradi3auMa seneT caoi DuaHec.

7.2.10.3 OreeTcTeeHHEIR 38 MHPOpMaUMoHHY I DE3I0NacHOCTE

OTEETCTEEHHBIN 33 WHDOPMEUWMOHHYID BEaonacHoCTe — 3T0 MoBoe MU0 B OpraHHIaLnWe, OTEEYaK0WEe 38
pa3paboTryY, BHEOPEHKE W NOQOEHRKY NponpaMys! obecnews A MRhopMaLWoHHDA BEIONICHOCTH N pPYKOBOO=
CTEOM PYHOBOOWTENA CMHDe! obecnesaHitA MHHopMayWoHHOR GeaonacHocT. [luua, oTRETCTESHHEE 38 MHdop-
BELAOHHYH DEIONACHOCTE, MOMNYT BXOOWTE B WTAT PYHOBOOWTENA CNyEDsl obecnesdeHra HHpopsMayoHHo R Beao-
NACHOCTIA MM BTk BHEWTATHEIMK COTDY.OHAKAMA, HAXOOACE B A0MHHHCTRATHUBHOM NOOYAHEHNHA B OPYTOM CTRYE-
TYRHOM NOOpa3meneHWA Spradbaalsd. OTEeTCTEEHHBLIR 338 MHOODMALUMOHHYID BEI0NacHOCTE, MeR OBLHDHEE
IHAHHA W ONBIT, MOMET DETh HAZHAYEH HA OCOoDYID GONMHOCTE, HANDHAMED HA JOMKHOCTE PAZPABOTYMES ApXUTEER-
Typel BeaonacHocTi, CoTpYOHMEN, OTEETCTREHHEE 38 MHPOPMaUHoHHYID DE3IONACHOCTE, MONVT CENaaTs CNeyMa-
NHAMPOBAHHEIMM 3HAYEHAAMK B 0BNACTH TAKWY METOOOE M CPEOCTE 0BECNEYeHWA MHPOPMaUWOHHOH BE30NacHos-
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T, K38 OUSHES DACHE, OCBaO0MMNEHHOCTE 08 yIpo3ax U T. 4., W ARMNATECH BAXHER NOTEHLWAN0M ANA OpraHHIammMm.
Opyrive oTEETCTEEHHEE 38 MHODMAaLMOHHYI0 BE30NACHOCTE NMUE A0MMHHE! HOHCYNETHPROSETE M DABATH DEKOMEH-
JALMH OpraHH3aUMoHHEIM 80rHELEANM No npobneman HedopraudoEHoi BeaonackocT M. JesTensHOCTE OTBETCTREH-
M 33 MHODMaLHoHHYI0 BeaonacHocTes Bynet Harbones aheKTHEHOR, BN OHW IH0T DUIHBC-LURNH, 3 TakHe
BHYTPEHHME NPOUECCE OPraHNIaLMK,

DOTBETCTEEHHLIE 38 MHDODMALMOHMYI0 BE30NECHOCTE SOMHHbL

= IHATh APKHUTEETYDY, NPSKTHHECEHE NDWEMEl W NPOUEOYERI DR30NACHOTTH,

- pa3pabaTtbiBaTh NOKANbHEE NPAKTHYECKHE NPWEMEL, JOB0OHTE 00 COTRY IHHKOE OprasusaLug i 0GHo0anATs
WX MpK HeoOXO0WMOCTHM,

= NPoROONTE OLEBHKH PUCKA;

- OCYLUBCTENATE MOHWTODUH 1 8yAMT NPaKTHYaCcHMX NpHesMos obecneyeHia BeionacHocTH,

= COOSACTBOEATE BOCCTAHDANEHMID CUCTeMEBl MIT nocne arak;

= AABATE DEXKDMEHIALAN MO YITYHLISHNIG NDAKTHYSCEME NpWanos M NpoUeayp;

= BbITh B KYPOR PAIBATHA YTPO3 WHOXDPMALUMOHHDR BRI0NacHOCTH, TEXHONOIAA, 8 TA0HE METOO0E U CREOCTR
oBacnaueHrA HHDODMaLMOHHOK BE30nNacHoCTI,

= CNOCoBCTEORATE OCBEI0MNEHHOCTH PYHOBOOCTES M COTRYOHHEDR ciywdel BeI0nacHoCTH B MHgOpMaLMoH-
HOH Be3onacHocTi.

7.2.10.4 Onepatopkl obecnawsHin Ge30nacHoCTI

Onepatops obecnedyesds Del0NacHOCTH BeINONHAKDT Nogpobuse 0eRcTEUA 4NA J0CTHEeHHA Uened npo-
rpammsl 0Secna4eHMa MHpopMayMoHHoR BesonacHocTi. CDnepatopel oDacnedeHHA Be3onacHICTH MOYT COCTO=
ATk B WTATE DYKOBOGHMTENA Chysbsl ofecnededua vHdopMausorHod De30NacCHOCTH MNH 30MHHHCTRATHEHD OTHD=
CHTECR K ApYTH8 NOOQAZNenaHMAmM OpraHuaamn e | Qon#He el Th X0pOLWo oCEeaosnetsl ob annapatHsix 1 npo-
rPasMHLLX CROCTRAX M NpoUeIypax Gas0nNacHoCTH, HEoBXOOMMEN ONA CBOME NOODaIganaHui.

HMa-3a pasHoobpaiun TEXHOMOIAA, KOTODLIE MOTYT MCNONLI0BEATLCA B apXHTERTYDE BEIonacHocTH, OT onepa-
TopoR obecnedeHna BeaonacHocTH TReBYETCA BRNONHEHHE MHOMX Npouaayp. HekoTopee cneywduyeckwe oba-
FAHHOCTH, BOANAraeMebe Ha ONepaTopos Ge3IonacHoCTH, BEOYaInT B Ce0n;

= YCTAHOBKY W COXPAHEHHE CBAIAHHLIX C BBIONACHOCTLID HACTPORK HA CETEBOM 060Dy I0BIHAM.

- yCTaHoBKY OBHOBNEHHLIX BEDCHA ALK T B ONERALIMOMHLIE CHCTEME.

- COXPAHEHWE W MOOEPHWIALMIO TO4HEX anN0DE YNDEANEHWA A0CTYNOM,

= chop vHhopMauMKy, OTHOCALLEACA K HdbopMadoHHol BeaonacHocT, W MHpopMaumMy of ayauTe, a Take
MOHKTODWHT CHCTEMHOR W CETEB0R J8ATENEHOCTH © UENkEH OBHapyHEHWA CRR3aHHEX ¢ HR30NacHOCTRI0 Npobnes.

Wupokoe pazsocBpaive BeINoNHASMEX 33034 ONPEOenaAsT IHaYMMOCTE OnepaTopoe abacnedaHua Geao-
NACHOCTH B YCNBWHoM (yHELWOHMPOBaHKA NPOTpaMMel 06aCnEqHaHHA HHPOPMALMOHHDA HEI0NACHOCTIA.

Onepartopet obecneyerua Dea0NacHocTH OTBEYaI0T 3.

= IHAHWE CEOSA PONA B BRINOMNHEHAR NEOTPaMEE W ApXHTEKTY DR obecnedeHin BaaonacHocTi,

= BHEOPEHUE W NOAOEDHAHWE NPAKTUHECKIAX NPWEMOoE 1M npouenyn GeaonacHoCTH,

= MOHMTOPHHN Npouegyp BeasnacHoCcTH M cooBweHue of M COCTOAHMK HCXOOA M2 O0CTaHOBHM,

- paboty Hag vonpaaneduen choes g obecnedYeH GE30NacHOCTH M NPOTHEOOEHCTEMEM 3TaKaM;

= BOCCTAHOBNEHWE COOTREETCTEYIOWWE NpoUenyp BeIonacHOCTH BO BIaMMOOERCT BHK C BOCCTaAHOBNEHWEM
BriaHec-Npouecca nocne cBHoA MNK aTaKH,

- NPELOCTABNEHAE PEHOMEHOALWA NO YNYHLLIBH M0 NDaKTHYBCKAX NPHEMOE U NPoLeayp.

8 AHanwWi W OUEeHKa pMcKa

B.1 Npoueccl

Oprasmaalny, Henaow«e Nnony4\Te A0CTYN K MeOopMaUi O COCTOARMK CBOMX Aen nNo Ge3cnacHocTy,
JOMAHBl BHEQDWTE OOHH MKW HECKOMNBKD NPOUSCCOR AHAMMIA PUMCKE Kak YaCcTk NporpaMmMel obecneyYyeHmA whdop-
MALWOHHON BEI0NACHOCTH. JTH NDOUBCCHl OMMHE! MCNONLI0BATECS ANA OUSHEW COCTORHMA BR3onacHoCTH BCER
OpFaHd3aLM9, 3 Taxwe Be3oNacHOCTH KDHEPETHLIX NPOEKTOR, CHCTEM M NPOAYKTOR. NOCKONEKY CTHAW PYKOBOg-
CTEA, MACLITAD ¥ CTOVETYPA OpTaHM3aUMi PasnH4aloTcA, MOnYT NoTRefoBaTeCA HECKDNEKD CTRATEMMA 0N\ aJanTa-
LM AHANKM3A PUCKa K CPEe, B KOTODOR DICK HCNONLIYeTcA .

Paaynsratom Npouecca oUeHKM PHCKS OONHHE BbiTh PEKOMEHOALMKA N0 CHUHEEHMKD PUCKOB B830NacHoCTH
OpradA3aLiHM 00 NPHMEMNEsMons ypoBRHA. [adHb DEROMEHDALMA BOMKHL! CNIOCOGCTROEATL BelGOpY COOTRETCTRY-

' AononstTensHyn MehopMaumie mosHo HaRTw e [2], [5]. [20), [21].
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FOLLMX Z3LLMTHL Mep. 3aLUMTHEE MEDB ABNRIOTCH PEIYNETATOM OLUEHEH W ONPEaeneHna BENHYHHEI BOIM0HHEIX
NOTEPE, KOTOPKE MOMYT NPOUIOATH B CNY4a8 MCNONLI0BAHWA MOEHTUDHLMDOBAHHLD YAIBHMOCTER CHCTEMBL O~
HOW Wi Bonea yrpoaamy. K axrveam opradvaanmie, KOTopeEe oBEYHO NOOBEPTatTCH OLUEHKE PUCKE, OTHOCAT!
annapatypy w 0GopyaoeaHHe, NPUKNAGHBLIE NPOTpaMsel, a3k JaHHBX ODraHMIaUnn, CUCTEME! CBAIM W KOMNBIO-
TEDHEE CNESALMOHHEIE CHCTEMb.

MNpssieps METOOAE NPOBEOSHKA OLEHOK DHCKE 1 TUNAYHOND NPOWSCcca OLUEHKM PUCKE NPUBESEHE! B NPHNCHKE-
HMH C. JononHATENEHBLIE MOOENH OUEHKM DUCES NpegcTasnaHe 8 [2], [5]. [20], [21]. DononHETeNsHLe MOgend g
KAYECTREE NPMMEDa TAKKE NPHBENEHL B NPUNOHEHWH T W He NPeanonaraloT Ky HCNONLI0BAHWA ORTaHuaaLHen
HENOCPeACTBeHHD B KAYECTEE TEXHONOMMHEckNy K3pT BHEODEHHA.

8.2 Mpouecc OUBHKEKM PHUCKA

DUHAHCOBEIE ¥ ADYIWE OPTAHMIELMK WCNBTHBEANT BNUAKWE DHCXDR, CERAIAMHEIE C WX DUIHECOM. PHCKA,
OTHOCALYWECS K MHDOPMALNOHMHBIM AKTHEAM ODMAHUIALMK, NDHHAMANT PaInWYHse HopMsl M A0MEHL NOQBEp-
raTLCA TIWATENLHOMY aHanuay. OUEaHKK DUCHS HyHHEI DR KIYYEHAY YAIBAMOCTER, YIPO3 11 DUCKOR ONA WHthopa-
umK. Kannoe BaHkDackos NPUNONEHWE GONHHO 0BECNEYMBATE KOHTEECT W IHAHWE PAGOYMX NPOUSCTOR, a TAKKe
NOTEHLWANEHEIS YTPOSE! M 30HE YAIBHMOCTH. [aHHoe 3HAHWE HMEET IHEYEHWE QNA NPOBBASHHMA OLUSHKK PUCKE.
DueHKa pUcKa NpeacTasnaeT cobol TpeXCTYNaHYAT b NpoyEce:

MNepsan CTYNEHE — OUSHKE PUCKOB NOTEHUMANBHEL YIPO3 ONA KEaHG0H I0HE YAIBHMOCTH MYyTEM 3anonHe-
HHA TAGNWL L OLEHKKA DUCKS (CM. Nnpunaskese C;

Bropan cTyneHs — NoMCE0eHWE KOMBMHAPOBAHHOND YPOBHA DHCKE KANO0H 30HE YAIBEUMOCTW MyTEM 3anon-
HEHMA TAGNHLUE OUEHEM DACKA (CM. NpMNosasde C),

TpeTeA CTYNeHs — ONpegenaHue NOgXOOALME NoNUTAE BE3I0NacHOCTH K JALLWTHEX MED, WCTIONBIYA pa-
IYNLTATE BTODOH CTYNEHH W WMEIOLWWHMECH MEapil yNPaBNeHUA.

Bonee nogpobHsiA CNWCoK KATEropWA DUCKS W MK NPHMEHEHWE B NPOUESCOR OLEHEW DHCKa NpegcTaaneHs B
nprnoxeHsmn C.

8.3 PexomeHgaumy no obecnedYyeHnn Be3onacHoCTH M NPAHATHE PUCKa

OLEeHKa DHCKA MOXET NPOBOAWTECA:

= ONA CUEHUBAHWA PMCES HE YPOBHE OpraxMaaLmrH,

= B pAMKAX BIANMOCEAIAHHON COBOKYTIHOCTH CHCTEM,

= ONA OTAENBHOR CHCTE Misl WITH NDANOMEHWA,

= 0NA KOHEDETHEIX KDHTHYSCHAX PYHELMA BHYTDWA CHCTEMEL,

He cnegyer oMnaaTs, 4T0 OUBHKA DHMCKE Ha YDOBHE OprasiIaliy ABMNRETCA TONLKD KoMBHHaUuai acax
EPHTHYECKHY B yHELMA OpFaHMIaLMMA.

YAIBUMOCTH U YTPO3kl NOCTORHHD MEHRIOTCA N0 MEDE NOARNSHAA HOBRD TEXHONOMA 0BHapYREHHA YAIBW-
MOCTEHN B CHCTEMAX, BESABHAA HOBLIX MMH MOJePHAIMPOBaHHBIX NPOOYETOR, ONpefenAeMbl DOCTOM W PaIBHTH-
es opradvzauiy. MNMoatowy cTensls GeTanM3aunt M BsBO0LI OLEHKK PHCKE QNA PAIHLIK CHCTEM MOTYT CHNBHO
PAINM4ATECA B PAMKAX ODTAHM3ALIMK W ANA CXOOMEY CUCTEM B DAIHEIX OPraHAIaLWaX.

Tew He MeHes NOBan CUBHKE PUCKa J0MEHE J8BepWUaTech opMUpoBEaHMen Habopa pelomMeHIaurE No
OEECNEYeHAK HHPODMALWOHHOR BE30NACHICTH OUBHEHHOA CHCTEME. B Habope pekoMeHIaLWE PHCKH, CRAIaH-
HEIE C CHCTEMOW, PACCMATPHMBAKTCA KaK peanyaceantee. B 06A3aHH0CTE yNpaBNAKLWMYE QEnamMy BXO0UT NPHUHA-
THE ITHX pUcKoe. Bo MHOTHX CRyYanx OONYCKAETCR NPUMEHATE BONONHMTENEHEIE MEPE YTIDSANEHNA [MNH OHM
MA0MYT BT NPUMEHEHE! HA ATENE NPOEXTUPOBAHWA NN DaapaboTiM) ANA CHXHKEHKA DHCKoa 00 Bonee npHamnemo-
ro ypoaHA. NpHHATHE DUCKOE A0MKHO PEMYIHPOBATECA NDEKTHYECKMMK NpUeMani obaecneverwun DeaonacHocTH
OQraHN3ALANA. [T PACCMOTREHWW MCHMIOHEHHA M3 NONMTHEN YyNDARNAICLIWA N8namMiy 00MHeH paboTaTs Hal rapaH-
THROBAHWEM COOTBETCTEWA NONUTIKE B BY0YLLEM HNK NDWHATHENM JONMOBREMEHHOR MCKMIOYHTENEHONR CHTYaL MWW
EAK OCTATOYHOND PHCES BMECTE C rPYyNNoM N oBecneYyeHmie MHpopMauuoHHoN Be30nacHoCTH.

9 Boibop W BHeApPeHUWE 3AWMNTHLIX Mep

9.1 CHMMHOHWE PHCKa

Mioban cucTema obNagaseT YARIBMMOCTAMM, NOCPeOcTEOM KOTODEIX HADYLWATENM MOryT YyTPOKATE OPTraHmnag-
LM (PUHARCOBEMK YORITHAMK, NA0SHHEM NPOAYETHEHOCTH UNK YTRaTol npacTiia. MuHiMHaaunwn v ocnabneswe
ATHX PUCKOR ABNASTCA 061eH 0BAIAHHOCTEN YNPARNAKLLMY AENSMA W MPYNINE NO 06aCHEYeHio MHDOpMaLKMoH-
Ho# BeaonacHocTy, paboTamwMx BMECTE C APYTIMM IRYNNEMA 8 GHHSHCOBOM YHPEMTeHUN. CyLLBCTaYET MHOMD
ACMEKTOR MEHEAKMEHTS DHCEA, W HAWEONes IHAYMMEE YHE 0BCYHOANKCE, HANPHMED, NDHBEDHEHHOCTE BRICILE-
o PYRKOBOOCTES K ODECneYEHu MHDOPMaLUMOHHON BE30nNacHoOCT A, OTEETCTREHHICTE DYKOBOOWUTENR ciyiibs obec-
NEYeHnA MHDOpMaUMoHHoH BeIonNacHocTH, OTEEYSKWEND 33 BHeJpaHME W yNDEaneHde nporpammoi obecnaye-
HMA BEA0NACHOCTH, W B LUEN0oM 33 NporpasMy ofecneyeHna BeasnacHoOCTH.
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SHAYMM IS NPOLBCCR M TEXHOMNOMW, 00RMHO WCRONLIVEMBIE WK YUYW TLIBIEMEE ANA 0Cnabneqdua pucka,
npyueadeds B9 2—9.7. laHHBe NPOUSCChl M TEXHONOMMA MONYT MCNONBEICBATLEA BO BpEMA Npouecca papabor-
KM, MOCNE OUESHKH CNHLWESM Bl COROND PUCHS WNH MOeHTUOMKALMA HOBOR YAIBMMOCTH. ¥NpapnaowWe Jenan
LOMEHE MOMHEATE O NPEHMYLLECTEAX O0SYMEHTHDOBAHHA BCTPAMBAEMON CHCTEME BEI0NacHOCTH BMECTO NOMk-
TOK NMPOW3ABONEHOM MCAPARMNEHMA WMEKDLWMXCA HADYILEHWA Ge30Na3CHOCTH CHCTEME.

MEnoneanBaHHe JaHHBE TEXHONOMNR MOXKaT 0GeSCneYiTe HENOCHEOCTREHHOE YNDABMSHKE DACKIMIA, KOTO-
poe opraHnaalwna bepeT va cebn. OpraHnaauma J0MHa OLUBHNTE, KaK 3JanNasMpoBaHHEE 1 CYLLECT BYIOLINE MED
YIMPARNEHWA CHIGKADT PRCKK, MOBHTHRDMUMPOBAHHLIE MPK HANWIE DWCKE, ONPEOe|Te QonoNHHTENEHEIE MEDk
AALLIATEI, KOTOPEE MMBIOTCA UMK MOTYT BeiTe paspaboTakel, CNDOeKTUPOBATE APMUTEXTYDY WHDODMaLWOHHOR Baao-
MACHOCTA M ONPEO2NMTE OMPAHMYEHNA PAINMYHBIX THNCE. 3aTam HEoBXONMIMD BRIGDETE A0EKEATHEIE 1 0BOCHOSaM-
Hi1E BEDE] YDABETEHWA AR CHUHEHWA OUSHEHHEIX DHCHOE 00 NDHEMNEMOro YPOEHA OCTaTo4HOM prcka. Jdonon-
HUTENBHES NOAPOGHOCTH, KACAWWWMEecH BelGopa Mep ynpasnesud, ow. & [2], [5], [20], [21].

5.2 MogHTAMEALMA W aHANKI OrpaHWuYe HWA

Ha srifop Map ynpasneH9MA MoryT OHa3aTe BIHAHWE MHOMWE OMPaHHYeHNA. 3TW ONpaHUYEHHA CNaayaT npk-
HIAMEETE B DECYET MDA COCTARMNEHWA PEKOMEHTALIAA W B0 BRpEMA BHaADeHHA. OrpaHisdeaHiA M coobpameHHa npHee-
Aeusl 8 Tabnuuye 1.

Taonwuya 1 — XapasTepucTiiy ofpaHnYeHuR M conBpamari

O pamsyannn Mpsid e arHda

BpamaHHLa Mepe: ynpasneHuA gomiHel DeiTh BHEODEHE! 38 NEPHOD BREMEHI, NPHEMITE LA
OMA pYEORGOGOCTEE, B TEYEHME CPpoHa Cnyshis CHoTamMBl M QOMEHEl 0CTABATLCA ahder-
THEHBIMK, HBCKOMNLAD DYHOBOGCTEO CHUTAET HeoBxagumes

PrHaHCOBRIE BHeOpeHis MED yIDSENEHRA HE SON#EHD ObiTe JODOKE, HEM LEHHOCTE AKTHE0E,
HOTOREIE OHK NPEJHEIHSYEHE JAWMWETE

TEXHHHECHNE Mepe yNPEENaHAA S0N#EHE BhiTe TEXHW-SECHM OCYLBCTEMMEIMK 1 COBMBECTHMEI-
M C CHMCTEMOR

COUNONOriMEGHnE Mepel ypaenasHda MoryT Beite cheukdwHackupd Q0A CTPaHL, OTRAGHK, OPraqm-
3AuUMH WNK Oaxe OTOBNa OPrasnzsague gna oDecneqyaHun QoSTYNHOCTH ONA NEpeo-
HENA

CBAIEHHES § ORI HEHLWER Bbpanapie Mapel yNpaeneH s GamiHel OeiTe nprecnocolneHs £ TeppaTopeam,

Cpenon EMHAMETWHESKMM W MPAPOGHER YEROBHAM ¥ DACHONACCHEHMED HACENEHHOM NyHETE
HopsmaThaedHea Mepel YNpaanaHWA Qon#HEl COOTEETCTEOEATE HOPMATHEHLIM NPEEOERM Tpabo-

BAHWAM, HENMMER, JEWWTE NEPCOHANLHEN JaHHEIX MO HE cnedsdik-Heis gna AT
HOEMAR M3 YIONOEHOMD ROQEXCE, NDEEWMNEM W3 AHCTPYELMA nO nowapHon beaonac-
HOGTH, TOYAOBOID KDOS%ca W T. O,

9.3 Norvyeckdid KOHTPONE AOCTYNA

5.3.1 O6wme nonoMeHWA

Noruyeckdi KOHTPONL SOCTYNE OTHOCHTCA K TEXHWYECKHM METOOA8 W MEDaAM YyTIDARNSHKER, MCNOMNEIYEMBIR
B CHCTEMaX M NDHNOHEHUAK 0N OrPaHHYeHMA 0CTyNa K mHdopsagii B COOTBETCTEMH C NPaKTHYECHAMK NpHEMa-
Mk OpradAsaunyg. B oCHOBHOM NONB30BATENAM SOIMKEH NPEA0CTARNATECA MUHHMANBHLIA 4OCTYN, HE0BNOOrMBIR
ANA BENOAHEHHA 1 pabouws QiyHELMA, HO Y4aCTo OrpaHASEHHOCTE CHETEMB, EOHCTDYETHEHEIE MK QpYyIMe orpa-
HU4EHHA MOMYT NPABOAMTE K TOMY, 4T0 NOMNLI0BATENK WMEI0T A0N0NHUTENLHEIA GOCTYN. Tem He MeHee NoNL3I0aa-
Temo HeoBxoaWsMa pericTpauwa AoCTyNa K CUCTeME, TO 8CTh (PMKCALMA TOMD, KOMY NPEOOCTABNABTCA NPaBo
A0CTYNA, HAaKKWE COTPYOHHMKM WMEI0T QOCTYN, KOrAa oM ocylecTBNANcA. Haubonee samHon hyHELIWE A ABNABTCH
HEOGXOOWRMOCTE CODNKOSHNA ONPEOENEHHER OFDEHWYEHKA 00CTyNa. Mapsl yNpasneHda GNA OCYLWacTRNEHHA
EKTHBHOND KOHTPONA QOCTYNE NPWBESEHE HAHE.

9.3.2 MoeHTidHEaUMA NoNLIOBATENA

¥ MHOMAX NoNbInBaTEnel A0MmeHa BT NPWYHHA ONA NONYYEHWA A0CTYNE K MBhopManyy W nHGOopMaLIMoH-
Hisll CHCTEMAM DMHAHCOROND yYpexaeHA. TAaKWMKA NoNLI0EATENAMA ABMAINTCA CNYHMALWE, KNHSHTE, CHCTEM-
HEBIE 0MAHHCTRATODE M yNDaaAnwke. B GoNblWHHCTES CNYYaeE HEODX0OMMO C HEKOTOPOR CTEMNEHEK ONpeae-
NEHHOCTH 2HATE, KAK3A KATENOPHA NON:30BATENEA NETISTCA NONYYTE J0CTYN K ONpeaeeHHOMY NPNIOHEHND.
Criaib 4aCcTo HEOGXOAMMO 3HATE HE TOMLKO KATEFOPAK, HO TA0KE NMSHOCTE TOMD, KTO NbiTABTCA NOMY4WT B GOCTYN.
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TpaoHuHoHHD KE#O3A MHPOpMaUMOHHAR CUCTEME MMaaT CoOBCTEEHHLIA NPOUECE MOSHTMPMEALWH NONL30Ba-
TanA. Ma-3a GLICTPOrD pacluMpeHitA CUCTamM NoABMNACE HB0BX0AMMOCTE B NPOLBCCE MABHTWDWKaL W, oDLLLIEM Ona
BCEX W Y OOBNETEODAKLIAM MHOMWE CHCTEME. MOomET Tamke NoTpetoRaTRCA ONA YCIYT NO MOeHTUHKaLMK NpK-
BIEYEHNE BHELLHKY DECypCoB. NMpHBEIeHHEIE HIDKE DEKOMEHIE NN JOMKHE EFAMEBHATECR HE33BACHAMO OT TOMD,
ETO NPpeOocTARMAST YCITYTA M0 MOSHTHDNKI LA,

Ona obacneyeHna SoneLal YEEPEHHOCTIA B TONOBCTREE NUYHOCTH NONBI0BATENA OPradHWIaALMA OOMHHa
COINABATE W OCYLLBCTANATE NOMMTHIY, TPEEYIOWLYI0 NOOTREpMOBHWA NHYHOCT NONBI0BATENA Nepa)] Bel0aqe
HoeHTHDMEaTOpa nonsaoeaTend. Lenecoofpaidan GuaHec-npakTvea TpeSyveT HHTErpHposaHus TpabopasMi «aHai
CBOETO KNMEHTE% K £IHAN CROMX CITYHAWWK D B MEDONDHATAA N0 Bel0aYe OeHTHMEATOopa NoNkaosaTena. bones
TOFO, OPradKIaLUMA JOMKHa BeINONHATE NPOUeYD Bbl0aqd MOEHTHOWKATOPRA M KOHTPONWPOBATE MX ANA MAPAHTHH
TOMD, YT KA ALA HISHTHIMESTOD HOBOID NOMNBISEATENA ABEMNANCA YHHEAMBHBIR M MOMET BbiTe OTCNEMEH 00 WOEH=
THEHUADOBAHHOMD COTPYAHKES W COTRYAHWES, Bel0aslwend MaeHTHgukaTop.

9.3.3 CaHKUHOHHPOBaAHKE

CaHsuMoHHMposarHie ABNAETCA DERCTEMEM NO NDEOOCTARNEHMID NONEI0BATENKD BOAMOMHOCTH BRINoNHEHAR
KOHEDET HisX JERCTEMN B CHCTEME Ha OCHOBE aYyTERTMPHUKILAN 8ro NAYHOCTH. DprasuIayua NoMsHa onpagenie
npasa [oCTYNa KaO00ro NoNs30eaTand. bas cneyransHoNR CaHKLIMK HW OOHOMY NONL30BATEND HE Pa3paLaaTca
OOCTYN K KESKCA-NHE0 MHDODMaLMK MM NEHNCHEEHMID.

CYWEBCTEYET HECKON BED NDMHLWMNOE COXPAHEHWA 3ANHCEA CReOCcTE KOHTPONA AOCTYNA, COHOBAHHEIX Ha pO=
THAX (BOMMHOCTRR ). OgHAM K3 TRATHLHOHHEX NPKALWAOE SENSSTCA NOQOS0HES LEHTDANKIoEAHHOND CIMCES NpK-
BANENANA ONA KaMEono noneEIoeaTena. AOMWHUCTPaToRE SE3I0NacHoCTH HHDOPMALMOHHEIX CHCTaM, 08bIMHAD pabo-
TaHALME MO ABSAHEIM ESHTDONSM, STCNEHMBIINT M COXPEHAIOT TaKWE 3aMNKcH. MNporpamHes CoencTES S8 W TR
OatHEX AOMH#HEl CONOCTARMATE MOEH TMRWKATOR NONBIOBATANA C FANKCAMIA M PAIPELLIATE NONBI0BATETAM A0CTYN
E MHODBMALMK KTA NRANOKEHWAM B COOTBETCTRMK C 3aMACAMM.

OpyTol NpUHLKN NpegHaaHaYeH 4nA pacnpegeneHHonD CoXpaHaHas JanHcen C NUCTHHTOM YNpaRneHHa
OOCTYMOM NG KAX00M CHCTEME MMM OTORMEHEIR JOCTYNONM ONA DAIMMUHEDN BAO0E NDWNOREHKEA (HANpUMep « ToH=
KW KNHEHT, cTONCTEAD KNWEHT, CETh, MHOTDIBEHHDE NPUNOHeHWE, Beb-CepBeCE M T. O0.).

9.3.4 AyTeHTHOHEALMA NONLIOBATANEH

9.3.4.1 Mexasmanbl ayTeHTHOHEALIMM

AYTEHTHOUKELMA NONLI0BATANSHA OTHOCKTCA K NPOUECCY (HanprMep, NpoUeaypHOMY, DHIHYEcKoMY 1K
BLMNHAS MOMY C NOMOLLED ANNEpaTHRNPONEEMMHEL COEACTE), NOCEE0CTEOM KOTODOND WOEHTHWKATOD NoNBEI0-
BATENA NpO8aPRAETCA CHETEMOMH. MoONEIOBITENH MOrYT NEHHALNEHKATE K OPrAHA3ISEWAA MMM BHEWHWM OpraduagUmM-
A, W HECNOCoBHOCTE ayTEHTUEDMUNPOBATE NHHHOCTE NONBICEATENA CHIGKIET BOIMOMWHOCTE QAHHOA OprasHIaL w9
0GeCNaYnTe NOQOTYETHOCTE OBACTENA OTQANEHOMD NMUAE W MOXKET QONYCTUTE HECAHKLHOHKPOBAHHKIA AOCTYN K
OAHHEIM M EOMTEOTEDHEM DBCyYDCan.

CYWBcTEYET HECHOMEKD TUNOB MEXIHHAMOB ayTeHTHDHUEaUMK. Mx DeACTEME OCHOBRIBAEBTCH HA OOHON MW
HECKONLKAK CNEAYIOWMK XaparkTepnCTMax:

= qTO=TO, 4TO NONB3I0BATENS AHAET (HANDHMED NAPOonK];

= HEYTO, MIBECTHOE NONEIOAATEN (HANPUMED CMADT-KApTa);

= KAKAE=-NMWO0 WIMYECKNE X3DaKTERDUCTHEA NONbI0BATANA (HANDUMED OTINEYATHH NAN6UER WK apyrse Biruo-
BT DHYECENE DaHHBE ). KoMEMHaUMA pasHooBpaiHbly MEXSHMIMOB ayTEHTHHEALMK MOEeT 0BecneduTe Donee
BRICOKIA YPOBEHE Ay TEHTHMEALINA.

89.3.4.2 Undpposee cepTidgmKaTsl

UnchpoBbie CepTHEMEaTR MOMYT HCNoMNEICEATECH ANA NOONACEHAA WM WWhpoaaHKA MEdopMauqy ¥ obec-
MEMEHAR 3YTEHTHMEILME RONBEIoBATENA, K03 NPOrpaMue UM YCTROACTES. Lkdhpoasie nognucH, CCHOBAHHEE
Ha CEPTHEMKATAX, MOTYT MCNONEI0BATLCA JNA SYTEHTHOWKALMHA MCTOUHAKE WHCDODME LW, LENOCTHOCTH OaHHEX W
YCMyT No obacnedeqitid CBORCTEA HEOTKAZYEMOCTH. OCHOBAHHbLIB HA CEPTUQMKATAN YCMYTH N0 IALWTE GaHHBLIX
BOMYT BbiTe NPeJocTABNEHE! C NOMOWED WrwdposaHrA. Mepel yNpasneHdts ¥ CHHTAECHE, HeoBXoOuMslR ana
YNpaeRneHiA cepTiipuearams X 509 B cchape dmHancoBsX yomyr, onpeganasds B [3]. Mogpobuan ukdopmauma ob
YIPARNEHAK HHDODMaLWeER O NonWTHKEe BeInNaACHOCTH CERTHWPHKATOR B OPTaHWIALMA M HEoOX0OMMEIX ANSMEHTIX
OpsyNHPOBOE NPEKTHKA, CEAZAMHOH C cepTuduEaTamy, npegocTaenaHa s MCO 21185 [22].

9.3.4.3 MNaponu

B HacTOALWEE BpemA HaWDoNes pacnpocTpaHeHHEIM METOS0M 3y TeHTHEHEAUMKM ABNAKTCA napony. Mapone
npeocTaenaAeT cobol CTPOKY CHMBONOE, COCTARMEHHYID W3 NOBOA KoMBKHHaUNK BYEB, UMD M CNEUMaNBHLIX CHk=
BONOE KNABWATYPER. 3HAHKE NAD0ONA, ACCOUMMPYIOWErDoA C NONEIDEATENEM, ARMNASTCA NOATEE DHIEHBEM CakHE-
LMOHMDOBAHMA MCNONE3I0EAHMA BOIMONHOCTEN, CEAIAHHEIX © ITHM NOMLA0BATENEM [HANDHUMED OOCTYN K oNpege-
DEHHEI NPOFPaMMaNM, BOIBMOEHOCTAM M ainam CUCTEME ).
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Maponi MoryT ObiTe JUHSMAHECKMMA (HANDUMED, NEHEDMDYEMBIE M UIMEHASMEN ABTOMATHYECKH W, 4aCTo,
MPOrPaMMHEIME CRPEOCTEAMIA )} NHBO CTATHYSCHHMIA {HANPHUMED, PEOKD MAMEHAS MBS MO YCMOTDEHWK NOMbIOBSTS-
nA). PEKoMeHgaLmyi no hopMHPOEAHIAKD M KOHTPOMKD 38 MCNONEI0BIHKENM NaPONEH MOHO HARTH BO MHOMX Ny6-
NHUEAUMAX M B CBTH. Hanpusep «Pakomeraadme no ynpasnesyse naponasmn Muswctepctea ofopossl SIS o1 12
anpana 1985 r (C3C-5TD=002-55) [23] npeaocTapnAKT TEXHHSECKYIO TRaKTOBKY MEHEDALMM, KOHTEOMA W MCTOMs-
A0BAHMA Naponed B opramumaayuy. OBcywaexrwe Ha cadte hitpdfcomputing. fnal govisacurity/UserGuidas
password_him [24] npenoctaanaet Gones oBwyio TREKTOBEY TEMEl 08 UCNONBEIOBAHWUK MAPONEA W BENDYAET B
Ce0R QUCKYECHIO O COCTABE W ONUHE, MIMEHEHWKA, XPAHEHKI NADONSn ¥ WX COBMECTHOM WENONLI0BAHNK.

9.3.4 4 BUomMeTpHA

BUOMETPHA ABNABTCA METOOOM WIEHTWEMKELMK MOOEH N HEKOTODEIM (DMIMHECKMM XapaKkTEpUCTHEAM, KO-
TOPEE MOTYT DT HAMEDEHE! M C BECOKOH CTENEHE0 BELCATHOCTH ARNANTCR YHHKANEHBLBKW OMA Yenoaeka. OTne-
HATHA NANLLEE ARNAKTCA HAWEONGE KIBECTHEIMK BUOMETPUYECKMMK JaHHBIMK. CYLBCTRYIOT IMNEKTPOHHBIE YCT=
POACTEA, CNOCOBHLIE CYMTRBATE OTNEYATOK NANBLE M CPARHMBATE 870 C OTIEYATEOM, VHE XDAHALMMER B CHCTE-
. [ipyTie Uanuackwe KapaKTepUCTIRN, KOTODEE MOMYT BbiTe MCNONBEI0BAHE B GHOMETRWYECHOR CACTEME WBH-
TrdhEauHM, BKMIo4anT 8 ceba yaop CeTaTen rMaaa, MNeomMeTpH NagoHd, YapTel NWUE M ronoc.

Cnocofsl 0CYLLBCTENEHWA MEHEEMMeHTA BuomeTpHYeckol mHdopsMauxu B chepe PHHAHCOBBE YCITYT B
EAYECTEE HACTA NPOrpasiMil MEHETHMEHTA MHDOPMALMOHHDR BEI0NaACHOCTH OPraHMaaLdk NpegcTaenaHe B Mco
189092 [25]. HacToAwwWA CTAHOapT YCTAHAEMMBAET LIAMNK KOHTPOMNA, MaDsl yIDEaanaHMa 1 noapobesie TpebosaHKua K
HYPHAMNY PETWCTRALAN COBLITHRA yNPAaneHitA BHOMETDWYECHDH WHIDODMALMEA ¥ PEIYNETATOR KOHTDONA.

9.4 KypHan aygWuTa

Hiypuan ayouta npegctasnaet cobol xypHan, Coagapaenbii CHCTEMOR JAaNHCH OCYLLBCTEMEHHON JeR-
TEMLHOCTIA, HCNONMLIYEMBIE ODrad|IaLMEn KAk CDRACTED BOCCTaHORNEHWA CODRITHR M BEOSHMA NOQOTYETHOCTH.
MudhopMau e, conepHallaAch B ¥ypHane ayaura, Heofxoauma QNA paspelsasHina npoGness MK cnopos, a Take
ANA NpegocTagane WA CEBMOETENLCTE O COOTEETCTEMK TREGOBEAHKAM MHIDOpMALMOHHGE BeaonacHoCcTH. WypHan
ayouTa cnocobBCTEYET OrpaqHYeHio HECAHELMOHMDOBAHHON JeATensH0CTH, M 0BeCcneyHBasT pasHes obHapyke-
HIAE NOROEHGHE QEATENLHOCTA. BOS CHCTEME! 3AMKCH OONMHE 0GSCIEUMBA TE ONEE SeneH YD CTEMNeHE OeTanuWia-
LMK MyDHANE ayadTa B COOTBETCTEMH C NONWTHEDR opradkaansd. Bonee Toro, ypoaeHe J8TANMIAWKWA J0IHeH
Bl Te KAK MOMHO GONEE BRICOKMM M COMAacOBLIBATECA C NPAKTUHECHMMK NOTPeBHOCTAMK ¥ NONWTUEDA OpraHyaa-
L. [0 BOIMCEHOCTH, DEMCTRALMA B XyDHANE ay0WTa A0MmeHa 0Becneqdraars NpeaynpesaeHns OTBETCTEEHHD=
O AALE B PEXKME DEANEHOND BPSMEHN O BAHEIX O0DBITHAK, CEAIAHHLIX C BE30nacHoCTRIO.

CHcTeMa ayauTa oonsHa coobiwars o mobol nogoapuTansHoN JeATENLHOCTH COO0SACTBHA ONPaHHY e Mo 4
OEHADYHEHHI0 HBCAHKLIMOHHPOBAHHON ABATANEHOCTH M CNOCOBCTRORATE UK BLICTPOMY pacCnanoBRaHMI. AHANWI
MHDODMaLMH KYDHANE aYAUTa SOMHEH NPOBOONTECA PEryNADHT {0BkIMHO @HEIHERHD) PYKOBOOCTROM, W BCE HC-
KAFOHATENBHBIE M HEODBHHEIE CHTYaLUWA, CEBAIaHHEIE ¢ BeI0NaCHOCTEI, AONKHE PACCNEA0BETECA M OqOPMITA Te-
CH B BMOE OTHETA.

MidopMaUma MypHAana ayguTa JoMHHA XpaHuTECA B TEYEHWE NepHona BpEMEHH, COOTEBETCTRVIOLIEMD Tpa=
Boaauuam Buaseca. MupopMaura A0EHa OpiTh 33WMILEHS OT CNYYSAHOND WA NPEIHaMeReHHOrD YOANeHHa,
MOIHDAEALMM MNH DaANBCHEMEILMN.

9.5 KoHTpOnk 33 BHECEHHEM HIMEHEHHA

AN 3aWHTe LENCCTHOCTH cpeacTe oGpafoTiu uHdopsalK oprasMaaumy HeoSxoaumo BHeaDATE NPoUedy-
pisl KOHTROMA 33 BHECEHMEM HAMEHEHWA. OTCYTCTEWE TAKOMD KOHTPONS MOMET NPHBECTH K DWHAHCOBLIM YOLITEAM
WM NENRHWED POOYVETHEHOCTH M3-33 HENPABMNEHEX TEXHONOTHYECKMK NPOUSCCOR MNH HEBRNONHEHHOM OBCny-
WHBaHUA. [INA MaMeHeHHi annapaTtHbiX CPeACTE, HIMEHEHWA CREOCTa NPorpaMMHPOEaHWMA, BEIHHAA NPANoKe-
HIARA 1 YTIDEBENSHHE NATYIMA ONA ONSRELMOHHEX CHCTEM, 8 TAIGKE HAMEHEHWA HEaBTOMATHIWPOBAHHLIX NPOUSOYE,
O0MEHE CYLLECT BOBATE NPOUEOYPhl KOHTDONA TAKKE H3seHeHA, [pouegyDbl KOHTPONA MOCNE BHECEHHA HIMEHE-
HIA QOM#HE TAKKS BXM0YaTE B CB0A yNDAANEHWE TAKKUMK MIMEHEHNAMK B YPE3RBHARHEIX CHTYALMAK.

YNpaenswKe Genand 0onHe 0B8CneYHBaTE HAONEMAWWE NPOLECCE KOHTDONA 38 BHECEHNEM HAMEHE-
HWA B CUCTEMBI, HAXOOALWWEDA NoO WX yNpaanesdan. [pynna ofecnadadna wHpopMaynoHHoR Be3onacHocTH
OOMEHA Db FOTORS K OKITAHWID NOMOLLA B YNEEANEHWW CEAIAHHEIX C BRI0NACHOC TR MIMEHEHMAMK 14 NaMEHE-
HIAARE CHCTEM BE30NacHOCTIA, 33 YNPSANEHWE EOTODEIMK HENGCHaacT BEHHD OTBSUIET MPYNNG MHBODMaLMOHHDRA
BE3I0NICHOCTA.

9.6 OceagoMneHHOCTL 06 MHDOPMAUMOHHOW Ge3oNacHOCTH

YacTeio Nporpamiisl obacnedveHd WHRODMaLHOHHOR BEIONacHOCTH A0MHHA BeThe NDOTPAMIAE N0 NOBLILLE=
HIED OCEEOOMMEHHOCTH O BRI0NaCHOCTH C UeNes O0YyYeHKA CIYKALWKE OPraHMaa0nMK BMapan 33WNThl UeHHOR
vHGopMaumui. MporpaMma NpegHaIHaYeHa Ok336IEATE MOANTHEHOE BRWAHME HA OTHOLWEHKE COTPYOHWEDS K HH-
dOpAUMOHHOR Be30nacHOCTH. NoBLILEHHE OCESR0MMNEHHICTH COTPYOHWEDE O BRI0NacHDCTH OOMEHD OOy LLLE-
CTENATECA NOCTOAHHD.
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MporpamMMa NOBLILEHMA OCREIMANEHHOCT O GE30NacHOCTIA AONHHA NP gy CMaTPUEATE O3HAKSMATENEHER
EVEC ONA HOBRX COTDYOHWUKGE W COTHY.OHMEDE OPVIOA OPraHMaalni. B cnyuas BEenaHMA HOBGLX MPANOHE HWH M
BHECEHHA IHAYHMTENLHBIX HIMEHEHWA B CYLLECTRYIOLWWE NDANOHEHHA B JaHHY IO NporpasMy wenecoobpaado npo-
BOOKTE OByUeHeE COTRYOHMEDR. JadsoiR Nporpamsioi TI0HE OorHs Bl Th NpEOyCMOTBEHD NOCTORMHOE KIyYaE-
HHWe NpoGnes GeannacHoOCTH, NOARNFIOWMXCA B NDECce.

[nA paanu4Hb yYPOBHEN YTIDABMSHWA W KAADOROA CTRYHTYDE XapakTepHel pasHee npofinams GeaonackHoc-
TH. [Npwt cBpalEHnK K Kakaomy YPoBHKD HeotNoOMMO YHUTRIBATE WX KOHKPETHEIE Npobnemed. MNpobnemel gonHHe
GhiTe B TAKOH opMe NPeACTABNEHE], 4TOSE pAGOTHHEM BCEX YDOBHER W C DAINHMYHEIMKA HABLIKAMKA CMOTTH MX
MNOHATE. YNPAANADLULME BENAMKA JOANHE bl Te CCREO0MNEHRE O BHELLHIE BOIGENCTEMAX, PUCKAX M NOTEHUHane
NOTERE, 3 TACKE HOPMATWEHBD TPEBOREAHWAN K WHDODMaLMOHHOR GE30naCHOCTH M TReGoRaHMAY ayouTa. Yonoane
M0 OCEEA0MMSHHOCT M ADMIHD COGNMOaTECA Kak B YCNoBHAK BUIHec-GeaTaNbHOCTH, TAK M 8 cleps OTRETCTREHHOD-
CTH YMNPaENAKWEND Denamum.

9.7 Yanopevyeckuid daktop

CoTpyOHH NpencTaenAsoT cobBoi 0gWH M3 HAWBONEE BARMHEX AKTHESE PHHARCOROND YYpesIeHA. JauHTa-
PECOBAHHOCTE M B3AMMOOSMCTRME COTRYIHMKOR OUEHE BEAMHE 0MA YoNawHoi pEaAnMIaynK nporpamse obecne-
YEBHUA MHDOPMALWOHHOH BasonackocT. BrarogapR BOAPOCLUeH OCEEA0MMNBHHOCTIA 0 BeI0NACHOCTIA COTRYIHWMKK
CTanyT BoONEs BHAMATENEHE] M CMOTYT JaMeYaTe OTENOHEMAA OT BLINONHEHWA HOEM MHEOpMaALKOHHOR Ge3onacHo-
CTH B TEXHONOMAYECKMY NDCUBCCaN MM ONEDaLKoHHLX NPOUeYDax OpraqrIaunss, KOTODEIE MONYT YE33LIBATE Ha
BOIHMKHOBEHWE NpoGnemisl DE30NacHoCTIA.

C gpyrof CTOpOHE, COTRYOHUEN MOMYT CORBDWATE HUMGKM, HENPaBANEHD WCNONEIOBATE TEXHOMNOMNAKD, CO=
BEPLIATE NPECTYTHLIS ERCTEWA, YTO COANAST HEODXOOHMOCTE B NEperoBopaN PYKOROOWMTENA Crywbe obacnaqe-
HHA MHopMaLMoHHoR BE30NAcCHOCTH CO BCBMK OTOENAMK OPraHMIaLIMK NPW paspaboThe nporpamme: cbecnaye-
HMA MHDOpMaLWoHHO R BE30NACHOCTH W NOBLILIEHWA OCBE00MABHHOCTH COTRYOHWECR. [pyTHE OTOeN: MOryT BHO-
CHTE CEOM BEKNAN B BUOE NPEACTARNSHAA MHEHWA O COTDY DHEKAX OpraHHIALMK C LETs0 MAHHUMA33UNA BEDOATHD=
CTI OLWWBoK U NPaoTEpaEHMA EDHUMAHANEHON JeATEMRHOCTH,

HexoTopRIE AOMEHOCTI B OPraqHA3aumMii MoryT BalTe DErNaMeH THROBIHE K3K « JOBSDEHHEIS: | TAK KaK 3TH
JOMCEHOCTH J3KT NPEE0 PAIPELLaTE MMM 3anNpalMBeaTs A0CTYN K KoHEHOeHUMANEHON KAaposol MnM huHascosod
HHEOpMaLan. Jpyrykd Q0BEpeHHY D A0MEHOCT b MOMET JAHUMATE COTPYOHME, MMEI0LIWA LIKPOKKME NONHOMOHWA
MW BOIMOHHGCTH, CRRIAHHLIE C KOMMBKTEDEMM MNW akTHBaMK VT opradnaauyu. CoTpyaHue, BeiBupaemsi wa
@ QOBEMEHHEBEY AOMHHOCTH, OMMEH OTNHYATECA BRICOKONR YBCTHOCTEIO U NDOX0AMTE NpoBapiy Buorpadiam. Cot-
EYAHMEM, SSHAMAIOLWWE JOBSDeHHEE QOMTHHOCTIA, JONMHEl BRITE OCBEOOMIEHE O HEOBXO D MMOCTIA ONDaHWUE HKR
OSCYROEHWA C CBMBEN M IHAKOMEBMH KOHPHEEHUMANBHELY NOSPoBHOCTER O BHakece. KoHKYDEHTe NO BHaHecy
BAOTYT MBITATECR MPUBETHYTE K COUNOTEXHMEES WNE NOACTPEKATeNECTRY YeNOBEEa K DACKDH THI0 MHDOopMaUWE He-
CAHNLMOHUPOESHHE MMUAM, 3 THOHE KCNOMEI0BATE NOMHEIR MKTEPEC YENoBEeKa K paboTe, TeXHWHECHWE JNCHYC-
CHH M NECTE, YTohe NOBYONTE CIYESWEND HEYaAHHD DACEDETE KOHPHOEHLMANEHYID HHDODMaLMED.

10 Mepbl 3aWMTLI CMCTEM MHOPMALUWOHHLIX TEXHOMOMMH

10.1 3awmra cHeTem HHPOPMALMOHHEBIX TEXHOMNOIMA

CyLECTEYET MHOM cnocofos ofecnedeHna 3awmTel cucTes MT. Mepesl aawmms cucTen AT soryT sxno-
YaTk B Ce0R NOMHMTHEY OprasyaayuE. OOHaED, yYUTREAA BONPOCkl DACCMATPHMBAEMOrD paifena, Mepkl yrnpagna-
HMA W 33T cheTam MT ByoyT NpegcTasneHsl HACTPORKaMM CHCTaME! W BHELLIHIMIA MEPARMI NPOTHEBOOSACTEHA
{HAMPHMED LWWDPOBAHWE ), KOTOPEE MOMYT WCNONLI0BATECA ANA OGECNEYEHHA Ay TEHTHENKAL WA, CaHKLMOHMPORE-
HHA, KOHDWOEHUHANBHOCTI, WBNOCTHOCTH, DOCTYNHOCTHA M ApYTHX YyonyT BesonackocTH. NpHsseHABMEN B H3CToR-
LS BPEMA MEDE! NPOTHBOOSHRCTBA W ynpasnesus ByayT Tanke obcywaeHs M B Byoywem.

B oononyesss K NepeoHaYansHoMy PAIMeLEHsio MED yNIPABNEHNA W NDOTHEOASACT BHA BHELLHWM BO30ER=
CTEWAM ODraHnuIaLmMA GONKHA NPEONDMHATE Wark ona obecnadaHia Mx QonrocpoUHoro yHILWOHMPORAHMA
nognepsed. MHade ¢ Te4eHHEM BPEMEHA, KOTOA TyIVT HIBSCTHLI HOBLIE YAIBHMOCTH, 8 YCTAHOBMNEHHLIE NaTHH —
NPOMIHCOPHPOBaKE!, BEI0NacHOCTE CUCTEME! YXYIWKTCA. JdupekTHEHD JEACTEYIOWAA NporpammMa 0Becnedye s
GEIONACHOCTH QOMKHA BENIOYATE B CEGA NpOUECcchl M NPoUSaypel NoAOepH, obecneqYrBalowMe Hanuyue Heob-
HOOMMEBE MED YNDARMNSHHA K 33WHTE A WX NOCTORARHOE OGHOBNEHAE.

10.2 3aWMTHEIE MEPLI ANNAPATHEIX CHETEM

SJAKTa SNNAPaTHBR CUCTeM B cpane T AenAeToh peluaniled npeanocs N ONa NoaLe pEEHRe UenocT=
HOCTA MHGOPMALMOHHBIX SKTHEOE, HEKOTOPRIE WA HaWDones BaMHLIX MED YNDARNEHWA I3WMTH KPMTHYECENK
pECYRCOB NPUBEOEHL! B NpMNokeHny D, HacToAwwi CTaH0apT He COOepWHT MONBITEWY BEMOYMTE B HEMO CRWCOK
BCeX pecypood WMT, KOTopwmIe MOMET MCNONLI0BATE OpTaHKIAUWMA, 4 CHODEE COOBDHMWT KpaThoe 0BCYHOEHHE
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KAMA0M0 N3 HECKONBLIKWY MARHEX THNOR PACYPCOB, 3 TAKHE HEHOTOPEIE MEPE YNPDABMEHWUA, HOTODEIE MOTYT HMC-
NONE30BATECA ANA NPSOoTEQAWEHHA YTROA 3TUM PECYRCam (oM. npunosesme D paagen D.1). Kasooe oboysge-
HIE OOMHHO TROMCKOOWMTE MO O0HOW CXEME M DACCMATPURATE KMOUEBki8 BONPOCH, BRMIOYamiuMe B cabn wayqe-
HIAE CRedyHiLLME acnekToR:

- MoMEMy T3 WM MHAA CHCTaMa ABNASTCA BAMHON

= KAKWE 30HE BEIONACHICTH MOMYT BbiTe HAMGONEE BAMHBLIMIK,

= KAKHE MEPE yNPaBNeHna O0MEHEl bl Th DacCMOTREHE.

Oaxod va npofnem, KOTOPOW He YORNASTCA JOMEHON BHUMAHKWA M KOTODYID OpraHKM3aUWK MHOrMa BoobLe
WIHODMPYIOT, ARMBETCA NpoBnema NpoMIsnquTenad (NOCTAaBLWWKOR ) anNapaTHbX cHCTaM. DEsEMHD NPHHAMaBTCR
HE BEpY, 4TO NPOHIBOAMTENM {NOCTARLMIM ) 080Dy ROBAHNA OEACTEVIOT NO MODYUEHHI (DAHARCOBOID YYDEETEHHA
W JOCTATOMHO OCBE0OMNEHEl O WEMAX M NoNHTHEE BeaonacHocTH. OOHaKD BcTe BRPOATHOCTE, YTO annapaTHble
CPEACTEA, NOCTAANASMBIE NDOMIB0OKTENEM WK TORFOBEM NOCHEOHKKOM, MOMYT BblTe CROHGUMYDHDORAHE! Ha
NPENoCTARMNEHWE HECAHKLWOHWDOBAHKOID QOCTYNE K MHEODME AN MK CETEERIM CoBOMHEHHAM. MNporasonsHoe
npUoBpeTEHKE U CMY4aRHDE DACNPEdENeHWE aNNapaTHeIX CPSACTE 8 CBTH MOMYT COQRACTBOBATE JALMTE OT ATOMD
BWAA NDEIHAMBDEHHON MM HENPEOHAMESDEHHON YWDOdk! Be30nacHoCTA. [NA NRpKUMEHEHHA SNNADATHRIX CPAOCTE,
TpebyOLLMx BRICONDNA CTENeHY BE30NACHOCTH, BOIMONHO CNEayeT PACCMOTPETE MEPk YNPaBMNEHNA, YKDEn Rio-
LMe AOBEDHe MERTy OpraHnaayqel ¥ NOCTABLLWMKDM.

MpoBEOEHKE OLEHKM ANNaPaTHeX CPEACTE B COOTRETCTRMM ¢ FIPS 140-2" [26] cunTaeTch HeobxonumMeim,
B 0CODEHHOCTH B OTHOWEHAM KN TOrpadYecEly yoTpoRcTe. [N opyrix YCTRORCTE NPpH BeB0pe W MCNoNs3Ioaa-
HIAK NprBopa cnegyaT NoNaratsCcA Ha OUeHEK NO COOTBETCTEYIOLHM OBWENDHHATEIM KIHTEDHAM MITH CNEUHManian-
DOBIHHBIR MO 33T

10.3 BeaonacHOCTE CACTEM NpOrpaMMHOro obecneYeHnA

MoCKoNERY COBPEMEHHEE (DUHAHCOBEE YYPENOBHWA NONaramnToA HA 38ToMaTHIaUMD npu obpaboTie npasx-
THYECHH BCEX CHOMY BHIHEC-0NEpAUMA, B OCHOBY NPOrpamMiisl obecnadye i HHQODMaLWOHHOR BeA0NACHOCTH
OoM#EHD DRl Te NONOMEHD ODeCNeYeHne Ge30nacHOCTH COBOKYTHOCTA NOOTPaMM Ha HOCHTENAX JaHHBIX 0 NPo-
rpasMMHBIX AOKYMEHTOR, NPEAHAIHAYEHHLX A OTNAOKY, PYHELIMOHKMPOBAHKMA W NpoBepkd padoTocnocobHoCTk
ABTOMATHAMPOEIHHEIX CUCTEM [Qanase — nporpamMiios obecnedesme (MN0]]. ObacnedaHine BeaonNIcCHOCTH CACTEM
MO 2aTpyOHEHD BCNEICTEHE 80 CIOHHOCTH, MHOHECTES 8ro BIaMMO0eHCTBHA U pasHooBpatHey cnocobos Oo0c-
Ty K DEanNHHHEIM Nporpasman. Meomse nporpami, NogobHse MEXCETeBLIM IKPaHanM, Bab-CEpaEpam 1 Cepae-
paM NPHUNOHEHHA, NpEOHAIHAYEHE ANA paboTkl Ha MHOMHX aNNapaTHex NNaTgopsax. BeaonacHocTs cHeTem MO
Ha BLICOKOM YDOBHE DACCMATPUMBAETCA B NDUNOMEHAW A, paanaen A2. Kpome Toro, CylwecTeyeT GonbLoe YWono
padoT, B KOTOPEX NoapofHo oBCyaaeTcA Bonpoc obecnedeHia BeaonacHocTH NPorpaM DaInudHbX TUNoS.

10.4 Mepkl 33WWTEI CETEH W COTEBLIX CHCTEM

XOTA 4acTo CYMTASTCA HAMDONEE KDKTMYHBM BaHMHCIHTENEHBIA KOMMNEKS SPradnaaUMK, BEMCYaI0WMA B
cefA KOHEYHBIE CUCTEME W PEANWYHEIE BWOB CEPBEP0E, BONLLLAR YACTs TRadMKE MEXIY CHUCTEMaMW NPOXOOHT
YE[E3 CaTh, KOTOPaA HE LLMDYaTCA W HE 33 ILMILSETCA. 3HAYMTRNEHAA YACTe MIHTEDHETA M CRaLMANHIMPOBaHHEIE
TTHHAR MHOMAX BOMN3HMR BCNONE3YHT OQUHAKOEEIE OTHDEITRIE NPOTOKOMNGI, CHCTEME! MaPLWPYTHIALMKA 1 B HEEDTO-
P CYYaAK MCNONE3YOT O0HK M T8 ME COTEBRIE YCTPORCTEA W KOMMYTATODE C TPAgWKOM OPYTHX KOMNaHMA.

CeTeaol TpadKK YyRIEHM K BHELWHAM 3TakamM, CEAIEHHLIM C MAMEHEHWEM MAPLIPYTAIALAA, RKONMPOBAHWEM 1K
CETEREIM « AHANWIATOPOM NAKATORY ! KOTOPEIE NETKD MOMYT NPOATH NONHOCTEK HEOGHADYHEHHBIMW CETED 1 CHE-
TEMAMK, WCNONEIYIOLMMA CETh K CHCTEMBL XOTA WHAHPOBaHWe YacTo PECCMaTIHMBAETCA B KA4YECTEE OCHOBHOMD
pELEHua NpoineMsl obecne4eHia BeIonacHocTH, WWPPoEaHWEe CETERBOMND YPOBHA MOMET Bl Te CIMLLKOM O0QDOro-
CTORLLMM C TOMKM 3DEHHA IKCNNYATALMA, NPONYCKHON CNocoBHOCT K COISaHKA 330epMkl MHgropMaLmMM anm
MHEOMAX OpradyIagni. Jaxe B cnydas WenonsIosaHnA npoTokonoe 3310, IPSEC v gpyrax npoTokonoa Beacnac-
HOCTH CEA3M, OHM HE 0DRIaTENEH0 ARNAKTCA NEDBRIM ITAaN0M OGECNBYEHWA IALLMTE CATEE0N Be3onacHoCT . [nA
yNpasneHua GaaonacHocTsio CETH CNEqyeT ofpaTtHTe BHUMAHWE Ha TReGOBaHMA, MANOKEHHLIE B CTAHOApTaX ca-
pin MCO/M3K 1808,

MepasIM 3TAN0OM 3ALLWTE YACTO ABNSETCA JIAKNKNYSHWE COrNALUEHHA MEXTY ODraHNIaLBeR 1 NPOBARNE D08
TENSKSMMYHBEKALWMOHHBIX YCITYT © YHETOM O0BEDHA K 3TUM NpoBaigepan. [ToaTomMy MCNONEI0BAHHE HIRSTTHEIX
NpoEadaepos TENeKoMMYHHESLMOHHEN YCMYT C 4ETHMM COrMalleHuama o8 ypoR+e ceperca M cobmogesus nono-

"' FIPS 140-2 paieMBaeTcn kax MenOyHApOgHEIR cTaqaapt MCOMS3K 19790 [35).

2l wAHANMASTOR NEBKETOEY REMARETCA NPOrpamMMon, SHENUERPOWSR  tHEOpMaYWOHHLES NEXETE BO BREMSE X
NEpPEMBLEHKA Ne CETH W OCYLWSCTRENAKDWER NoOWcE MHPOpMELMK, KOTOPEs MORET HCNONEIDBATLER ANA COBEPLUSHNA
BTEHN, HANPUMED, HE COOBPWEHME COODWEHME ANEXTPOHHOA NOMTEL, HMEHE M NAPONK NONL30CBATENERA UMM CaTEELIE

BOpecd.
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HEHWA EDHTREETA YacTo ARMASTCA NEPBOH M HAWBONEs BEHHOA MEPOH 33WHMTE . CReayioweid Haubonee sasHoH
BMEDON 33 WMTE CETH ABNASTCA CHCTEMA MEP JALYMTR TPaHMY opraHdKaauMH (cs. 10.5), nenoneayesan ond obec-
Na4aHA Ba30NAcCHOCTH, MOHKUTODKHIE K YNIDAANEHKA COS0WMHEHUAMK MENTY BHY TREHHHMMA M BHELLHWMEN CETAMK
OpraHAIALMN.

10.5 Mepii 3a1WMTLI FPaHALY OPraHA3aALMK W 88 CBAIAHHOCTH C BHYTPEHHUMH W BHEWHHMHA CETAMK

10.5.1 OBwme nonoxeHHs

AHANKMA HCToHMHMKDE [1]—[26] NOKaILIBAET YEENHYEHWUE OTEDRITOCTH KOPNOPaTHBHBX ceTel. To, 4To Koraa-To
GLIND NPOYHOH, WECTHOA KOHTRONMPYEMOA PaHULER OPradu3aUnK, CTano oTKPLITO ANA Beb-CepBMCoR, OEN0BOTD
COTPYOHWHECTEE, NOLISMEKA CTOPOHHMMK OPraHMISLMAMA, 8 TAHE ANA BIaUMOLEACTENA KNWEHTOR C CUCTaMa-
MU PEMMCTPALMK, BpeMeHHEl paBoTHHKoR C paboTHHKAMK N0 AOMOBORY, W ANA AOCTYTE COTPYOHMKOB — Kak
YOAMEHHOMD M3 O0Ma, TAK W WX BHELWHWX CoSanHaHni ¢ 4pyrisn dimpMani. Boe yeenWuMBaiowanca NpoxHuyase-
BAGCTE MDAHMLE OPTAHMIALMK OIHIYAET, 4TO OHA M CHCTEM B BIAMMOTERCTRNA NPOSOMEAMKT ABRNATECH KM THHYECKN-
B SNEMBHTEMK MHDPOPMELHMOHHOR Ba20NacHoCTH 0praskzatud. MpoHMUSeMOCTE FPaHMLBL] SDraHH3ALNKM TaKHE
OIHAHAET, 4TO BCE BoNbLUe YCTRORCTE ARNAKITCA MECTaMK BOIMOMHOND NPOHUKHOBEHHA ANA AN0YMLILLNEHHWKOE.
HeobzogMmo paccMOTEETE BOIMOMHOCTE NPAMEHEHMA 0NA JaHHEE YCTRORCTE MERCETEELX IKPAHOB, CHCTEM
COHAPYHEHNA BTODHEHUA 1, BOIMOMHO, JPYIHX MED 321UWATE (CM. KOHBYHEE CHCTEME! B NpWNoeHs D, pazaen
D1}

Bog rpadiusl MEesay OpraHisaumved W Bonee KpynHoN Cpeaod ¢ CaTesol CTRYETYPON ABNAKTCA KPHTHYHEI=
M, Moban rpasuya NPeacTaBNAeT BOIMOMHOCTE YIPO3amM COBEPLLUIMTE aTaKy, HCNONBIYA YAIBHMOCTA CHCTEM
OpraHnaanmMs. Opraduaaln QOMeHs ONpeaeniTs COBCTEaHHYIO NONUTHKY, KACAIOWYHCA NYTER NPUMEHEHNA MEp
AW TR MPEHALEL. Hanpumeap, OpraHrnaaUna MOXET NoTpeGoBaTE MAoNKPOBEAHWA KOPRODaTHEHOA CETK AMA Co3ga-
HHA BE30NacHOR Cpadbl C BLICOKOH CTENEHL IAWWTE, HANpUMep, Tako#, NpW KEOTOPoR BCE NONLIOBATENH W
EOHEYHEIE CHCTEME! BYayT DHIHYECkH CEBAZAHE BHYTDH 30aHMA apradkaauwd. © gpyrod cTopoMel, Opradnaaums
BACEET 0GECNEYHTE 3ALLMTY BCEX CROMX aKTHREOR B GaaonacHod Base 0aHHEDRX 38 AWM THEIM CepBapor Beb-npruno-
HEHWA, NP W NOMOLWM MHOTOYDOBHEB R MEHCETERLIX IKPAHOBE W NPOMPAMMHBIX CPEONCTE OOHADYHEHWA BTODME KA
MW CTROTOR SYyTEHT WM KAL MM NONEI0RATENSA. HT0 13 3THX COROCTE J20MTE ARNBETCA MPWEMITEMEIR, 3ABMCAT OT
AKTHWEOR OPraHWaaLHKA, CLEEHKA DMCKES M NPUHATEIX MOMTATHE

10.5.2 MexceTeBkig IKpaHsl

MexcaTepse IKpaHEl NDEICTABNAKT COD0R DAIBKUTYIO TEXHONOMKD CORCNEYEHWA FLUHTEl TDAHMLE HA CB=
TeeoM ypoBHe. B To BpEMA KaK CyLLBCTEYIOT BADWANHTE PEanNbHLIX BOSMONHOCTER U cnocoBos yHKLMOHMpoBa-
HWMA, BOB MENCETEBLIE IKPaHLl PACNONArAMKTCA MENDY MaHHYHBLIM MADWDYTHIATODOM MW KOMMYTATOROM, CO-
@ 0MHAIDLLIMMH NPEONPHATIHE C APYTHMKA 00BLBKTAMH Wi MHTEpHETOM, W BHYTDEHHAMK CETEBBIMHM MapLIDYTHIaTo-
pami opradnaaumi. XopoLuo CNPoesT M pOEaHHLIA MEMCETEROW 3KDaH ABRNABTCA HE00XOOMMEIM ANemMeHToM 0bec-
MEYEHAR 33LLATE CETH GRraHMAILIMA

MemcaTenol 38paq CoVILBCTERNAET MOHUTODHHI CETEBOMD TPAMDHES Ha OCHOBE A0QSCALMM, MOPTOR, NPOTO-
FKOMNOE W, B HEKOTOPBE CMYy4anAy, cofepwaHia nakeToB. [NA MHOMHE Opraqdaayui MeXCETER0H IKPAH OTHDET
TOMBKD O CHeHs HEBONEWoro Habopa va Boex NOCTYNHER AQDeCoB, NoPToE M NEOTOXKONCE. B KkadYacTie NpWMEesa
MEECETEE0M PAH, JAWMWLLAKIWLWA KOMNNEK: BeD-Capeapa, MOeT DazpellaTs TonsED npotoson HTTP gna nop-
Ta 80 wnK npoTtokon HTTPS ana nopta 443 [Takse M3sacTHe# k3K S5L). Opyrve obeiydee nopTel gna FTP cepan-
coB, SMTP [anesxTpoHHOE NOYTE) MOMYT BibiTh TRIOHE OTKPBITI MK 38KDRTE B COOTEETCTAHK CNOTPE0HOCTAMK W
MOMATAKEMH ORTEHAIALHA.

MHEOMEe oprasMaalrM NpUMaHAT 083 YDOBHA MEXCeTERkIX IHDAHOR ANA COINAHNA TAK HAILIBISMOR «0a-
MUMKTADWIAUWOHROAY 30HE. BeG-cepaepil 4 QpYyrse HANDARNEHHRE BOBHE CERBEEDE] M CEDBMCE DEIMBLLST
MERTY YDOBHAMH MEHCETEBLIX IHPAHOE W NEpedopMaTHPYVIOT W NEPEHANDABNAKT 3aNpockl TRPAMMKES HA YOMYTH
HMMA OaHHBE BHYTDW DoNee KpyNHOM NpeqnpUaTiA. BHEWHAA MEMCETER0N IKPAH MOEET NOLOEDHHEATE TOMNBKD
hittp TpadkK, TONDA KaK BHYTPEHHWA MEHCETSBIA IKDAH MOKET DA3peWaTe SSH WNM Opyrve CBpEWCE! MR Nog-
Aepsxd OCTyNa K ynpasneqnd seb-capeepamid HNK pazpeliaTte O0CTYN Beb-cepRepos K BHYTPeHHWK Galam
Jankkx. OSbNH0R NPaKTHEOR ABNAETCA KCNONBEI0EAHWE MEMCETEELIX IXDAHOE ABYX DaINMMHHEDR THNOE (NpoH3Iso-
OMTENEA] HA BHYTPEHHNX |4 BHELLIHAX NOIMLMAX.

MaHayansHO MECeTEBRE JHDAHE CHMTANK NPOTPaMMHBIMK COeOCTEAMA CHaLMANsHOMD HAIHAYSHMA WIH
CHBUMANEHERK YOTDORCTEAMM, DaSMBLSIOLIWMWCA Ha CETEBOM TRAKTE M SALWLLAIOLIMMK KDYNHBIES YISCTW
apraHnaacmy. MemceTessia akpaticl DNk BANKHBIM ANEMEHTOM NPOYHOCTH YKPENNeHHEX nepumeTpoa. B nocnea-
HHE OB3-TPH MoOa MENCETEELE MPaHb! GbiNk BLNKHEHEl B COCTAR KOHBYHLIX CHCTEM, YacTo B KAYecTRe Tak
HAILIBASMEIX NEDCOHANBHEX MEKCETEBRE IKPaH0R. D68 TeHOBHUNA — KCAOMEIOBIHWE MEKCETERRX IKDAHOE
CNEUNANEHOTD HAIHAYSHKA ONA BAKHRE CETERRIX COOOMHEHMA 1 NEDCOHANBHLIX MEHCETEARY JHDAHOR HA Nep-
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COHANBHBLIY KOMORIOTERAR W DYTHX KOHEYHEL CUCTEMAX — HAXOOATCA B CTAGMK PAIBKUTHA. HoRSHALLEH TeHDE HLK-
2 ABNAETCA KOMBMHALMA diyHKLWOHAN EHBX BOIMOMHOCTER MEWCETEBRX IKPAHOE C BOSMOMHOCTEK obHapyme-
HWA BTOLHEHWE,

10.5.3 CHcTemMa oDHaDYKEHMA BTODWEHWA

MexcaTesse IKPAHE YBCTO NPUHAMAIOT WK OTRSRTAINT COSQMHEHWA HA OCHORE 3NPeca, NOPTE M NDOTORD-
na. B npegenax aTux NapaMeTpo s MomeT CyLecTROBATE MHOMSCTED BOIMOMHEIX NOTOKOE OAHHBIX, aKkTHYSCHNH
ABNAKLUMXCH ATAKAMM KM BDEQOHOCHEIMA NDOTDEMMAMA (BHDYCIMA ), 3 TAKME MHOMECTED NEraNsHBE ROTOKOE
AAHHBIX, NPEAHAIHAYEHHEX ANA NOAASPHKE NeransHoro Guaxweca. CrcTesbl OBHapyWeHWA BTODKEHWA PACCMaT-
PHBART AaHHEIE B NAKETAX M CPABHUEIINT MX C XAPAKTEPHUCTHEAMM MIBECTHRIX ATas. 3aTaM CHCTEME! ODHA DY HE-
HIAA BTOMHBHKA NOCEMEOT NSOy IEEK IS HWR COOTRETCTEY RS Y NERCOHANTY SRraHM3aLMM MDA NOMOLLW 3NeKT-
POHHOM NOYTOBOND CO0BLWEHNA, TENedaHHOM I80HKE WNK coDBLIEHNA Ha NeRowep. CYILBCTEYIOT AB8 OCHOBHBIX
BMOA CHCTeM COHaADYHEHKUA BTOMEEHKA: NeDELIA — CETEELIE QETEKTOPE, NOJKMHOYSHHEIE K CRTEBRIM MADLLDYT -
JATODEM, KOMMYTATODAM W CEPBEDAM W NPOBERRIOLWKWE TpadWe B CETH, BTOPOR — O8TEekTops Ha Gae XocTa,
npeacrasnmoLlde cobod nporpasMmioe obecnaseHue, 3arpyHeHH0e Ha CEPBEDLI K KOHEYHBIE CHCTEMLI, NPpoBE-
pAKHLHE TpadKe, CEBAIAHHEN COoNpedenaHHEM YCTpoRcTEoM. O0a TMNA QETEETOPOE BCE WHMPE HCNONGIVIOTCH B
opradkaaLaRx’’

OaHieM M3 rNaBksx HEAOCTATHOR CUCTEM ODHADYHEHA BTOPHEHIAA ARMRAETCA JABUMCHMOCTE OT ATAK C HaBE-
CTHRIMK XAPDAKTEDWCTHEAMEA, TOMOA KSK HOBLIE STAHM C HEMIBECTHEMN XaDAKTEDMCTMHAMM MOTYT NPOATIA HE3aMe-
YEHHEMA. THCTEMEl OGHIDVHEHHA BTODHEHHA HA%ANMCE © NOMCKE OTENOHEHHA B NOBEZEHKAN CHCTEM, HANDHUMED,
C NoABRNEHAA ftp TpadouKa Tam, roe o0kMHO NPUCYTCTEYET TONLKD http TRachdl, Mk NOARNBHAA TRaEMKa B B0k -
HOE BOEMA MNK B HeoDeMHbl 00bamMax. 3TH BOIMOMHOCTH ODHapYEEHMA OTKNOHEHWA CTAHDBATCA BCR Donea
HMICLL P HHEIME W CITEEHBIMKA, HO MY LEHHOCTE NO-NPEXHEMY B GCHORHOM HE O0Ka3aHa. Tam HE MEHaa, MHOMe
OPraHnaaUrE W DONLWHHCTED NOCTIAWMKDE CHCTEM 0BHaDYHEHMA BTOMEEHHA HAYANK BHEODATE AHAMMTHYECHHE
BOAMOMHOCTH CUCTEM OBHAPDYHEHWA BTORMWEHWA KNW NPOEOOMTE AHANWA NOMCKE OTHNOHEHWA HE TONLKD HA BHALL-
HIAX MEAaHKUAX, HO TAHE B CAMON CETIA ODTaHHIALIMKA,

HekoTopkie aHandTHHecke CPEACcTEa 3aBUCAT OT OPYTMX YCTPOACTE ONA cBopa OaHHblx, MCNoMbIyemMslx
ANA NoUCKa OTHNOHEHMA. CYLWECTBYET TEHABHUMA K 0D B gMHEHMID CHCTEM 00HADVEEHWMA BTORMEHMA M MEHCETa-
BbiX IHDEHO0E, 43CTO NOCTIAWME NPEARaraeT sbMHUpOBaHHBE CPEACTED, BhiNONHARLME YHILWK MEXCETEB0-
(0 3M0aHa M CHCTEME! 0SHADYHEHMA BTODEEHHA, [JaHHE KOMOWUHHDOBAHHEIE CR8OCTEA TAKKE WCNONBEIYHTCA B
HACTOALLEE BPEMA =— GCOBBHHD BCMM CHCTEMA OBHapYHEHMA BTODEeHWA BENn4aeT B ceba ceolcTea obHapyke-
HIAR OTENOHEHHA QNA NPEOOTEDSUIEHER BTOMHEHE. B HTHE HOBLIX CHCTEMAX NPEaOTERALLEHWA BTOREHWA CaT-
BOE COSOMHEHIXE, MCNONEIOBAHMOE NS 0OHADYKEHHON 3TakW, 3aKPLIBAETCA, YTOOE! OCTAHOBHTE HNK NPea0TEpa-
TWTe ATaKy A0 &2 3aBEPWEHKHA. XOTA 3T0 ABNASTCA COBEPLUIEHHD NPHUEMNEMON NDEKTHKOA, CYLLECTEYET BOIMOM-
HOCTE NDOXOMHOEHA APYIOND 38 KOHHONS TRAMUKE Yapaed TO e COaIMHEHWe. Kanoan OpraHaaumMa SonHa onpa-
OENUTE, NEPERAELLMBART MK LEHA PAIPELUEHWA JaKDHHOMD TRagKKa yOLITKM OT BOSMOMHOND Yilepha, HaHeceHHoro
ATAKDIA.

HOarHan cyfiLekTHBHAR OUeHES B OTHOWEHMK SOMYLUEHHA BOAMONHEX TaK B CONOCTARMEHWH C BEDORATHEIR
ViLEpGoM OT ATaKK BEABRMAST OOMH W3 HBOOCTATEOE cHcTaM obHapy=eHHA BTOpMEH WA, MNMpaKTidieciid moban cuc-
TaMa oBHapYHEHWA BTOPMEHWIA BEIAAET HEKOTOPOE YMCNO OLWWBOYHLIX PEIYNETATOR, TO BCTh B HEKOTOMLIXE CTy4a-
AX CHCTEMa OGHADYHEHWA BTODHEHWA BLDaeT NpegynpesaeHine ¢ TpadWEe, BeIrMAGgALIWA K3K aTaKka, HO B JeR-
CTRWTENBHOCTIA ARMAOLLWMCA NerarkHsl . AHAN0MWHHBIM 05Da30M CYLLUBCTREVET (048H: HEIHAYHTEMLHER | BEpOAT=
HOCTR TOMD, YTO aTaka OCTAHETCA HEohHaREHHDW, CHCTemMil DBHADYHEHA BTODMEHHA CEaCneYnBIINT ODraHinIg-
LIMAR SHAYMTENEHYI0 TMEKOCTE B HACTDONHE CHETEM © LWETS MHHMWMAIALMWA OWHBOYHBIN 3y NETSTOR W OWWGoy-
HElX pEardpoEaHAR Ha aTakn.

10.5.4 Opyrde 3alMTHEIE Mopkl NPOTHEOOEACTEMA CETOBLIM aTakam

CyWEacTBYET MHOMD JPYIAK SALWTHER MEap No NEoTUESIBACT BHID CETERBIM aTakam. [N paaHex cnocobos
artax TpebdyloTCA pasHbie MEPkl NpOTMROASACTEMA. HanpuMap, GHIHBC-NapTHED MOMBT HMETE NDAMOE COBQMHEHHE
C BHYTPEHHEN CBTEI0, MAPLPYT MOMET BT NPONOMEH YEPE3 OOMH (8 HE YBpaid 0Ba ) MewCETER0E 3pad. Mapw-
PYTHIATODE W KOMMYTATORE, COCTARNMIOLLME BHYTDEHHME CETH OPIraHHIaUMd, BoMHHE GilTh HAOEMHD 33LLMLLIEHE
W XOPOLWo yTpaenAeis, Meorie dyHLWg MENCETEEOM IKDEHA QERCTEYVIOT KaK I3UMTHEE YDOBEHE MG giyHE=
LA MaPWPYTHIALMY, YHE BRNONHEHHLIX CETER0A MHDPpacTpyETYpoH. BHe CETH MEMCETERLIX IEDAHOE 4 CHCTEM
OBHADYMEHNA BTOPWEHWA CYLLIBCTEVIOT BE ADYTWE OCHOBHERE Mapbl NPOTHEOASACTEMA. WKdPoaaHWE 1 ayTEHTK-

' Cnagyer oTMETHTE, 4TO B (PYNNE METOA0E W cpeacTe obecneysHmA Beaonackocty WT JTC 1/8C 27 vavaTta
pabora no onpeganasme cradnapTa MOOIM3E 18043 [27].
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dhvEaumA. O4YeBMgHO, Y4TO WWPPOBAHKME MOEET MCNOMNBE3ICEATHCA ANA ISWATE YACTHOR MHDOpRMaUMK. Ero MomHo
BEINOMHATE HA MHOMX YPOBHAX W BO MHOMAX MECTAX, HO 38 KOHEDETHYIO LeHy. [atHsie Mepes npoTHBOOSACTEMA
OOTEHE OLUBHHBATECA C YSETOM NONHTHEN M UEHHOC T MHDODMAUMK OpraHU3aLi.

AYTEHTUDWKELMA MOMET HCNONLIOBATLCA JNA EEHTHOWKALIMK YCTPOACTE, 3 TAKKE NONEI0EATENeH yor-
DORCTE (BEMICHaR NONBI0BATENSA NPOrpasMHore CeCnedeHuA ). YoTpoicTea MOMHD MOISHTHIHMUMDOBETE, MCNONk-
ayR IPSEC, N (B HEKOTOPOW CTEMNEHK) Yapes npoTokon BeaonacHooT S5L. KoHedYHelR NoNsIocBaTENs MOMET
BaiTe ayTeHTMdMUMpoBaH Yepas 551, x0T SSL He MOMaT peansHo ayTeHTHMLMPOBaTE haKTHYBCKOND NONE30EE-
TEMA — PHUIMHBCKDE NALD (HEKOTOPRE DpayIepsl, HANDHEED, 3AN0MHAHAMHT HMEHA NONBI0BATENSNA ¥ NaE0N9 TaK,
YTO COTPYAMME, WCTIONLIVIOWIAN ONpenansHsE KoMnsoTep w Bpayiep ona seb-cepeepa, HY0ET KA3aTLCA OOMHAE-
EOBEIM . MCNoN:308aHMe PEINUYHER SAKTOROR, 8 HE TONBKS WOSHTUUKATOPa NoNEICEATENA W NAponA, MOMeT
YITYHLLMTE KA42SCTBO ayTeHTHUKALMK, HO STOM MOMHO 00BHTECA TaKe OBNa0aHHEM MapKepoM MNK CMapT-kap-
TOH, CEKDETHEIM EMOH0M, CEAZAHHEIM C UMEPPoBEM CEPTHIHMEATOM, MNKM OTNEYATHAMM NANLLEER NONBIOBATENA (M4
OEYTANK 20 GHOMETDUUECKMMIA XaPaKTEDMCTHEAMM ).

11 BHeapeHHe cneyManbHbiX CPeacTE 3aLMThI

11.1 BavkoBCcKME KAPTOYKHW ANA PHHAHCOBLIX ONepaLuwi

11.1.1 OBwme nonoxeHHUA

BaHKoBCKHME KARTOYEM ANA (PHUHAHCOB B ONBPALMA MOTYT BBITE KAPTOYHAMM G MArHMTHOW NONOCORA, KOTOD BN
MOMYT XPaHKTE MHODMALIWEID Ha MATHWTHOM HOCWUTENE, MW «cMapT-kapTamis ', cnocofiMsimy oGpaBaT MBaTs M-
OpaUHID, BENONHATE KpHNTOMRagrYeckie Dy HELMK M XPaHHTE Mpaias Bonewe MHpopMagmi, Yes Ha MarHiT-
HOB HOCHTENE. NMoCKoNBELY CHMapT-KapTel 00NanaoT Gonbel rMBRoCTe, Y8k KApTOYEM © MardMTHON NONoCol, B
Sy oywiess pokeT DeiTe pa3paboTau ¥ Opyroi MeTo MCNaNbLIoaaHHA aTHX KapT. 'O BeaonacHoCTH CMapT-KapT CH.
CTaHgapTe cepuy MCO 10202,

ACooUWaLKMK NoNbI0BATEN2R PHHAHCOBLIX KE3PTOUSK NOQOEPHWBIOT CODCT BaHHLIE CTAHOADTE MUHEMENE=
HOH De30nacHoCTH ANA UHaHCOBELX YYPERISHWA 1 NOOpAOHNHKCE, NPEJOCTAENAIWMY YOy (PUHAHCOBGIM Yd=
peXgEHUAM. B QononHEHWE K 3THM NporpamMsian oSecneadyaH A Ge3onackocTi OpraHnaaUmmg, ononsayiowme Gax-
EOBCEME KAPTOMEW ANA fHHAHCOBLIX ONSpaUMi, GOMEHE NPHUMEHATE NEDEYNCIEHHEIE HAME MEDb 33ULWTEL.

11.1.2 Puanveckan Ge3oNacHOCTEL

ONA 33WMTE OT YHUYTOME S, PACKDEITHA MNH MOOUDHESUMK MHQopMaU MK Ha KapToYKax A QUHaHCOBBIX
CEpaELKi Ha CTan|AX 0SpatoTEM annNapaTypa NepooH aNHIALAA KARTOYEK DOMMHA DACNONAraTRECA HA TEDDWTODMIA,
pEeTYNAPHD NATEYNHEYERoE CNywEamy 0BecnedYeHHA Npasonopaaxa U obonyHHeEaeMoi cnyBamM NpoTHEONG-
MAPHOA 3ALMTE. AnnapaTtypa 0omsHa GeiTe 321IWLLEHA CUCTEMONR OXPAHHOA CUTHANKIALKWK C 3BTOHOMHLIM HC-
TOUHMKOM NWTIHHA.

11.1.3 3noynorpeBneHus c0 CTOPOHLI HHCAWOEPOR

Ona npagynpeseHna MOWEaHHHUYaCKMX ONepaLWi, OCYLLACTBNARMEL B pRayNsTaTe A0CTYNA K MHdopsa-
LMK HAa DAHKOBCKME HEpTOYEAX, BCE HOCHTENH, COORMEALME IHAYMMYIO MHDODMALMID O CHETAX, HOMEDA CHETOR,
THHHEIE HOEHTROMKEUWOHEEE HOMEDA, KDEOHTHEE MAMATSE! M COCTOAHWE CYETOR, OOM#HEl XPAHMTBCA B NOMELLE-
HUM, DOCTYN K KOTOROMY (MREHHYMBAATCA NEPCOHANOM CNyW Gkl MHODMALWMOHHOR Ba30nacHOCTH. OYHKLMKA Maro-
TOENEHMA M BhIMyCKA KADTOMEK OOMNMKHE DbiTe 43U CHM OTOenNeHel 0T YHELIMA MANOTORNEHIR W BRINYCKE NEpoo-
HANBHEX AOSHTHEMEEUHOHHER HOMED0E.

11.1.4 NepemeliaHne MAYHLEX WOEHTHOWKALWWOHHEIX HOMapDOR

OnA npegynpes0eHUa NoTeDs H3-33 e peXEATa NUYHEE WIEHTHDHUEELAOHHEIX HOMBDOR HECAHELMOHHDO=
BAHHBIMMA THLAMK C NHYHEIMA BOEHTHOHEUNOHHBIBMKA HOMEPaMKU CNeayeT 0gpallaTecA B CooTEeTCTEMM ¢ MCD
9564 -1-4 unw MCO 10202-1-8. Crangaptel cepuw MCD 9564 onpenenmsoT OCHOBHEIE MPMHUMNE ¥ METOoOs 0bacne-
HYEHHA MED MUHUMANEHOR BeaonacHocTd, Heobxoaumee AnA b desTHBHOND MEXIYHADOOHOND MEHEOKMEHTS
T B HOEHTHEMEELWCHREIX HOMEDOR, CHW TAEHe ONDEnenfioT METOOb JAWNTE MHYHEX WOEHTHMEILIWOHHRIX
HOMEBPOE, NPUMEHASMER ONA ONSDSLMA C MCRoMNEINE AHKENM CAHKOBCKHY KaPToWweK 4NA GMHAHCOBRX ONepaUMi B
YEMOEWAN DEXIAME DEaNbHOND BREMEHW, W CpEACTEA OSMeHa DaHHBIMEK NHYHBE KOEHTHOMKALWOHHBIX HOMEBDOE.
CranpapTel cepud MCO 9564 Taigke pacnpocT paHAKRTCA Ha MEHEIMMEHT W DEZ0NACHOCTE NUYHED MOSHTHgMKILM-

' yCmapT-sapTar onpegenAeT KNBCE YCTPOAGTE PAIMERE NNATEMHON KAPTOHIM, MMEEIWMY paznMHee dyHxuno-
HANEHLIE BOIMONHOCTH W MOWHOCTH. 3TH yOTPORGCTES BRIMALAT NPEETWHECKN TAK S, KK HEAPTOHEH C MErHWTHOR nomo-
COH, MONOML3YyEMBEIE QMR CTAHASPTHRIX KpeguTossy, nebetoss, DaHROMATHLEIX W KBCCOBRY ONSPELWA, 1 BRNKONADT 8
celf KBETE HE WHTErpaneHbx cxemax ([CC] xapTroqmn © XPaHUMOR CyMMOA 1 DECHOHTARTHRE HAPTOMKH.
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OHHBIX HOMEPOBE B YCNOBWAX PERMME PEAMNEHOTD BDEMEHA W YCIOBMAX ANSKTPOHHOR Toproan. [laHHee METods i
CPEOCTEa AO/EEHEl MCNONEI0BATECA OPraHUAaLMAMK, OTEEYSIOLMMM 33 BHEODEHNE METOO0E MEHEIHMEHTA W
AAUIATE HHADOPMALIMK NAYHED MEHTHEWEUNOHHE HOMEPOB B GaHKoMaTax U hUHaAHCHDYEMBRX NOKYNETENAMK
KACCOBLIX TEPMWHANAX.

Mpemeyadne— NCO 13481-1 [5] onpeosrmet cpeacTEa yNPEENeHHs PACNPENENEaHNE KNoYar, Heobxagu-
MbIS ONA YETROBCTE, NPES0CTABNRHWMY @MBaHC0BLE YENYM [HACCo8ka TERMMHANL, BEaHRomMaTe ).

TpebopanHa HBCTOAWETD CTAHGAPTA He DacnpoCTPaHAKTeA Ha HENDWEOCHOBEHHOCTE JaHHEE of onepauK-
AKX, HE MMEHILME NAYHEE BOEHTHOMESLAOHHLIX HOMBDOR, JAWMTY NAYHER HOEHTHEDUEELUAOHHLIX HOMEBDOE oT
MNOTEDE MK NDEGHAME DEHHOTD HENPABMNBHOMD KCNONEICEAHKA OO CTODOHLL KMHWEHTE MMH CAHELMOHKPOBaHHEIX
CAYHAELLAY IMUTEHTA, 33WKTY coofueHMi 0f cnepauraxy oT MaMeHEHWA WK 23MaHL], HAMPWMED PE3KL N CaHK-
LMOHHDOBAHAA Ha BEDHDHKALMID MMHON MOSHTIHDMESLMOHHOTS HOMEDA, SSWIRTY OT BOCTIOWIEE LEHKA MAIHOM
HOEHTWDMKSLWOHHOTD HOMEDE MK ONE0aEUMH, MM CNpedaneHHBE METOOL PacTDele EHHA KIM0Yed. STH MeTolkl
O0MEHE MCNONEIDBATECA OPraHU3ALWAMK, OTEEYAKLMMIA 33 BHEODEHHE METO08 MEHEIHMEHTA WM 3ALKTE NEp-
COHAMEHE Y HEEHTHOMEELAOHHSY HOMEDOB B DaHKOMaTaR M OUHAHCHPYEMELX TOKYNATENAMIA KE3C00BLIX TEpMMHA-
nax. CradgapTe cepud MCO 10202 onpee T NPUHUANGEL 33WHTE HHTEMPanbHbIX MUEDOCKEM B TEYESHHE UK
A IHEHHO D LUHKNE OT NPOWIB0OCTED W BEIMYCE, MCNONEI0S8AHMA KNHEHTaMMH W CITHALLWMK 00 HCTESEHWA Cpoka
crywbee. B ctanpaprax cepyin MCO 10202 Taoxe onpelanseTch MUHKMaNEHER ypoReH: BelonacHocT, Tpedya-
Ml ONA oOmexa, Hapagy © ONUMAMK BE30NacHOCT, NOIBONAKWMMK IMATEMTY BaHKOBCKOR KAPTOYKW ONA M-
HAHCOBKX ONSBPALMA WNK NOCTABLKY BGUPATE YPOBEHL BEIONACHOCTI, COOTBETCTEYHNLMEA NOMNMTIHEE NDHUNoHE-
HIE . BIausincBAae C KPANTOrpadrHYECKIME KNEOYaM A, HEONasalies WenoNbIoBaHne KpUnmorpadmyeck anro-
PHUTHMOE M METOOE PACNPeIENeHHA Ko4el, Heolxoaumee ona obacnesesda BeaonacHocT obpabomem duHaKco-
Bix CNEpalwni, Take ONpeaenfinTch B cTadgapTax cepuu MO0 10202, B X TAOKE ONWCLIBAKNTCA TpEGoRa HMA
Be3IonacHOCTH ANA MOOYNER NPANOKEHWA, KOTODEE MOMYT BTe J00ABRNEHE K YCTDOWCTBY CHMTEBEIHWA KADTOYAK.

11.1.5 Nepcowan

Ona vucknodesra obpaboTiM KpegHTHED KEAPTOHEE NEPCOManom, HE HMeWMKM npasa obpaboTiM, SonHHE:
NPOBOOMTECH KDEOWTHEIE NPOBEDKK K NDOBEDHA YTONOBHOM NPOLLNGND BCEX CIyEALIMK, MMEDWHE ABN0 C Npo-
LTAMNOEAHHBIMK MW HEMHAOCCHPOBAHHEIMK KADTOYKAMW TAM, MOE 3T0 JONYCKAETCA HOPMATHEHO-NPDaBOAaLIMIA
AoEyMeHTamMM 8 0Bnacti obacnevyerra BEI0NacHOCTH, BEMICYaA COTDY IHHKDE, 33HATEIX HENCNHER paBowi DeHb,
W BPEMEHHBIX pEBOTHMKOE.

11.1.6 Ayawur

Ona ofecneweEia LENOCTHOCTH YNIPEEMANRLEN W DErMCTRAUWOHHOR WHopaL W TREDYETCA MEDAMK JaLLH-
Tl W C MCMONEIOEI HASM AYDHANA ayQUTa COXPAHATE MHIODMALIMID O HOMEPAK CYRTOR BNaNenbUeR KapTOYas 1
Wcnons3yamom oBopyaoBaHHK Ha NNACTHMKOBLIX KADTOYKAX C OTNEYaTaHHbIMKA AaHHLIMW, B ME4HATHX opaa,
LUTAMNOBOYHOM W Wndpyiowen obopydosaHHM, Ha 33WNTHOR DOoNsre, roNorpammMa, MarHMTHON NeHTE, Mony-
halbpuKartax KapToHes ¥ roToRLIX KARTOYKAX, KAPToHKAX obpaluos.

11.1.7 MNpegynpesgeHde NOLOENEN K3DTOYEE

Ana npaaynpexieHda Coa0aHnA QanblUMBbL EAPTOYEH C MArHUTHOH NONOCOR MCNONBI0BAHWA WHDODMa-
LM, OTPaEEAEMON HA TOBADHEK YEHAK, DOMEHE! DbTh 3WWDRoBIAHE UMD PE KPUNTOMRaHYECKON NPOBEDKA, M 3TH
Lpiel GOMmHE BT NOATBEDHOEHE KaK MOMHO Bonbuemy YNCmy onepawin.

OnAa npegynpexaeHre co3naFHrA GankwMBsEx KEapTOHER C MCNoONEI0EAHWEM NEPEXEAYEHHOA KHIODMaL KK
HEOBXOOMEAD MCNONBEICEATE DUIMUSCKHA METOD MOaH THDMEILMWA KAPTOUKN C EnNsI0 NOOTESHMOEBHWMA 88 NOONMH=
HOCTI.

11.1.8 BaHKkomaTk

BankoMaTel NpESCTAaNMoT COD0M yCTPORCTES, NO3BOMFIOLLME KNASHTY NPOBERATE OCTATOK HA CHETE, Hakl-
METE 1 BHOCHTE HANWYHBIE, ONNAYMBATE CHETA MK OCYLLECTETATE ADYTHE DYHKLIMK, KOTODGIE 066I4HO BCCoUMMpY-
KTCA C BAHKOBCKIMM KaccHpami. [JaHHbIe YCTRPONCTES MOrYT HAXOOUTECA BHYTDH 30aHWR OpFraHMIaLmMa3, paime-
LSTRCA 33 NPenenani TAKoMD 103HWA UMM DACNCNaraTteCa BOAneke oT NOMELL S HKA DDraHnaaL MW,

PakomesOyoToeA GoNoMHRTENEHEE MEDE NPE1oCTODOMHOCTA ONA CHITKEHMA BOAMIHOCTH CrpabneHHa K-
EHTOB M BAHAANMAMA B OTHOLLEHWK YCTPORCTE, HO OHW HE PACCMATDHBAKDTCA B HACTOALWEM cTadpapTe. Nporaso-
JMTENA OAHHBIX YCTROACTE W NOCTABLLMEM CETH GaHKDMaToR 0D BMHD MITAH0T PYROBEOACTES D Se30MacHICTH NoMEI0=
BAHWA BAHKOMATAMK. PERIMEHIYETCA MIYUMTE 3TH AoKYMEHTE. [pu paboTe ¢ GaskomaTami Heobxogumo cofimo-
OaTe ToeSosaHWA GeICNACHOCTH, KOTODLIE ONpegenaHe B NPOUeIyPax onnatkd Mo KapToYkass.

11.1.9 MpesTudrkauyra ¥ ayTeHTHUKAUWMA BNAOENLUSE KApTOYeK

Hawbones pacnpocTpaseHHeEM CO80CTEOM ayTEHTAGMEAL WA BNagansya kapToqkd RENAETCA PIN. OH 1c-
AONEAYETCA AN YTIPaENaH|a JOCTYNOoM K BaHEDMaTaM W KACoDekRIM TepMaHanam. NonesIoearand QonxHE: 3HaTE,
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YTo OBECNeYeHne CEHPETHOCTH NepCOHANBHOMND KORHTHMKALMOHHOTD HOMEDA ARNASTCA WX OOAIAHHOCTRID. B
AONONHEHWE K NEPCOHANBHOMY WIEHTHOWKSALWOHHOMY HOMEDY ONA MABHTADUKALMKM BNaAENSLLEE KapTO4EK HAYM-
HEOT NPHMEHATECA NPOBERKa DHOMETDUYECKNE QaHHEX M 0DV IWE TEXHONOMAN.

[nA NpenoTEPSLLEHNA HECAHKLIMOHMPOBaHHL ONepaLMi, BEIABaHHBIX YTA0RIBAHHEN NASHOMD WEEHTHWEE-
LMOHHOID HOMBPA KADTOMKM, MCIOMNbAYakk HECAHKLWOHADOBAHHER NALIOM, YWCN0 NONBITOK BROOE FIAYHOM MO8H=
THMEALUMOHHOTD HOMEDE O0MHHD BTk He Bonee Tpex. MNocne Tpex HeY Oa4YHEX NONBTOK PEKOMEHOYETCA 3a0ep-
HAHKE KADTOYKK W YCTAHOBNEHWE KOHTAKTA C 88 BNA0e ke,

11.1.10 AyTeHTHYHOCTE MHOpMaLMK

OnA NpeacTepaweHHA HECAHKLUMOHKPOBaHHOND HIMEHEHWA MHPODMaLMK, NEPEQABAEM0N B BaHKOMAT 1 U3
HEND, NPW KEEXO0R nepadade cnegyet Tpebosars HCNonNesIoeaHua Koga ayTeH THhHUKayMK cooBlueHHi, coagandHons
B COOTBETCTEMH C TpetoaaHMAKr MCO 16608 1 pacnpocT paHASMOND B COOTEBETCTEMM C TRESOBAHMAMK CTAHIAPTOR
cepun MCO 11568, Ona npegynpesaaH s HECaHKLUMOHHMPOBAHHOTD HAMEHEHWA, YHUYTOXEHMA HNK PACKPEITHA
HHPOPMALMK, XPaHALEACH B BAHKOMAaTE, (PHIMYECKHMA KOHTPOMNE AOCTYNA K BHYTREHHEHR YacT BaHkoMaTa oon-
MEH COOTBETCTROBATE (DUAMYECKHM CReOCTEAM KORTDOMA 3AWM Tl Ha SEHERHEIX KOHTERHEaN.

11.1.11 PackpeiTtie HHbOpRMaLME

Ona npeaoTERaLEHAA HECAHKLUMOHWDOBAHHOMD WCNONE30BaHWA BEHKOMATOR WK KESCCOaLIY TEDMAHATIOR
MOCEE0CTEOM HECAHKLMOHHWDOBAHHOMD PACKDETHA HHDODMILKA O MHHHOM HOEHTWDWKELWOHROM HOMEDE, BEOOW-
BADIO NONLIOBATENEM, GONAHE WCNONBI0BATECA TONBKD YCTPOACTEA C WWDRYIOWIKMMK KNEBUaTYDamMW, COOTRET-
CTEYIOWWE TpeboeaHuAM cTavaapToe cepui MCO 9564 [28]. CnegyeT paccaoTpeTs BOIMOKHOCTE LWDPOBaHHA
BCAl MHPOPMAaLMK, NBpENaBaak0A 1A HaHKOMaTA. YNPaanaHe NAYHEIMA HEEHTHCHEAUMOHHEIMK HOMEDEMW 10MN-
WHO OCYLLBCTEMATLCA B COOTRETCTENM C TREDOBAHWAMM MENDYHADOAHBK CTAHOARTOR,

11.1.12 NpegynpexgeHne MOWBHHMYECKOrD MCNONLIOBAHWA GaHKomaToR

OnA oSHapyREHNA ¥ NPE00TRDALIEHHA MOLLSHHWYECKITD WCNONE3I0EAHAA GaHKOMATOR, HANPUMED NOLOEN-
KM YEKOR, OBNOIWTE MYCTRX KOHBEDTOR WM 83aRyMPOBAHHLIE OABDALMN, PEHCMEHIYETCA LNkl pAn NPaKTH-
YECKHX NpHeMoB. [aHHse NpHeMsl ONPaBaLBAKNTCA B CTYYHSE BKMOYEHNA OTPaHIYEHIUA YUCNa ONSpaLiii u cym-
bl QBHEEHBIX CRBOCTE, CHUMaEMBR B Q8HE C OOHOMND CHSTa, BHEOHERHOMD NoOBEaeHWA Ganadca GaHKoMaTa
Nod QECHHBIM KEOHTDOMNEM, YCTAHOBKK BROEORaMED, T8 B8pOATHOCTE COREPLLEHWA MOLWEHHYECTEa BENWEa, a
TaKkKe ohacneMeHHE NOQOapHKK patoTel GaHKOMATA B PENMME «OH-NaAHY, [A8 3T0 BOIMOHO, TO BCTE TpeboBa-
HHE, YTODk GAHEDMAT WMEN BOSMOEHOCTE NPOBSPEM COCTORANMA CHaTa 40 COREDLIAHKA onepauwsy. Ecnv pabota
OJAHHOM DEXAME HEBOIMOKHEA, CNEOYET YCTAHOEWTE Bonae cTporKe TpeDoRaHKA K BRIMYCKY KAPTOYEK, YamM B
Cry4as paboT s B DERAME «OH-NaRHS.

11.1.13 Texsu4eckoe oBCNYHHBAHWE W TEKYLUHA DEMOHT

OnA NpegoTEpaw@HMA HECAHELIMOHMDOBAMHOID A0CTYNE K MHQODMALIMK BO BREMA TeXHWYecxoro obcnymm-
BAHWA ¥ TEXHHAYECKOrD PEMOHTa BaHKkomMaTos cneayeT yEequTecA, YTo ONA KNWeHTOE GaHKoMaTel HAX0OATCA B
COCTOAHMM «od-NafHy Nepel NpoRsdeHuen modorg TexHuYeckors obonyerearus. OnA TeEyWero peMonTa
GAHKOMATOR, BEMOYAKNWEers & Cceba OTHPRITEE XDaHMNHLLE, HeobXOOWMS YETAHOBWUTE NPOLeOYDE OB0RHOMS
EOHTDOMNA.

11.2 CHCTeMisl INBKTRORHOND NepeB0Aa NNaATEReR

11.2.1 HacaHKUWOHWPOBAHHLIA MCTOUHWK

YIpoak M CPENCTRa KOHTPONA, CEAIAHHLIE C NDHMEHEHARMA ANBKTPOHHOMN NEpasnna NNaTesei, MoryT ous-
HHBATECA HEIABMCHMO OT TEXHOMOTWA, KOTOPYID OHK MCNONL3YIOT. [iNA NPeAOTBPALLYEHWA NOTEPE M3-3a NPHHATHA
IANPOCA O MNAATEMAX OT HECAHKLWOHKPOBAHHOMD MCTOYHMER HE0BX0aMMO Ay TeH THDMUWPOBAT b MCTOMHME CoobwE-
A, 33NPaLMEOL MK NepEE00 NNaTesel. AYTEHTADWEALMA HCTONHKUEE QOMKHE BhiTe OCHOBAKA Ha NpOUESOYDE
OEECnEuaHMA Ge30nacHoCTH, ONPEdeneHHoN B Q0roB0DE C KITMBHTOM MW KOPPECNOHOSHTOM, [TpHMaHaHNE ITOMD
CPeOCTES HOMTPOMNA PEHOMEHOYETCA NPM YCNoBM LenecooBpaiocTia 3aTpaT Ha NpoBe e HMA KpMMTorpadui4ecko
AYTEHTIHKALAM,

Kpunmorpadprieckan ayTeHTupbukauda obecneYHBaaTcA KoooM ayTEHTHYHOCTH CODBLLLEHWA, reHEpHpYEMbIb
B COOTBETCTEWA C TpeboaannAmMK cTasgapTos cepim MCO 16609, & nosMolsn KpUnTorpadi4ecskont knoda, pac-
NpEOeneHHon 8 CODTRETCTEWA © Tpebosarvamin FMICO 11568, B kavecTee ansTepHaTHRRL! NA YCTAROBEMSHMA Nog=
TMHHOCTIA MCTO4HIAER CO0BIEHHA MOKET BTk UCNONBI0BEAHO YCNEWHOE NeWnfpoBaHne coobllesun, sawndpo-
BAHHOID B COOTEATCTEMM CO CTaHgapTamii cepus MICOUMSK 18033 (B coegrHerny ¢ MCO TO 19038 [29] wnm ANSI
X952 [30] wnu FIPS 197 [31]) Emiodoss, pAcnpOCTRaHAEM B B COOTEETCTEMM CO CTaHgapTany cepud MCO 11568,
Tarwe MOWET HCNoNE30EATECA UMDpoEaA NognHch.

11.2.2 HecankyWoHMPOBaAHHLIE WIMEHBEHWA

OnA NpegoTepalLEHAA HeNpaBHLHOMD NNATEMA Wa-3a NPeaHAMEDEHHOMD KK CAYYaRHOND HIMBHEHHA Co-
Jepwana CoobLseHrA HeOhKOOMMO YOOCTOBEDHTE OaTY NNETENa, JaTy IaYMCNEHHA JEHET, CYMMY, HALWOHATLHYH
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BAMOTY, A BexedruMapia 1, BOIMOMHD, HOMED CcueTa BeHeduUMapua un IBAN-KoMRoHeHTE ooobeH A,
WCNOMNE3YA NpoLeaypy obecneyerina BEI0NACHOCTH, ONPEOENeHHYI0 B AOM0S0DE C KNWEHTOM MNW KOPPecnoHEeH-
Toss. Tam, roe aTo OCYLBCTEAMG, CNeEyaT MCNoNbI0BATE NONHYID SYTeHTHOMKALMIO TeKCTA. PakoMEHOYETCA NpK-
MEHEHWE KHPHMTOMRAMUHECKOR Ay TEHTHIIHMKELYAN.

11.2.3 BocnponasageHWa CooBLLjaHRA

OnA NpeaoTepaLEHNA HECAHELMOHHBOBAHHOM NOBTORHOM NNATEE, BESEAHHONS NOBTODHEIM BBSOEHEM
coobleHHA, CNeayeT HACToATE Ha MCTOMNEIDEAHMK M BEDHDHMKALMK YHHEANBHOH MaeHTHgMKaLMH coobeHmA.
PakomMeHIyaTcA BKNOYETE 3TY MOBHTHDUKELMGD B N0GYI0 NPOBOOMMYID 8YTeHTHEOMKaLIMID.

11.2.4 CoxparHenie 3anwcen

B uanax coxpadeHng CRHOSTANLCTE, KOTOPEE MOryT NoTpeb0BaTECA ONA 00KS3aTeNLCTES CAHELMOHHD0BS-
HWA NP COBEPLIEHKN NNaTaXa, PEMMCTPURYATE COOBLLEHKA C 3aNpocoM O NePeBoae NNaTeNad HeIaBMCHMO OT
HOCHTENENH, MCNONeIYeMeR QNA Nepeqaqu coobwenni. CnegyeaT cCoXpanATs mMarepuan, necbiogumeit 4na nog-
TBEPHIEHWA Sy TEHTHMKALIMK, BHIIOYaA BCNOMOrATENEHBIA KpUNTorpadw-ecid MaTepuran.

11.2.5 MNpapoBan OCHOBA NAATEREA

OnA rapasTvit OCYLWECTENEHWA NNATEXER B COOTBETCTRMM C NOAMMCAHHLIM JOr0BODOM, CNEdyeT coafaTh
cHCTEMY ODaCNeUSHHA HANWUYMA W KOPPaETHOCTIA JOroBOROE, Newavy B OCHOBE 3ANDOCOE 06 2NeKTROHHOM ne-
PEBOOE MNATEMEN.

11.3 BaHKkoBCEME YEKH

11.3.1 OBuwme nonoMeHKA

BAHKORCHME Y, TANKE MIBBCTHRIE KAK 2MNATEHHLE NpUEAIkRE M «CpeacTea cHeperaTenyHOrs CHaTa K-
GHTa B DaHKes, NpeacTaenanT COBoR MUCEMEHHEIE DACNODAMEHHR, NPEONHCE BAKLLWE DUHAHCOBOMY YD TE-
HIKY BEINAATATE GEHEH. HOBRE MeTOL 0Bpabo i YeK0E OOMHHE! YCHUNKTE 033004BHHOCT b CHMHAHCOBEIX YUpam-
Aexui npofnemami Ge3onacHoCTW. MNoBwILEHKWE NPECcTHa GaMKOBCKOND Yeka 1M APYyTUX CPEOCcTE COXpaLLeHHA
npouenypel patoTs ¢ GaHKOBCKHMA JOKYMEHTAMX AENASTCA NPUMapo METOA0E, CoafanwMy npoinamet ¢ Geao-
NACHOCTEK. HAUMOHANBHEIMIA OPFAHWZALIMAMW MHOTAX CTRAH BbinM paspaboTanb W onyENMKOaa Hbl HALWOHATbHEE
CTAHOANTE! N0 RAINALHEIM AcNeKTaM onepalui obpaboTivi yakos ',

11.3.2 HoBkig KENHEHT

TpeGosaMwe «3iHaf CBOEMD KNWEHMTAR co3naeT 0Cobsme Npofnessl, 8CnM YCNyri NpeaocTaENAKRTCA Yapes
OTEREITYID CETh. Kak Bl Hit Being 3amMaddMis YT C NpukMeHeHRel 5330a0# Beb-cTpasMUykBL MMM Py roro 3nek-
TPOHHOMD HOCHTENA, NHHHOE NocaLLEH e odinca (UHAHCOROMD YHpENMOEHWA OCTAETCA HB0BXOAMMEIM YCNOBHEM
ONf OTEPRITHA HOBOTO CHETa (38 MCKMIOYEHHEM QEACTEWA B COOTEETCTBIN & IODMOWYSCHH YOTAKOBNEHHRIM METO-
Ao, noka we ByaeT JOCTYTIEH NOBCEMECTHO NDHEHAHHBLIA W MAMESIOLLIMA NCHOBY IO CHITY ANEKTROHHBIA METOO NOEK-
THBHOA NAHOR MOeHTwdMKaUMe, Cnegyver colmoaaTs obsMHsIe NPOLEOYDEl OUSHEA KBERMRp UKL KNAEHTOR.

11.3.3 Bonpockl UaNOCTHOCTH

Kamwpas fouHascoBan onepauMa AondHa BelTe I8 WMWLEHA © UeNeD FADEaHTUPOEaHAA MOEHTHOWEALMM, 3YTaH=
THYHOCTH NOTNLI0BATENA, AYTEHTHHHOCTH COOMLUBHWA, KOHDMABHUMANEHOCTIA HHIPOPMALIAA OMPaHH4E HHOMD 0OCTY-
Ma W HEOTEAIYEMOCTH ONEgami.

Janpockd Ha UHAKCORYID ONEPALMID JONMHE GbiTh cHab®MEHbL UWDOBOA NOSNKCEED C MCNONBIDBAHWERM
KIO4a, CAHELNOHIAPORAHROTD ODraHoM CEDTHHRNKALLWA opraHMsalmd. Mpr Hagnesaiei peaniaaiid 0aHH0N mepbl
BOIMONHA MARPAHTHA, YTO NONEACBATET: MISHTRMUUWMPOBAH, COO0SEAHNE COOBLEHNA HE HAMBHEBHD W NONLI0B3-
TEMk CEAIAH KDMOAYSCHHMA 00RIATENLCTEIMIA B CBOME MERCTBMAX.

Homagpa CHeToR, NMYHbLE WAEHTHDKUKAWWOHHEIE HOMEDE WK ODYTHE CRBOSHHA, KOTODEE B CMYy-ae WX pac-
KDETKHA CLENAHNT BOIOMHEIM HECAHKLHOHWPOEIHHOE HCNONEI0BaHWE CYETE, JOMHHE GbiTh IAMWMLLLEHE! C NOMM0=
LWk WWdpoaakHiaa.

12 JononHuTensHaA MHopMauma

12.1 CrpaxopaHHe
MNnavupyA nporpamsy obecneqvarnd nedopmMaumonHol BeaonacHocTd, paboTHuK criywbst MHopMaLKMoH-
HOW Se30NacHOCTH W YNDaRNANLWIMA JanamMK JOMEHs KOHCY NETMDOBATECA OO CTRaX0BLIM OTIEN0M M, MO BO3IMMOH-=

" Mogroswrerar B X9 (CLWA) BGwre onyBnviopadsl CTEHOAPTE MO onepauasy obpabott 4eKon. Hanpumap
ANS| X8 TG-Z2. Mosvsanus ¥ pazpadorra @ekoe 1 ANS| X8 TG-E MpuHyune SesonacHocty «ekos. ONA CornacosaHHo-
ro QeRcTEMA MHAHCOBLIE VYDERMEHWE W yiy-awasva kaqsacTea obpaboten atum dwHAHCOBEIM YDEXIEHHA HACTOR-
TENLHO PEXOMEHOYETCR CNeAoBath YEa3aH¢MAM TenHwsackoro pyroaoporea 2 (TG-2) X8 w TewHwsackoro pykoBopcraa 8
(TG-8) X8,
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HOCTH, CO CTRAX0BOHA KOMMTAHHER, Y4TO J0MHHO NPHUBECTH K CoagaHMl Bones sdhpesTHEHOA NporpamMs obacnadea-
HHMA MHPOpMayMoHHOR DesonacHocTH ¥ Donee MxbesTVBHOMY HCNONBI0BAHMK CTRAXOBE NPERMAA.

CTpaxoBble KOMMaHHHE MoryT NoTpefosate, Yol 40 Tor, kak cTpaxoeoe Tpedosamme GeIN0 YyOoRNaTEODE-
HO, BN OCYLWECTEMEHE ONPeaeneHHEE MaDs YTIPABNEHWA, HAIMBAEMBIE KYCMOBMAMN 00 HACTYNNEHMWA OTRET-
CTEEHHOCTIA MMM Npe ALUSCTEVIOLMEM YCIOBMAMAG. « YCNORKMA 00 HACTYIINEHHA OTEETCTEEHHOCTE YACTO CRAIAHE
C MELAMK YNpaaneHHa KM opMaunoHHoR BeaonaclocTi. MoCKONkKY ATH MEPE YNPaENEHKWA MCNONLIYI0TCR ANA
CTRAXOBLIX Uaned, OHM J0MHbl BeiTe BEMNICYEHE! B NPOrpasMuy ofacnederya MHpopMauMoHHoR BeacnacHocTH
gprassaayne. MoxeT Tamse noTpebfoeaTeCA APaHTHROBAHNE HEKOTODELE MEp YNDABNEHHA, T. 8. JEMOHCTDALKR
TOND, YTO OHA NOCTOAHHD MPHCYTCTBOBANM C MOMEHTA NPHHATAA NOMATARA,

CTpaxoBan KOMNEHCALMWA NPEPbIBAHHA DHIHBC-NPOLURCCE W, B YaCTHOCTH, OWWEOK W HEBRINOMHaHKA, O0ME-
HaA GbiTe BHNIOYEHA B NNaHWpORaAHWE 0OECnEYEHMA MHGOPMaUMOHHDN Ge30nacHoCTH.

12.2 Aynur

MNpHBeOEHHIA HITEE UWMTATS M3 «33AEnaHuR MHCTUTYTa BHYTREHHWY 3YOHTopoE: [32] onpenenseT ponk anyaH-
Topa cneqyouwms obpasom: «BHyTpaHHHA ayguT ABNASTCA HEIABMCHMON W 0BLeXTHEHOR OBATENEHOCTLIO NO
KOHCYMETHROBAHNED M OBECneqYeHl QoRepHA, NDENHAIHISEHHDR ONA NPWISHER 3IHAYHMOCTH CNepaLHAs OpraHis-
JALMK M MX COBSDLUBHCTREORAHMID, HTO COQBACTEYET OpraHMIaLMK B QOCTHHMEHHI 22 UeNel NyTen BESIeHna CHC-
TEMATHYSCKOTD W YNOPAOOSEHHOND NOOX00A K OUEHHBAHKID ¥ NOBRILEHWKD 3DDHekTUBHOCTH NDOUBCCOR MEHE L=
MEHTA DWUCKA, KOHTRONA | ynpagnesus. Npy BHYTDEHHEM SYIUTE NPOBSLRETCA HAOBHHOCTE W UBNOCTHOCTE MH-
fOpaEaLAM, COOTBETCTEWE MONWTHEIM 1 NONOHEHKAM , SSLUNWTA SKTHBOE, AHOHMMHOE W PdesTURHOE KCNDNE308S-
HHE PECYDCOR K J8ACTEYIWME ONEpaTHEHEIE 3a0a4K M LI8nAs.

[OBOPA KOHKPETHER, B Cipepe MHgOopMauMoHHoR BE0NacHOCTH aYOHMTODE O0MEHE CUBHHEATE W TECTHPO=
BATE IAWMTHEE MEDE MHDODMALMOHHEIX AKTHEOR MHAHCOROND YHPERIEHHA K NOCTOARHD B3aMMOOSNCTROBATE ©
pafoTHUKamMy cnywbe iHGQOPMALKOHHON BE30NACHOCTA W ADYTMMM MMLEAMW ANA BeIpFHOTKA COOTBETCTBYIOLLIMX
NEQCNEKTHE HOEHTADHEILA YTPO3 W PUCKOE, 3 TAKHKE A0SHEATHOCTH 3AWMTHEIX MED O CYLUECTEYEHLBH M HO-
BOM NPOOYHLIH.

AYOWUTORE! GONKHE NPEOOCTARNATE PYKOBOACTEY OO BEHTHEHLI® OTYETE O COCTOAHMK CPEOLI YNPABNEHMRA,
PEEDMEHO0EATE YCOBEPLLEHCT BOBAHWA, KOTOPEE MONyT BeTe ONpEaBfaHs: HEOSXO0HMOCTEID M AHAMMI0M CTOMMO-
CTH M 20DEKTHRROCTH, W NP2 0NHCEEATE NODALON XDAHEHMA 1K AHANKWIA MHDODMALIKA ¥YDHaNA pericTpauxH. B Tex
CAYHEAN, KOO YHKLWA 3yOWTOPCKOA NPOBeps 00 BEQMHRETCA © OPYIAMM yHELIMARMM, MR MEHAMAIILIAE BO3-
BACRHOCTH KOHDNHETa MHTEpecoB TpedyeTcA ocoboe BHUMaHME DYHOBOOCTEA.

12.3 MnaHMpoBaHke BOCCTAHOBMNEHWA OeATENLHOCTH OPraHK3aALWK NOCNE a8 NPapLIBAHKA

BawHoN 4acTe0 NpOrpanssl 0OBCNE4YeHHa HHgopMauMoHHo Be3onacHoCTH ABNAETCA NNAH NG NPOLoITEeE-
HWID KPMTA4ECKOND DH3Heca B Cy4as erng NpepaHeaHnd. BoCCTaHoBNEHNE JEATENEHOCTH OPraHMIawime Nnocnes e
NpepbLIEaHHA ABNASTCA $aCThi0 NNaHMPOBaHKHA Bo300HOBNEHMA GUIHECa, HOTOPOE rapaKTUpYeT BelcTpeRlLBe BOC-
CTaHOENEHME MHDOPMAaLUMK W cpencTe obpaboTis vrdopMmaly. B nnasse BoccTaRoBIeHNA DEATENEHOCTE ODraHM=
JALMM NOCNE 88 NPepLBAHKA CNEENENSHa COBOKYNHOCTED aKTopos BOANSACTRNA, NPOTHE KOTODEIX HEDEXOaMMO
CEECIEHN TR JSWATY, M OYHELWAMA W 0GAIAHHOCTAMK NEQCOHANS B YCNOBWAK NpepBBaHNA.

Mnad BoCCTaHoaNEHMA BHIHECA NOCHE Brg NPEPEBAHMA J0MEEH BENIOYaTE B coba TOYHBIA CNUcor OeA-
CTEHHA, KOTODBIE CHMTAKOTCR HAWBONSE B HBIMEA, NDEANCHTHUTENEHD C K3TEr0pHUAMA NDUOPHTETA, A TAKKKE NepHogE
BpEMEHH BOCCTAHOBNEHWA, ABNAKWWECH 308 KBATHRIMKM ONA BENOMAHEHWA DMaHec-00A3aTEN=CTE Opradnaaum9. B
MMaxe BOCCTAKORNEHWMA BHaHeca OoMsmHE BelTe ONpegenssHs IANacH:IE NOMELLEHHA 0N\ JamaHs, oBacnedrBan-
LUME KPHTHYECKN BR#HYI0 JEATENbHOCTE OPraHMIaLMia.

B cryyas HecnocobHOCT I NepeoHana OpraHHaaUWs Co0eRcTEOBAT BOCCTAH GRNeHD JeATENLHOCTH Opra-
HHZBUMA NOCNE NpepblBanHA HeobXoanMmo ONPESenHTE JaMEWarWWE nepcoHan, cnocofHibii BOCCTAROBHTE W
IKCMNYATHROEATE DECYPCkl 0OpaGoTin Mudopaauri. Mo BoasMCEHOCTH, GRraHK3aLWa J0/TEHA CTAPATLCR 3AKMI0-
YTl COMMALLEHKA C NOCTABLLMKAMA YCITYT O WX NPUOPUTETHOM BOCCTAHOBNEHKK. [TNax BOCCTAHORNEHUA QER-
TEMLHOCTA ODTAHWAALIMK NOCNE 88 NPEPHEAHMA 0MKEH 0BeCNaYMBaTE NOCTYNHOCTE 30EHBATHED Oy SMpYIOLLIAX
HHODMALINOHHEX CUCTEM, CNOCOBHEY CROEBDEMEHHD 0BHADYHUEATE M HIBMEKATE KPUTHYECKYHD MHIODMALIMID.

Banso, yTobbl B MNaHe BOCCTAHOBMEHER DEATEMLHOCTH ODraHKIALWA NOCNE &t NPepEBaHNA Gieina onpene-
neHa MHpopMaumn, NoONesauas pelepBUpoBaHHD, W Beino obecnevyeno DEI0NacHoe XpaHeHne 3ToH HHgropa-
LMK NO YCTAHORNSHHOW NporpamMe. HeobxXoOumo TacEe ONpenanyTe MECTONONOKEHME XPAaHEHWA MHEoEMALWMK C
YUETOM TPEBoBaHWA NOKANEHOM M YOANSHHOND PESCONOHEEHHA ODTaHHIALMM.

[Mnak poCCcTaHoRNEHHA NoCcN2 GeOCTRMA A0MHEH NPOBELATECA N Mape HeoBxoAMMOCTI ANA obHapyeHna
NpoGnem | NPoSOMHeH A 0ByYeHMA NepCoHaNa B NPOUEccs arg JeATensHoCTH, Jon#Ha NposoaMTeECA NeprogiE-
YECKAA NEPEOLEHKS NNaHa BOCCTAHORNEHKA NOCNE NPEpLIBAHKA BH3HECE C© UeNkI0 NPOBEPEN B8N0 AKTYaNLHOCTH.
CpraHdaayMa QormkHa ONpeaenyTe MAHMMaNEHYID NEpHoJUYHOCTE NPOBELEHAR K3k NpOEEpOK, TAK W NepeolsHKH
BOCCTAHOBRAEHKA NOCNE NDEDLIBAHNA BHaHeca.
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12.4 BHeWHHWE NOCTABW WKW YCNYT

DUHAHCOBEIE yYpEHOEHWA TpaGyioT, 4ToDR K NPEA0CTABNASMbIM HIBHE KDHTHYECIKAM YCITyram, Hanpumep,
Kk oBpaborie gaHHbX, (PHHAHCOBRIM ONEPaLMAM, CETEBBIM YCMYyTAM 1 CORNAaHHID NporpaMmHore obecneqeHnn,
NPHMEHANTACE ASWATHEE MEDE W 33LKTa WHDODPMaLKMK TAKOND ¥a YPOBHA, YTO M B CAMOW Opraduzaliy. KodTpas-
Tel © BHBWHAMIA NOCTABWMEAMK YENYT A0MMEHE BKNOYETE B ce0A anNeMedTr, HeoBXonumMee Ong e aeHHA
PHHAHCOBOMND YUDEROEHHA B TOM, 4To:

= NOCTABLLMKM FOOYMHRIOTCA NPAKTHYECKHM NPWEMaM W RONHTHEE GE30NacHOCTH OpraHnaaLm;

-« OTYETE. NOOMOTOENEHHEE KOHCANTUHIOBOR CyxranTepckol UpMOR NOCTABWMKOR., OOCTYIHL OpraHW-
AL,

= BHYTREHHWE ayQWTOPE OPraHMIaLMK MMET NDEB0 NPOBOOUTE aYAWTil NOCTABLLMKOIS, CBAIAHHEE C NpoLe-
OyYpanH i JAWATHERW MEPEMM OpraHnIaLMM,

= NOCTABLMEY NOOYMHAKTCA YCMOBHEBIM COMMAaLLeHWAM O NOCTABRNEHHLIN CUCTEMEN, NPOAYKLWE WK
YCYTax.

B pononHeHne K BeilUeManaseHHoMY, CreuHanicThl KOHKDETHOMD UHAHCOBO M YYPEMIaHIAA O0NHHE NpO-
BECTH HEIABACHMYI0 (PHHAHCOBYI0 NPOBE DY NOCTABLIHMKS YONYT 00 3aKMIOYEHAA © HMM KOHTRAKTA.

o nony4eHdA rapadTHRHCTD NMcEMa, NOJTEBEQMOAMHUETs HANWYKE JFWHTHEX MED WHEDODMALWOHHDHA
Ge30NacHOCTH, QENOBLIX OTHOLLEHKA C NOCTABLLWMKOM YCMYT BbiTe He AoMmeHo. PyroBopWTans cnywbsl obecnaqwea-
HWA WHPOPMALWOHHOR BEIoNacHoCTH OOMHEH NPOBEDKTE NporpamMsy obecneyesh BaaonacHoCTH NoCTARLLMKS
YCAYT ANA ONpegeneHna, COTNACYETCA MM OHa C NPOMpasMoi opraduaauyny. Mobke pasHornacka oNkHe paspa-
WAaTLCA MyTam oBoysaeHnA YCNoRriA C NOCTABLWMKOM Yeryr nnbo nocpedcTeoM NPoUecca NPUHATHA pUcKa B
OPrEHHIALIMA.

B nononHedne & TpeboBassAm MHDORpMaLHoHHON GE30NacHoCTi A0MBOPE C NOCTAE LLAWKAMA YomyT QOMEHs
BHMIOYATE B cabA TpefoRaHvA o Hepasrnalestt MHDOPMAaLIWK W HETHOE ONPEREneHise OTBETCTBEHHOCTH 38 YhkIT-
KM, ABNAIOLWWECA CNECTEMEM HeOOCTATHOS B 0SecnedyeHid MHBopMayMoHHON BEA0NaCHOCTH.

12.5 Mpynniel TECTHPOBAHKWA HA NPOHHMEHOBEHHE B KOMNBIOTEPHEIG CHCTEM I

MCnone3oBaHWe cneuranydcTa no TECTMROBAHKIO HA NPOHWEHOBEHWE (KK NPaEKno, NOgpan4MKa) 4na ougH=
KM 3DDETHBHOCT M De3onNacHOCTH CHCTRME NOCPEOCTBEOM NONBTEW NDOHMKHOBEHWA B CHCTaMY C BEOOMA M N«
COMACKHM COOTBETCTEYIOWEND AOMEHOCTHOND NALA OPraH|3auMn ARNABTCA OAHOA UA NDENOCHINOK COagaHHA
O0BEDUMA K Nporpamse obecnedyesya DeaonacHocTH.

Mo MEDE YONONHEHHA KOMNLOTEDHBX CUCTEM NooOepHanse De3onacHOCTH CTARORATCA Boe Bones 3aTpya-
HATENEHEM. FICNONEI0BaHAE MIYNN TECTUDOBAHKA Ha MPOHKUKHOBEHHE MOET CONERCTEORITE OBHADYHEHMIO CNa-
Bklx MECT B CHCTEME OpraHnaaLMy. OoHao Heo5XoaUMO YU TRIBATE HEKOTODEIS GONONHUTENEHEIE BONPOCE. [Toa-
OAOYME QOMHeH BeiTh CEAZAH COOTBSTCTRY IO OGAIATENLCTES MM WNW 0GNa0aTE QOCTATOHMHEIMM BOEMOEHOC-
TAMH ONA BENOAHEHMA N0 GeX 00AIATENECTE, BOAHHMKAMIMLMM 8 PEIVIETATE &ro JeACTEMA.

Ona KoHTRONA 38 CRoeR Nporpamsol obecnedaHns BeIonacHocTH OprasM3aura He DoMKHa NoNarateca
TOMNBKD H3 OTYETE TECTHDORAHWUA Ha NDOHMKHOREHE.

MpofneMa Hepasmaw e KA PeaYNETATOR TECTMPORAHWA BOMHHA BRiTE: DeLUaHa B KOHTRAKTE CO CNaunanieTa-
MM N0 TECTHDOBAHKMIO Ha NpoHKUEHOBEHKWE. Thoboe pasmalerwe npobnems Ge30NACHOCTH JOMMHO OCYLECT-
BAATECA N0 YCMOTREHWID OEFaHHIaLMH.

12.6 KpunTorpatM4eckwe onepaumne

Paaguriie MT asadnTans=o yoioaHKND TREOWUMOHHEE MBTOOB!l KORTPONA WRdopMaEuwiA. MonynApuaaLmua
KpUNTOrpafuyeckits YyCTPORCTE NDESOCTARNNE PMHAHCOBEIM YHPEHIEHWAM BOIMONMHOCTE BHOBL A0CTIHYL aHEe
YCTAHORMNEHHOID YPOaHA Ge30nacHocTH, CARIAHHOMND ¢ GaHKOBCHAM J8N0M, C YY4ETOM YCOBEDLUEHCTEOBAHWA TaX-
HONOrE oSpaboTie MHDopMaLEM.

Kak B criyqae ¢ moGol HOBOH TEXHONOTWER, CYLUBCTEYET ONACHDCTE HENPABNNEHOND HCNONML3I0BAHNA KDMN-
TOrpafH4YBckis METOO0E paluaHna npobnem ofecnadeHng GaaonacHoCTH. Bamko, yToSk! OPraHMIaUWd NpWHKME=
NW 30BKEATHEIS DELISHWR 0 BRIGODY, WCNOMEICEAHM W NOCTOAHHOMY OUEHWBIHKIO CROMX 3aLUNM THEIX MED, OCHO-
BAHHEX HA NPAMEHEHAN KRANTOrpadiiE.

MpegnonaraeTcd, 4Te NoTReEHOCTE B KpMNTOrpadiYeciy 3alMTHeX Mepax ofluenpradasa. B awmHbx
MEpax, npegnaragmelx B pasgenax 9—15, MCNoNLIyW0TCA WbpoBade, KOOkl 8YyTEHTWDWKALMK CODBHLEHWA K
LUMPoRAA MOANKHCE. [INA KawO0R W3 3T Mep Taowe TpabyaTch DAsaenaHie Koyei 1 OKaiaHue YCnyT no ux
CEOTHIDMKALIMM.

Kpunmorpadruecsia 3aMTHbIe Mepsl MOMYT NDOTHEOOSACTEOBATE YTROIAM HADYLLEHWA HOHPHIEHLWA Nk~
HOCTH W UENOCTHOCT MedropMaumn. Kpunmorpaddeckie IaUTHES MepEl, Takke Kak WuhpoBanue 1 ayTeH-
Tuhukayua, TpefyioT COXpaHEHNA CeKpETHOCTA ONPEdenaHHoNT MaTepuand, HanpUMep KPUATONpadMYecKax
KFIFOHEA.
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OnA nopaepsis KpUNTorpadoU4Yeckiy 33U THRE MED MOMYT NOTPEBoRaTeCA OQHO MK HECKONEED CPEACTR,
rEHEpHpYIoLML, PECNPEASMTAKMUME M HECYLWX OTBETCTEEHHOCTE 38 KpUATOrpadpuyeckui Marepuan. o possoms-
HOCTH, JOSTEHE ACHONEI0EATECA MERDYHAPOOHEE CTAHAADTE N0 PECNpedens o KNoYei 8 GaHkoackom ens.

CpeacTea, obecnayrBaAKLLWe YNDaENaHWe KPRNTOMpadWdeciiM MaTepHanom, JoreHs BeTe DrIndackW
JALUMLLEHE HA BLICLLIEM YDOBHE, W HA TAKOM Me yPOoBHE OOMKHD GhiTe yNpaanaHHs A0CTYNOM K HidM. B yenax
GEAONACHOCTH HHPODMALUMOHHOR CHCTEME: PACNPEOENEHME KRNKYE R OOMEHD OCYILECTENATECA NG NPHHLKTY paa-
OENEHHOMD IHEHKA.

Mo MCNOMNBEA0EIHNM Ha 08MHEX KDANTONpaqedacxi NDaKTHYSCKE NPHEMoa 1 NP 34 DeskTHBHOM NIEHNpo=
BAHWY BOCCTAHOBNE HWA GH3HECA NOCNE 8ro NPEPLIBAHMA MOMYT BOIHMKHYTE LIENH, NPOTHBOPEYaLLIWe DY DYy,
HeobxogHhed TECHLIE KOHCYIETALMKH NAL, OTEBEHAMUMY 38 BOCCTAHOBMEHWE NOCHE BeOCTEMA, W N, OTEETCTEEH-
HblX 38 KpUNTOrpadr4eckyio NonaepxKy, ¢ TeM, 4Tebs 0aHa LUenk He NPOTHBOPEYUNa OpyToR.

Kpunmorpadr4eckiil MaTepsan 0omeeH OeTs NpeQoCTARNEH KNAEHTaM TaK, YTo0: MUHKMHIMDOBEE T BO3-
BACRHOC T KOMMDOMETALMA. KmdeHT OorseH BihiTe OCBEA0MINEH O BANKOCTH MED A3LWIHTE KDMNTOrpaduYackons
paTEpHana. BaanmodeicTBHME C KPUNTONRaSdMYEcKol CHCTEMON NpOBaROERa YOIYT, HODPEeCNOHIBHTA MM KNWeHTa
OOMEHO AONYCKATHCA TONGKO B COOTBATCTEAW C AOKYMEHTHMPOSAHHSLIM FAPAHTHAHBLIM NACEMOM.

KauyecTeo BEaonacHoCTH, COAgasaamMod KpunTorpaduyeckol NpoayiUMed, 3a8McHT OT NOCTOAMHON UENoCT=
HOCTI 3TOW NpoaykLud. Kak annapaTtan, Tak i NporpaMMHan KpunTorpadu4ecsan NpogyHLMA TpebyaT 38l Wtk
LENOCTHOCTH, CONOCTABMMOH C YpOoBRHEM DEI0NAcHOCTH, KOTOpRIE oHa NpeaHasHa4eHa obecnedmeate. Mononsao-
BAHWE CEPTWHNUKDOBAHHEIX MHTEMDANLHEX CHEM, HAZERHEIX KODNYCOa X OOHYNEHKA KNKOYER YIPOWSET 33Ty
AnNnNapaTHel CHCTEM B OTNHYMM OT NEOMPaMMHbLX cpeacTe, MNpH 3awMre Hasbones sasHoR MHpopMaUmK Ueneco-
0BpaIH0 MCNONEIOBATE KPUNTOTPaM4ECcKE NporpammEo: obecnasexie NpogyHLHK. [INA NOBBILLEHKMA LBNOCTHO-
CTH CHCTEMbBI CNETYET MAaKCHMANLHO HCNONB3I0BATE TAKWE CRONCTEE, KaK CAMOTECTUPOBAMME.

MCnons30BaHne, MMNOET 1 3KCHoPT KpMITorpadiveecroi NPOSYELNA DernameaHTH DY IO TCR HAUM0HaMsHEIMK
HOPMATHBHBIMIA NDAROERMIA AKTAMMW MOCYLAPCTE. HAUMOHANLHES HOPMATHEHEE NPAE0ALIE AKTE B OTHOW SHHK
HCNONB30BAHKA, NPOWABOACTEE, NPOAAMM, JCNOPTA W MMNOPTa KPUNTOrpadMUYeckiny YCTPORCTE O4eHe paanU4a-
HITCA. PEKOMEHOVETCA KORCYNETALUMA C BIDMCTOM WM MECTHOR BNacThd.

12.7 PacnpegenoHKe KpRNTOrpatMuYeckmy KneoqweR

Kak 1 B mobol TeXHONOTMA, CYLLBCTRYIOT OTHOCHTENBHO NPOCTHE, 8 TAKKE OPYIME ANEMEHTE, BeINONHEHWS
KOTOPEIX TPEDYET CYLECTEBEHHED YCUNWA PEANHaanME M nogaepsrd. OaHon 13 TaKkux TEXHONOMA, NPHMEHeHwe
EOTOROW TPeDyeT TWATENBEHOMD NNAHWPOBaHHA, CEYYEHHA M TOYHOH PEanUIaUMK, ARNASTCA DACNDEOENEHWE KDMN-
TorpasHecki ETHodeRn. PacnpegensHine KpEnTorpadivueckiy KMiosSed oM. B cTadgapTax cepun MCO 11568.

FacnpeiensHie KpUnTorparuecimy KNoYed npeacTapnseT cobol YacTe kpunTonpadgms, kotopas obecnea-
YHMBAET METOIE BeI0NICHON reHepalMy, ofMeHa, KCNoNEIOBSHWA, XPAHEHMA W NPepkIBAHWA OERCTEWR KDUNTO-
rpadiv4eckMy EN-EE, MCNONBIYVEMBE KPUNTOMRadH4acEMM MEXaHHIMOM. BHeOpeHHe KprnTorpafudaecky MaeTo-
OOB, TAKHX KK WADQDOBIHHE M AYVTEHTAMEALMA, B KOMMbOTEDHEE CHETEME! M CETE MOMET CNOCOSCTRORATE 00C-
THMEHH IO MHOMMX Lened BeaonacHocTd. JOHakD 3T MeToOE Becnonesqes Bea HagesHoro pacnpegenaHud EpMn-
TOrpaHeCKHx KNkoYed.

OcHoBHBIE Y HELWK DACNpeqanaH A KpEn Torpadv<ackix KNDYeR coCToAT B NpeaocTaENEH K KpunTorpa-
AYECHHY KNIoYed, HeobxomAksx N8 KpENToNpadEHeckiy METOOOR, M 3aLMTE JaHHBX KNOHER oT nioboro emoa
EOMMNPOMETALNM. KOHKPETHRE Npoueqypel M Tpebosanna BeaonacHoOCTA ANA pacnpegenaHya TaHHEX Koy
JABMCAT OT BHOS CHCT Ml KPHUNTOREMA, HE KOTODRON OCHOBAHE KDMNTOMPaueciMe MeTOOL:, HX XapaKkTapa,
XAPAKTERPHCTHE M TpeDoBaHMA BeaonacHoCTH 3aLMLEER0N KOMNBOTEDHON CHCTEME! MMM CETH.

HawGonese BamHEIM 4NA W3y4eHMA ARNASTCA BONPOC O A0CTATOMHOR MNABKOCTH pacnpeneneHWd Kprunrorpa-
hMUECKMX KMoYer gna adde kT MBHOND MCNONEICEIHNA B KOMNBOTSRHDW CHCTEME MMM CETH, M 8ro CooTBETCT EWE
TRESoBAHKAM DEI0NACHOCTH CHCTEME!. YONYTH N0 DAcNpPeaenesHu KpUnTorpadyYeckiy KNoYei OonHe BuiTe
OOCTYNHE B Moboa BpeMA 1 TaM, roe oHd NoTpebyioTch, BKnicHan peaspeHble noMeLeHna. Pacnpeganesiwe
JaHHBE ETHYERE QOMNHHO BeTe YACTEIO NNEHa GRraHUIALNAK N0 BOCCTAHOBNEHH KOMMNB0TEDHDN CHCTEMEBI MMM
CETH.

12.8 HenNpHUHOCHOBBHHOCTE YACTHOM MHIHK

DUHAHCOBDIE YUpesOeHnA oGnanainT HakoTopol 0cobo BamHON MHthopMauwen 08 0TARNEHBLIX NKWUAXK W Opra-
HH3AUMAX . HAUMOHAN bH B8 HOPMATUBHEIR NPABORLIE A KT TRebyoT, yTobk aTa wHco pMauuAa obpafareBanacs ¥
XPEHKUNACE B COOTEETCTENK C ONPEANEHHEIMK NEEBNaMH 0DeCcTeYeHnA GeI0nNackocTH M HENDHUEOCHOBRHHOCTI
YACTHOH ¥HMIHK. HeHoTOpLIe TEXHMHYECKHE W BHaHec-paapalboTil, HANPUMED CETH, rpafM4eckDs NPeacTARNneHWwe
JOKYMEHTOR, LEN2B0H MADKETHMHI W COBMECTHOE KCNONEICEAHNE HHDODMALMK MENKDY OTOEN3MK, BEIIBANM NOBk|-
WEHHER HHTepEC K npobnasan 0GecneqesnA HENDUEOCHOBEHHOCT BHYTPEHHEN MHIHATEATANLHOCTH GaHKoB.

33



rMcTPHUCO TO 13569 —2007

O prasu3aLMoHHO-PacNopAANTENEHLIE A0KYMEHThl HHAHCOB YHPEHMOEHWA GOMMHE YU ThIBATE HODME
OBECNEYEHHA HENDHEDCHOBEHHOCTH YACTHOM MHMaIHK, HANDHMED NONCHEHHA [pYHOBOOCTES), CEAIAHHEE C MHgop-
MaLWEd 0 kpeguTax. Cnegyer Take DeiTh B KYDCe HOBbLIX NPHHKMAEMEIX K3 WOHANEHLIX HOPMATHBHEX NPABDESLIX
AKTOB O HEMNPUEOCHOBEHHOCTH YaCTHOW MUIHK NYTEM WCNONBIDEAHKWA MCTOMHWKDE BAHKDBCKOR MHOYCTDHKA UMM
APYTHE HEIBMCHMBIX MCTOMHWEOE MHDODMALMM, 3 TAKHE KOHCYNETALUWK CNeUWaNWCToR KPHOWIECKHY OTAEN0R
Gaunkoe. Kpome Tom, GaHxkoBcEre CNyallve, OCYLBCTERNAKHLUWE MEXIYHAD0OHLIE ONepalyi, QoMM 0bnafgarh
AHAHHAMA O DETVMOHANBHED, MENTYHADOOHLIX M APYTHX JAKOHAK W CBAIAHHL C HIMIN NONOMEHWAX 0BECNeYeHHA
HENPHUKOCHOBEHHOCTA YSCTHON HHIHM,

DUHAHCOBBIR YHPEKOSHWA J0NKHE SHANWIMPOBATE CROW ONEPaUMK C LUaNk ONPeanens iR a0eBaTHoCTH
JALYATEE MHPODMALIMK O CBOMX KNWEHTAX W CRyxaw iy Heobxoqumo paipaboTaTs KOHKDETHYIO NONATHKY |1 NpoLe-
Aypel, Kacanwuec chopa, HCNoNsI0BAHWA K 3AWATE KHQOoPMaLKWK. [JaHHan NoONKUTHES W NPOUeOyDsl QOTaHEl
BbiTh AoBE0aHs 00 CBEASHHA CODTEETCTEYIOLIMX CNYNAaLWKY. [onMTHa 4 NpoUeaypel obecneveHHA HeNPKKOCHD-
BEHHOCTH YACTHOR MAIHW JOIMedel NDEIYCMaTPHBATE:

=CHOp AOCTOREDHBIX M TOMHEN CESOEHIN, KOTODEE ODECNEYMBAINT NONyYeHNE 0G03HAYEHHOA PHHARCOBOH
NoOTREEHOCTH,

= 0EpaBoTEY HHPOPMaEUNMK C Nk 0BecneYyeHka COOTEETCTEYILME OMpaHHYeHAR Oo0CTYNa, BENOYaR onpe-
AENEHNE KPYTa ML, KOTOPBE O0MEHE HAETE QOCTYN K HHGOPMALWK, KOHTDOMNE KAYeCTEa B0 Habewanne cunbox
npi BB0OE MNKM 00paGoTie JaHHBLX ¥ 3EUMTY 0T HENPEOHAMBDEHHOTD HECAHKLWOMUDOSAHHOND GOCTYNA,

- COBKMBCTHOE MCNONBIOBEIHWE UHOPMaLMK NOCPEOCTEOM 3apaHes onNpeeneHHsLX NEPoUeayYD © TeM, uTobk
WHOPMALMA MCTIONE30BANACE ONA LEnNad, HMELWKMY OTHOLWEHHME K NPH4MHaM @& NepecHayanskoro cbopa, 1
KOMNEKTUBHOE MCNONBICRAMNE HHDODMALMK HE NPHBOOKND K MORBNEHMID HOBLIX BOAMONMHOCTER HECAHKLIMOHMPO-
BAHHOND BTOPMEHHA B YBCTHYID MHIHE!

= XpaHeHHe WHPOPMALWA C rApaHTHEN 88 3aLWTE OT HECAHKLIWOHWPOBAHHOMD qOCTYNE;

= YERAOMINEHWE 06 HCNONBLIDBAHWA WHDOPMALIMIA M HANHWE NPOLEOYD, MOABOMAOLLMX NKLY, YA HHgOpMa-
LIMA HAXOOUTCA Ha XPaHeHHH, MCNPARNATE 8 HewW OWWhKK 1 3anpPelaTs HCNONLIOBAHWE ITOH WHCO pMALL KA

= YHWUTOHEHWE CTABLLIER HEHYHRHON MHIDODMELIAA.

Kpome Toro, anekTpoHHEE W ADYrie DopMie KOHTPONA 38 JedHCTBMAMK COTDYQHAKDE QOMHHLl COOTBETCTRO-
BaTh TPeboBaHMAM OprasnIaUMOoHHO-PAcNOPRONTENEHEIX J0KYMEHTOR, KOTODEIE DAINMYAKITCA No 0GnacTk oTeeT-
CTREHHOCTH ¥ pacnpocTpadesys, B gononyesne K npaegamM patoTogaTenei QoMmsHsl yUUTEBATHCH I3UMTA NepCo-
HEMsH0H MHDODMALMM CIMUEALLMY 4 X NpaBa.

PUHAHCOBEE YHPEHOEHWA QOMKHEl PACCMOTPETE BOAMOHOCTH NPOREIEHA 3YIMTa HENDHEOCHOBEHHOCTH
YACTHON ¥MaHK. B xo0e 3Toro ayauTa NpoBoAWTCA OUBHKA, HACKONBKD XOPOLWD OPraHU3aUMA BeINONHAST JaLjATyY
NEPCOHANBHOR MHIDOPMALWA, W PACCMATRHBAINTCA CNoCobbl, KOTOPEMA MT MOMET pellaTs Npoinemsl oSecnede-
HWA HENPUEDCHOBEHMOCTH YACTHON B3NN,

13 JononHWTENbLHbLIE 3AWMTHLIE MEpbI

13.1 Noanepwka QYHKUWOHMPOBAHMA JALMTHEIX Mep

MNognepsea PYHKLKWOHMPOBAHKMA J3LATHLL MED, BKNIOYAIOWAR AAMAHWCTDHPOBAHHE ITHX 3aLLWTHBX Mep,
ABMASTCA BANHON YACTRH NPOrpamMus ecnayeHia BelonacHocTH PUHaHCoOBOrD YYpew ae A, DORIaHHOCTEHY
PYKOBOOCTEA HA BCEX YPOBHAX ABNAGTCA 0GeCneYeHHe:

= YETKOMO onpegenaHin 00A3aHHOCTEE NO NOQOepHKE 3ALATHEIX Map,

- BhGENeH A PECYDCOR OPraH|3alMi OnNA NoQOS KM JaWUTHEX MaD,

- NEPHOGUHECKOA NPOBEPKM 1 NePEoLEHKH J3LLWMTHEX MaD C Lenso obecnedeqn NpoaotKeHHA WX Hop-

MEAMEHOMD (PYHKLMOHKDOBAHKA,
= OTCYTCTEMA BOASEACTRNA WIMEHEHWARA SNNAPaTHRXNDOTDaMMHLIX CPEOCTE W OOHOBNEHWA CUCcTelMEl MT Ha

npennonaraasyso Qe THEHOCT CYLLIBCTEYILLMX 3311 THEX Map,

= OTCYTCTEMA NOABRNEHAA HOBLIX YTPOE MAM YAIBKMMOCTER BCNSOCTEAE OCTHREHWA B 0BMACTH TEXHONOTHA,

= OOHOBMNEHAA IJFLUATHEE MED W1} QoBaBNEHKA HOBRIX JFLLWTHEE MED MDA NOABNEHAA HoBLIX Tpeboaa-
HHHA,

- MEQECMOTRS W KOPPEETHROEKK NANKTHKA Da3onacHOCTIA WM QoDaANe HWE HOBOR NOMNMTAKK BENSOCTRWE
HIMEHEHAA 3AWATHEIX MEpD.

Mp# YCNOBMA BRNONHEHAA CNWMCAHHBIX BRILLE MEDONPMATHA NOOLEEREM MOXHO WIDERaTE HEGNaronpuAT=-
HEIX W B0POMDCTOALLMY NMOCNEOCTEMA.
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13.2 CooTaeTcTEME TPeBOBAHWAM GBI0OMNACHOCTH

MNpoBepka COOTBATCTEMA TREHOBAHWAM DEI0NACHOCTH (3YOWT HRI0NACHDCTH WNK aHaNKa HeaonacHoCTI)
ABNASTCA O4EHE BAMHEIM MEDOTNDHATASM M HCNOMLAYETCA ONA 0SeCnEYeHWa COOTRETCTRMA NNaMy obacneyeHus
Ga30NACHOCTA MHDOPMALMOHHEIX CHCTEM 1 NOAASDHAHWA J0de THBHOCTH COOTRETCTEYIOLLEND YPOBHA MHDOpMa-
LiWOHHOH Be30nacHOCTA Ha NPOTANMSHWA CDOKa CMyOKDEI CACTEME| MM npoesTa WT. OugHsy cooTRETCTEWA Tpeboaa-
HHAM GEICNACHOCTH UBNecoodpaiso NPOBOGHT L HA CTAQWAK NPOEBKTHROBAHKA, pasnaBoTeM M peanyaaumMy mHgop-
MALMOHHBEX CHCTEM, 8 TAKKE NPH MK COREDLEBHCTEOBAHKIA W MOZepHaauWd. CnenyeT Takxe cobnogaTe ocTo-
COMHOCTE NPH JAMEHE M YOANEHMH KOMMOHEHTOB CHCTEMEL

MpoeepH COCTRETCTEMA TREBOBa AR DE30NACHOCTH MOMYT NROBCAWTECA C NOMOLLEK BHYTPESHHETD 1 BHELL=
HETD NepeoHana (HanpuMep ayanTopos). Mpy nposeneHuy NPoBEpos COOTEATCTEMA TpetopasuMAmM GelonacHocTh
YACTOT MCNOMNLIAVIOTCH NEPEYHH EOHTRONEHED BONPOCOE, CEAIAHHEX C NONWTHESH BRI0NacHOCTH CHETEMB! MNK
npoekta MT. JadHed npoBeped QOMwHE NNSHWDOBaTECA W MHTEMPWPCEATECA B Pa3paboTil CHCTEME! WM
npoekta KT,

LOononEMTENkHEM METOO0M, OCOBEHHD LENeco0GpastHbiv N oNpeaaneH - cobnioge ks Tpeboaariuke nep-
COHANOM, 33HKMAIOLWMMCA ONEpaynoHHOR NOOOEEKOR, W NONs3I0BATANAMK CNESaeNeHHEE I3LNTHEY Mep W
Npouweayp, AERRIKTCA BelGOpodHENE NpoRemM. BeBopodyHEee NpOSEDKK 0MEHsl ND0B0OWTRCR ONA rApaqHTIpoBa-
HIA NpAEANEHOA DEaNH3aLKWA 1 HCHONEIOBAHKA HAOTEHALLWE JAWHTHEIX Map GEI0NaAcHTCTH, W, FEE 3TO YMECTHD,
JAUMATHEIE MEDEI GONHHE NPOBEDATECA TECTHPOBAHMER. B CNy4anx, 8Cn BeIACHASTCA, 4T0 AAWMTHEIE MEDb He
COOTRETCTEYVIOT Nnady obacnedeHHn Be30NacHoCTH CHCTEME!, HeoDxonHMD VvEEN0MUTE 0 3TOM DYHOBOACTRG Npo-
GNEMHOND CEKTOPa OPrasnaauWi, Coa0aTs, PEanMaInsaTs W NpOTECTUPOBaTE NNaH KODDeKTHDVIOWME Map, 4 pa-
AYNETATE PEANWIALMKE ITIE MED — NPOSHANHIHDOBATE.

13.3 MoHUTOpHHE

MOHMTOpUHN MHPOPMALMOHHEIX CHCTEM NPEACTARNAET COBoN BAMHEIN KOMNOHEHT NNaHa OBBCNEYBHMA MH=
opMalMoHHCH BeIonacHoCTH. MORMTORWHT MOEET CNYRMTE OANA DYKOBOOCTES NOKEIATENEM DEANWIALIMK 3a0MT=
HilX MED, TO 8CTh ARMNAKITCA N 3TH Z2UWTHEE MaDs! YI0BENSTRODWMTENsHEIMM, ¥ GhINE N PEANMI0EaHa NDOrpamMasa
NOOOE DI ZAULMTHREK Mep. NepaoHadansHeR Nnadk obacneaseHen DEsnNacHOCTI MOWHD CRARHHBATE C paXyTBETa-
Tk MOHHTODHH C UeNso onpedengsra 2D DekTHEHOCTH 3aLLMTHEIX Map.

MHEOroUMCNEHHEIE 3AWWTHERS MEDEl BRALIBAKDT HEO0XINMOCTE COINIHMA XY DHANOE DETHCT PALMH BRIX00-
HilX AHHEX, CEAIAHHEIX C COORTHAMA GRI0NACHOCTH. JTH &y DHANEl GOMKHE NEPAGIWYECKA NDOCMATOHBEATECR
M, NS BOAMOMHOCT I, SHANWIMPOBATECA CTATUCTHYECKHMN METOOAMI C LEarnsD paHHan oOHapy e HMA ManeHeH WA
TEHOEHUWA W NOBTOPRRAIOLWMXNCA HEBNaronpEATH e CODBITHA . BOB HIMEHEHWA, CRAIAHHBIE C AKTHEAMMA, YIDO3IAMM,
YASBMMOCTAMKH M 3BWHTHEMA MEPAKK, NOTEHLKRANEHO BMOMYT OK33MEATE CYLLUBCTREEHHOE BIWMAHWE HA DWMCKH, 3
panHes 0OHADYHEHNE KIMEHEHWA NO3IBONAET NPWHATE NPEXyNDeqUTE NbHBIE MaPbl. MCNoNE30BaAHWE KypHANOE
PEMCTRALMM TOMNBKD B USMRX AHaNKuaa nocne cobeTrA 0IHaYaeT HIHOPMPOBAHWE ITOMD BAMHONO MEXaHnamMa 3a-
LWHTHBEX Map.

MOHRTODWHE A0MHWEH TAI0KE BENIOYaTE B Calbn npouetypid DeryARHoro NpedocTARNSHHA OTYSTOB COOTRET-
CTEYIOLWEMY pAS0THHEY CRy#be 0Secnade A MHpopMauMoHHoR DEIonNacHICTH M PYKOBDOCTEY.

14 PaspeweHne MHUWOEHTOR

14.1 MeHaoEMeHT COBLITHA

Cobsmaen 8 obnacti BeaonacHoCTH ABRMAETCA WOEHTHWHHUKDOBAHHOE NORBNEHME COCTORHMA B WRdiopMaLs-
OHHOA W HOMMYHHEELIMOHHOR CHCTEME, KOTODOE YHAILIBAET Ha BOIMONHOE HADYLLIBHWE NONHTHKA BEI0NACHOCTH
MK Ha HECNOCOBHOCTE JAWMTHONR MEDE! 0BSCNeYHTE 0SKBaTHYIO 3aWKTY akTrea. JTnian pases HeEWMaBRCTHAR
MMA HECHWWOAHKAA CHTYALKA MOMET MMETE OTHOLWEHHE K BE30NacHOCTH M A0/HEHA TPAKTOERATRCA KaK CcobLITHE B
0ENAacTH BeaonacHoCT. MHUMOeHTOM Ge3onacHicT ARMASTCH CRDHA U3 OOHOMD MNM DoNee HENENaTenbHEX 1T
HEOHMAAHHLN COBBITHA B 0GnacTH Be3IonacHocTH, KOTOPEE 0BNaaaAKNT IHAYUTENEHEIM NOTEHUMANOR COAaaHHA
YIPOak! ANA HHGODRMALUMOHHO A BES0NACHOCTH WMTH NPHYMHEHWA Bpeda BHaHec-onapauman. NoseneHse cobeITHE B
OENacTy BeaonacHocTH HewabesHo, Kaxooe Takoe coDRITHE OMTEHD PACCIEA0RaTRCA C UENLID ONPERereHms,
ABNASTCA N OHO MHUMAsHToM BeaonacHocTd. CyTe 3TOMD paAcCNesoBaHMa 00nHHa BelTe cOpasMepHa yigepby,
NEHSHHEHHOMY COBBITHER, WMNH NOTEHUMANLHROMY YIWephy, KOTOPBIR OHO MO Bkl HAHBCTH.

OEpaboTea MHUMOEHTOR NPESOCTARMNAET BOIMOMHOCTE CNYEDe MHQopMayMoHHOR BeI0nacHoCTH pearvpo-
BATE HA CNYHIAHOE UNK NPEAHAMEDEHH0E HADYLLIEHINE 0BLINHOM DYHELIMOHMDOBaHKA cHcTeMel KT, Heobxogumo
pa3paboTaTe CREMY PACCIEN0BIHNA MHUWOEHTOR K NPEACTARNEHWA OTHETOR O HKX, NPURoQHYD ONA BCEX CHCTEM
MT ¢t yonyr oprasssagmy. Jassan cxema QoeHa BEnioYaTs B ceba npeactasnedya ot4etos rpynnas MT wm Gua-
HEC-MPYNINam 4NA NOTYYSEHER GONes WAPOKOrD NPEOCTAENEHHA O BOIHWEHOBEHHK HHLWOEHTOE MHDOpPMaLWOHHOR
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BEe30nacHOCTH M COOTBETCTAYIOWME YWIDG3 W CRAIAHHOND C HHMK BOAOSACTEMA Ha akTheel MT u BuaHec-
anepauui. JononHurensHyio Meopmal ob yperynupoBaHiln MHUWOEHTOE 1 MEHaONMMEHTe CODRTIAR CM.
B HCOMIK 18044 [33].

OCHOBHBIMK 320343 B0 BDEMA DAcCnedosaHnA HHUMAEHTa WHEDODMALMOHHOA DE30NaACHOCTA ARNABTCH
pPEArHPOBaHAE Ha WHUMOEHRT Hanbones noaxonAms M e THEHEIM 05Da30M W HARNSUSHHE VPOKDE M3 HHLW=
JEHTA MHPODMALMOHHOH DEIONACHOCTH C TeM, YTODE B BYyOyIWEeM MOEHD Being MabaeaTeE aHanoniYHeER Helnaro-
APHATHLIX COBRITIAN. B HEKOTODE CHTYALMAX MOMET BOIHWKHYTE (0COGEHHG ONA S33LLMTEI PENyTaLMM OpraHMaaumm
OT KPHUTHEM HEOCBEOOMNEHHOH HeoDpoEaNaTENsHD HACTROSHHON 0fWECTEEHHOCTH] HeoGXoouMocTe ofecnade-
HWA 33 WLUHTE KOHDHORHUMANEHOCTA WHIDODMAL WA, MMBIOLWER OTHOLLSHWE K AHLHZEHTY WHiopMalyuoHHOR Baao-
MACHOCTH.

MogroToBReHHER MNEH DeRCTEWE C 38paHes ONPEneeHHbIMA DELWLEHWAMK NOIBOTWT OPraHWaaLMK ocyLLe-
CTEWTE PEAMDCEIHME B TEYSHHE NEHEMIEMOTD CROKE C USNLI0 OfpaHkdes i JansHaiwer ywepta » Tam, rge
ITO BOAMOMHD, NpOO0NTHHTE BUaHEC-A8A TETEHOCT B NOCNE NEMMEHEHHA DONONHATENLHBIX Mep. [Nnan obpaGoTim
WHLMOEHTOR AONMEH BEKMO4aTe B Ceba TpeboaaHHe XPOoHONOMMHECKInd JOKYMEHTHDOEAHKA BCex cOBRITHWRE W O8H-
cTEMA. JaHHbif akTop J0mEeH NDWBECTH K ONDeaeneHil HCTOYHHUES MHUMASHTA. OH AanaeTCA Npen oo
ANA QOCTHNEHHA LENW, 3 MMEHHD CHAHMEHHA By AV KX PUCHOE NOCPEACTEOM YTy4LLEHAA 3aLLIKTHBIX Map.

BamHO Takke NpOBE0aHHE W GOKYMEHTHDOBAHWE AHANKIA MHUMOEHTOR C DACCl0T DEHUEM CNEOy LKL BON-
pOCoR:

- BblNa N1 HAONEXMALWMM 0Bpasom 40Ky MEHTHDOBAHA XPOHONOTHA COOLITHA W JERCTEMIA;

= COBNKOAancA N4 NRaH;

= Blina My HeobxXo OUMaA WHDODMALWA QOCTYIHES COOTESTCTRYIOWSRY NEDGCOHIANY,

= Bbina Ny Heobxooumas HpopMaUMAa J0CTYNIHA CROEBREMEHHD,

=yam BYayT OTNH4ATECA OSRCTRMA NepCoHana B cReqyoibbi pas;

= Bisln M SR TBHEIM NPOLBCT AHAMWAA HUWOaHTA (DEHADYHEHHE/ DEANADOBAHWE NDENCT ARNSHIWE OTHa-
Ta) UMK 8ro MOKHO YyCORRpWEHCTEOAa TE:!

= CYLLBCTEYHIT MM MEDRI YyTDABMNEHWA ONA NPESOyTIDeHOEHKR MOETORPHOM BOIHMKHOBEHKA CRAIAHHOMD ¢ Da-
A0NBCHOCTLID COGLITHAT

OTEETE HA 3TH BONPOCE! W NDHHATHE DEWEHHR MO NONYYEHHEIM JaHHLIM 0MEHE CHRIWTE BEPOATHOCTE
NOARMNEHWA MHLMODRHTOR B Gy .0y e,

14.2 PaccnegoBadia W NpaBoBas IKCNEpTH3A

LOnA HerRoTOPBIX MHMOSHTOR TREEYETCA BONCMHWTENEHOE DECCEEORIHNE, YYaLaMHILMEcA CYyYEH MOLSH-
HWYECTEE, HEQOBONECTEO CNYHALWME, 3 TAHHE HEKOTOPEIE NPAB0BEE BONDOCH CO30aKT NoTpefHoCTE & paccne-
OOBIHMNA OSATENLHOCTH COTDYIHMEDR B cHCTemax MT. 0nA nooaepskd paccnenoaHuA MOxeT NoTpeSonaTeca
cHop 1 aHaNKM3 CUCTeMMHED HYDHATNOR PETHCTPALIMM, MyDHAMNOE PEMMCTRAUWMK CUCTeM 00HapyHEHWA BTOPMEHWA M,
WHOFOA, BCEX HaKkonMTenad Ha auckax. MoryT notpefoeaTtech cygebHbli aHANKMI SaHHBLX HAKONWTENA Ha JUCKaX,
BHMO4EA NOWCK yOaneHHeX dainos, W ApYrie BUOk AaTanbHOro aHankia MHUWIeHTa. BonsWUMHCTRO OpTraHkaa-
UM# 0ENafaeT TONLED CrPaHAYEHHEIMK BHYTDEHHWME BOIMOSHOCTAMIA ONA NPOBEOEHHA TAKWY PAcCNEN0aaHi |
aManuia. DoHans BCe Nporpambel obecneve e GeaonacHoCTH A0MEHE BINKNYaTe B CEEA MuUHHMANLHOE OGy4e-
HiHe 0SpaboTHe CEMGeTANECTR, NNaHyY NDOBEEHNA DACCN8T0RIHHA W OBACTEMAM ML, NPoa0IALIMY paccneqosa-
HHAE, 3 TACKE BRINONHEHWID DE3HEIX BWO0E NPABCEOH IKCNepTHIE. PeankeHeie noTpefHocTH paccnagoceaHuA 3Ha-
YWTEMNEHO DAasNHYEINTEA ONA PAANHYHERE ODTESHAIELUWE W DEAMTWYIHE MHLWOSHTOR.

14.3 O6paboTra HHUMORHTOR

MnaK oBpatoTid HHUWMOEHTOR OoMseH ObiTh XOPOLLD WABSCTEH BOEM, KTO By DET NPHHMMAaTE YYa3CTHE B HEM.
B gamrHoM NRakHe 00MEHE PAcCMaTPMBATECA MHOMME NOTEHLUMANEHEIE NDOSHEks.:

-~ MHLMOSHTE!, NPOUCKO0ALME BO BHEPADOUSE BDEMA;

= MOTPEBHOCTH CEAIM (KAK BHYTPH OPraqHM3anmK, Tak ¥ cBAZL 0O CPedcTEamMHM Maccoaoi HHgopMayMK 1
KMHEHTAMM),

- MNakk! PEIENBAPORAHKMA W OEACTEMA B 4PeIBLMaHHEIX CHTYaLIMAX,

= CEBAZL C MOCTARLMKEAMM, BM04Yan GHIHAC-NAapTHEPOR,

14.4 MNpoGneMel, CEA3AHHLIE ¢ ABAPHHHOCTLH

Ona nogaapsaHHA UENOCTHOCTH MHCOPMALMOHHEIX CHCTEM NDH 38apKAHBE CUTYaUMAY He CNeayeT npexa-
perate npouaccamu obacnedennn BesonacHocTi. Heobxogume cneundr4acsie NpoULECChl, NOSBONAKILINE OCY-
LWECTEMTE MCNPAENaHWe aBaDHAHEE CHTYALMA B NEOBYID 0YeDedk ONA DajpeleHHA NponasoqCcTeeHHEX Npod-
NEw, W COI0aHKR NpOUeOYD CROPEALLETD BOABDATE K HOpMaNsHOA paboTe. Npu Nodbix MasMeHEHWAX B MHDOpMa-
LIMOHHED CHOTEMAaN BHOCRLLIME WX NMUE, BRNOHaEA NBPCoOHAN NOQOSDHEM B YPEIBLME AL CHTYALHMAX, DOMHHb
OOKyMEHTHPOBATE 3TH HIMEHEHMA W NDOE0OHTE HEOBXOAWMEIA aHANKI,
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NMpunosexHe A
(cnpasouHoe)

Dépaiukl OOKYMEHTOBR

A1 PezonmuwA cOBETA GUPEETOPOE NO Bonpocy kudopsayMoHHon Dea0nacHocTi

Mocranosnnu:

MHdropManwA AENASTCA SKTHB0M OpraHMaEaLMM.

B kEvqactae awtvea dadopragdoqHms pacypcsl 1 pacypoel obpabotel undiopMag s opradmuasunpmie QonsHs Oeits
SAWMWEHE OT HECAHKYWOHWDOBAHBOMG WAKM HEHAGMERBLETD HENOMSIOBAHWA.

PyraBoguTenk oPraHyiIgUyid MpaanvceiBasTen ypaauTe Nporpasy obecnedasna rHdopainonsod beaonac-
HOCTH, COFMECYHILLYEOCA & NPpPasiisMol BHIHec-NpAaKTUEDA, © wanek obacnayeHes Hagnesawen beionacHocTy mHgop-
MALMOHHLIX SKTHB0E OPraEHWIALMK.

A2 MonuTuea vudo pMalwoHHoR Be30NaCHOCTIH

MNonuTHea wHopMaLMoOHHON BE3ONACHOCTH ONA HHHAHCOBOND YYPEMOEHNA

DpHBHCOBO0S yipEROEHWE C4uTaeT mhdhopuaunie B Ndon Gopme axTWB0M OPraHnEnHie 1 HYHOSaToR B COOTEET-
CTEYHLMY AWM THEX MEpax ANR oDScnaYaHMA J8MT I JBHHOM SKTHES 0T HACAHELMOHWDOBAHHOND WKW HEHS0 e -
M MenonbsoaaHwd. Mudopasaies peobooguma ong sdeibanTMaHon 1 pedynsTaTHEHOR poBcedHeEHoH pabote Opradnas-
. MHhopmanpa AomeHE menoNb30BATeER TOMLED ANA BeMOMHeHWA 3EA8HHOA BaNW — BEgaHus Bnanec-onepadmi
dHaHCOBOID YyupasnaHma. NonuTesa EWwed opraHu3aUWw COCTauT B NPagocTaanaHid QocTyna ¥ aHGOopMELIMe TOMLHD
HA OCHOBS MNPoOEBPEHHOM ANPRHUMNE HeoBuoguMoro aHaH WA GUaHecay W OTHEIS B QOCTYNE BO BO2E APyt Cryqass.

HEnpfeid STapwind MaHeawep nogpaigenaind GUHARCOB0M YHPEOEHMA HEceT OTBETCTEEHHOCTE 38 NOboepE-
HHE HOHEMOGEHUMANEHOCETH, UENOCTHOCTH ¥ QOCTYNHOCTH CBOME WHPODMALMOHHSLD SETHB08 W JonMed cobniogans Bos
MOAMTHEE, CTEHABETE W NpOseay pel, onyBresosaHHBIe 0TasnoM wHEOpMALWOHHDRA De3nnacHoCT W KBCAKWUMBcH 33-
WATE MHEPOPMBLWMOHHLR AKTHEOE OPraHM3aLMH.

Boe cnysawns 05A38HE OC0AHSEBETE, NOCTORHHO MOGOSPMUESTE W COOMOOATE NONMTHEY, CTEHOARTE W MpOUSoy-
Pl OErAHWAALMKA, YNPAENAHLIAE 3EWMTOR MadopMaYMOHHEIE BKTHEOR.

A1 NoroBop ¢ paboTHMHAMKA B YACTH MX CCBEOOMMEHHOCTH

DpraHKiaums CHUTAET HrdOopMAaLMED BETHS0M, HOTOPER Oonmed BhiTe JBUHLLEH.

Mos 0DA3aHHOCTE COCTOMT B TomM, 4Tobs COAHSASTE, NOQABEHNBATE W CODNIOOSTE BOS NOAWTHKM, CTAHASATE W
MPOUSOYRE OPrAHKEIA LMK, YIPAANAKLWE 3E0TOR WHHOPMALMAHHBY BETHBOE.

Mug Geinl BegaH AHISURAR PyroBOacTEa No obetnsdenin HEBOPMALMOHHOR BEAnNBcHOCET OPFraHMaanMm, 1M R
COMMAateH CNegosath NPUBANSHHLIM B HEM MPAEMNAM,

H cornatad Menoneiosars tHPODMALMID oprasn3adies » oBopygosare gnn obBpabotie Mudopmalme, © koTo-
phid A WMEH) BOCTYR, TOMEXG AR BRINOAHEHWA MoK pabodrx oBRAEHKROCTaR,

H nosman, 470 oprasi3auEa MOEET NpocMaTpueaTs oy MHPOPMEUMID WY coObLUSHWA, KOTOPLIE R Mary
CO30ABATE, MEAOALIYA pecypi obpabor widopratne opradeaagud. Jaduse pacypoel BRNYEsoT B caba (Mo He
CrPEHWHBEAKTEA WM TEHOTORLIE NPOGBECOEODE, BNEKTPOHHBIE MOYTOBLIE CHCTEME! M NEPEOHANBHBIE HOMNEETE PR,

Dorayick HaMEANeHHD cooBWate ¢ AONDOM NOSO3PHMTENLHOM NOSEAEHWM MK CHTYALMK, KOTOPGK MOMYT Co308-
BATH Yrpody DB30N2CHOCTH MHIPOPMALWOHHEIM AKTHEAM OPraHH3ALWNA, MOSMY PYROSODUTENH.

A nobmman, 4ro anoynotpebnedHwe HHPopMBLAOHHEIMN EHTUEAMM OPMEHEIALMY MORET NPWBESCTA K QWELMnTH-
HApHOMY pazBUpaTanLoTEY, HENPABNEHHOMY NPOTHE MEHA.

Oara

HIAMHNAA SOy EAUET D ACAMKACE

COMAaTENE [WhE FYEOOO0HTENR]

A4 JupaHHsle NpanynpEsasHWEA NpM BXo08 8 CHCTaMy

OaHHaA 4acTHAR HOMMLITEDHAR CUCTEMA AEMABTCA CHOTEMOH, OOCTYN K HOTOROH OrpaHdsEH HECAHELHOHMDO-
BaHHLIM MAian. JocTyn CaHUMORHPOBEHHLIY MUY arpasdieasTcs iy HELNAMY, ONPagBnaHHEMEg ANR BENONHaHHR
Mk ceouy obRsHsocTal. Iobod HECAHEMOHMpOBEHHLIA nocTyn ByasT pactnaioBaTees M NpecnaqoeaTecs 8 cynsb-
HOM NOPASKE, SCAM 2kl HE ABNRACE ROMHOMOSHLIM NMONL30BATENEM, HEMEONEHHD HE OTHNEMWTE E OT CHETEMEL

B kayecTes ansTepHaTHBLI:

OOCTYN K 3TOR ROMALKTENHOA CHCTEME DA3pallsH TONLED NONHOMOYHLR NoNs308aTEMAM. HecassyMoHnpoRaH-
HbIH GoCTYNOoNRITEA gocTyng GydayT npecnagoearecy B Cy0abeomM noprixe. Ecma Bxi e SAARETECE MONHOMOYHEIRM
NONL30SATENSEM, OTHBOHMTECE OT CHETEMEL.
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A5 DakcHMUNbEHLIE NpegynpesEgeHHA
MnaTaxroa NpeOyNPeKOSHHE
MPEOYNPEXOEHIE

Ha nonarawTets Ha 3Ty NEPEAEYY NPE BeINNETE JSHET KN MHMUWAPOBaHM gpyrs onapaguE Bel He3aancHMon
NPOBEREN &8 NONHOMOYHWA

Jarsnexds o Npase COOCTEEHHOCTH

OokyraaHTE, BEAENEHHEE B MCT HansiMineHOR NERanaS0, CoOsesT MEDOpMaUms EopNoDaUMKH, ARSI LWYHCA
HOHDMOSHUMANEHOE WHANKH NPEEGHES3HEHEHH0R ONA OIPEHMHSEHHOND BDYra NEL, NpEgHS3HEYaHHy GNH MCnone30eaHR
BOPECATOM, 4bE UMA YESISHO Ha NMUCTHE NEpegadd. BEcne Bl HE RENRETECE anpacatos, obpaTuTs, NosanyicTa, BHMME-
H¥E HA TO, 9T0 Nbos paAcKpeITHE, DOTOROMMpOSaHME, DECHPOCTRSHEHEME WNHM MCNONL308AHKE COOBMEAHWA JEHHOD
HAKCHMMNLHOND CODDWaHWR Zanpawano. Ecnn Bl Nonysine GamcmmunbHos cootuanns no owdbng, nomanyicTa,
CRAZY EE YESOOMUTE NO TanadoHy OTNPEBEUTENR, ANS TOM STo0s MEl MOMMY OPrasM30BaTE DECANATHLIR BO3BPAT OBHHEX
OOEYMEHTOS.

ALB MudropmaunodHLIn GHONNeTeds No Ge30NacHocTH

MpagynpexoeHHe o EOMNLHTERHOM BHPYCE

COrmacHs odbMyManbHBm CO0DLLUSHNAM KOMOLIOTEDHER BUDYVE, WIBECTHRIE kEx senpyc Masanangwenos, Sectpo
pRECOPOCTRAHAETCA NG BOAMY MADY W MOKET 0HAIATECA HAWMBONSes pazpywMTeNbHLM BHMPYCOM 33 NOCNESgHME Fo0L.
WagectHo, 410 04 HRHUspyeT ciecTessl Ha Daae DOS © pepomen 2 x5 HNe Beile.

BoagedcTane

[aHHbIA Bepys HAXOAMTEA HA MHEDHLKPOEaHHEIE KOMMSOTapas ¥ ARMASTCR BasnadcTeeHHLM 00 O3Te BF0 HHHLK-
WPOBEHMA, TO BCTE 00 § smapra (aeHs poskgerms MusenaqgsEeno). B 3707 geHbL OH NEPe3anvckiBaET HPHUTHHECHWE
OaHHLIE CHETEMB, O0AnaA OUCK HENpMrogHer. MefuiyposauHeE JaHHele BEMOHET & ce08 3arpyaodHEE 3HHLIE 1K
Tabfeuy pasmaeHER GERnns HS JEMPYIcdHOM (MHGRoM MO EEeCTHOM) OQWcHS,

BocoTaHOBNEHWE O3HHBIX NONLIDEBATENH O NOBPEESEHHON OWCEA ABNRETCA EPSAHE JATDYOHWTENLHLM.

CHmMmnToME!

Coobluyaemes cHMATOME BENOSa0T 8 ceba;

- cospaweHwa obwema ceoboaHoR MonHoR narmATH Ha 2048 Bart,

- HENPHMIGHOGTE rHbDoax QWckos MNd BeiBaneHws CThasHe: cvmaanoe npr DR vomasgas.

Basmo orMaTHThE, 4T0 Bapyc MusenaHoHens HHEOE He BRBogMT HMkamay cooDuwlsHs Ha akpada TK.

Pock wHhuMpoBaHKA

Bupyc pacnpotTpaHaeTecd B peaynLTane:

- ASPYIRA © MHEMEMPOBAHHOR QMCKETE |Gase B chyyas DeaytnalHon 3anysxu),;

- ZArPY3KM C HACTROMD OMCKS, B TO BeMA KAK MHduuMposaHHas GUCHETA HAXOOWTCH B OMCKDSOOe A W NOPT OWCKD-
BOOA 38¥pLIT.

HocwTarn SaHHLE, BCnoneIyessls B paDosx M O0MALLENY HOMNLIOTEDEY, MOTYT NPSOoTSaMATE PUCK © YPORHEM
Bl OSeMHOrRa.

AT Popra NPUHATAR pHCKA

MpHHATHE pHCKa WHPOPMAUMOHHOR BE30NacHOCTH

OanHan fopwa gonkHa 3EnonHATECH, TONLED Gcne ONaHes-NPoYESct MmN CHCTEMES HE COOTBETCTEYHT CTaHnap-
TAM M NOAWTHEASM WHPODMALWOHHDR Ba30nacHOCTE W OTCYTETEYET nhad obecnesatMA CONTRETCTEMA OAHMOW MOrMATHKE

B Bnioxawes By e

MogpaznsmEHe Homap sanpalwqea@ro NnogpaananaHus
Pyrosogymans noapasnendHHIe HaseaHwe JanpalvBawert NogpaasansHum
CTRaHALE M HOMBD MyHETA 8 NOMMTHRE CTaHSADTEY Dara

MpeHATHE PUCKA 3aNPaWHBAsTCs ONA (NPWBSCTA ONWCAHKE )

ONUCaHME BHIHEC-NPOUSCCE (NPHNDEHTE JONONHMTAMNBHYI0 SOKYMEHTELMI NOW HAMAYEA)

Jowse wdcno onepaldil 28 nepuoa
MonMsie gesexHLR 00LEM ONEPELMA 38 napuog

HABARETCA N BpEMEHHCA WHTEPEAN CNEPAYMA ZEBMCHMEIMT [NPHBSCTH OnMcaHwea)
JarpoHy Tl N c4eta B obwar DyLiranTepcrol kHare?
YpoBaHs DYRDBOOCTED, NONYUSMHLWEN BLmOaHBIE OSHHLAE
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AHEMOETE IIIE'I.I.I‘EII-E"II.TI. QCHOBEHHLN HE BelXOOHL SHHHEX

HopraTHEHEIS PR AWSECENE JERCTENTENEHBIE BOTPEMHEE YN0SNaTEopaHWA

PacipocTRaHAKRTER M BlX00HEE QaHHEE CHany KNMeHToa? (NpHescTy onMcaHwa)

HamBuiClan cTenede cespaTHooT obpabaTeeasmon MHpopMaLIs

MprBEScTA CNUCAHME CHOTEMBE, MCNONEIYEMOR QN NoOOSEs DUIHEc-NpOLacca (NpMNoENTE QONORHWTEM:HYED
OCEYMEHTALMED MPH HAMaHEi)

Ormcadwa mina ohopyiosasns (Yo ioMALETEpoE, TWAL | T 4.)

CrmcaHss TWMNE CEBRIHOCTH YANoe CeTie (NOKENEHAR CaTE, BUDTYANLHER TENSKOMMYHNEEMOHHRR METOR O0CTyNA,
EOMMYTHpyEMan TenaoHHaR CcanRde W 1. 4.}

LeHTpbl obpaboted
HEcno noneacearansi

Neorpadmweceos pacnpageneHde NONL30RATaNEA

OnMcaTs BHTePDeRcE! K SPyTAM CRETEMAM

TpeboaaHNA QOCTYTIHOCTH

PaSoTamnT K Ha 3ros oDopy sosaHHl Opyiee NPHACHEHKA [NPHEEcTH OnHCaHwa)

I'Iu.n.uep:ma-am‘rm N CACTEME FFI-}'TII'ICIF‘I LEHTPANEHEX cucTem? Ecrna HET, NPHMEEJWTE DNMCEHME WREH0LLHMLCH
MEXaHNAIMOE NOQoeHER

Ommcadwe GuapacicHeTeMHby TRaBoBAHMN COOTRATCTEMA MO THHE

r!l:li"lﬁ'lHEll.'lTE.l'leEFl CTOMMOCTE DOECnesMaHnR CoOTEaTCTEMA

Ormicasing WCNONBLIYEMBIX WK NPEONaraaMbld IalWTHER Map 0N YyMeHbLISHMR CEa

MprEEN TERLHER CTOMMOCTE WONONE3YEMED MK NPEANAraEMEN 33HTHEY Map

Opyries dhanTopel, KOTOPEE HAOD YHRTLIBETE NP NPRHATIM OSHHOM PEWEHWA [GPYIVEe PECCMOTPEHHEES AnsTepHa-
THEL], BOMGMIHATENEHEIE DUIHSC-PEKTOPE, SeRCTEMA APYTHE ROMOSHWA ik T 4]

PeromeHIoBEaHD Oata
OYEIEO0LN TEME NOGPEiGaneHan
MpoesepaHo Dara
DTBSTOTRAHHEA 38 Mo dnarHya GeIonacmesTe
HommaHTapuu:
YTBSpHOEHD Hara

FERFODAATENS & BENETHARFIAHHE AR R0 IR B

HOoMED DOHyMEHTE NPHMATAR PUCKS [NpWCE0aHEsM paboTHwwom ciywbel GesonacHooTi)

[ara cnegyaiuai nposapm
Krnaccudersuns WHHopMaUMoHHOR Be30RacHOCTH
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A.E Norosop © HAOOMHEBR paDOTHHEOM W pACnpageneHe patoTksl
[doroeop 0 AMCTAHLUWOHHOM NPUCYTCTEMM Mgy paboTogatensm ¥ paboTHHEDM
HacToAWMA Qoroech WasT Crmy Memay {8 gansHeAwam
BuaHyeMsl  sPaboTHesoME] M (B AanbHeRWE AMEHYEMOR

#HomnaHmeds: ). Cropoqs, HAMEpEBaWWatA NPUHATE HA cebR ppuguyeckke obAagTENLOTES, JOrOBAPWBAKITER Mo
NaBoOY CHedyELer:

D6bem obAzaTensCcTE No AOrOBOPY

PaboTHUE COrNAcaH OHALIBATE YoNYTH KoMNaqduy & EauacTes HanomHorg Pabotares. Pabordus cornsced © ram,
Y10 AMETEHUWOHHOE NpWCYTCTENES SENAETCA A0BPOBONLHLI W BO=eT DT NpeaEpaweHs KaMnadwar 8 noboe spama no
EEKOA-PMED NpMHMHE Wne BR3 Hae.

JbRaaHHocT, oBR3aranecTaa v yonoeikA pabotel PatorHuxa KomMnaHuw, otiEaddege of obDR3iaHsacTel 1 obraa-
TANLCTE, HANSM3aMBIX Ha PaboTHHKE, 8 NpAMOH QOpMe B COOTEETCTEMH C OSHHLIM ADMOBOPOM, OETRNTEA HEKAMEHHEIRMEA,

TepmitHe aydansHHos pabouwes MECTOR MNKA «YDANSHHOE MECTO paboTwe 03REYEHT MacTO mMTenecTEa Pabor-
H¥KA WhW NODoE yoaneHHos paboqes noMewsHss, oaobpeHHos pyWeoBoacTeEOM PaboTHrKa.

YonoBWA gorosopa

[NaHubid Qorosop BCTYNaET B MMy G0 OHA MPOCTREREHHOA SaThl M GETEETSA B cWne, noea PAaGoTHWE BeINGAHRET
OMETAHUMOHHYE paboTy, ecrm He Oy0eT AHHYRWMPOBAH DaHELE.

AHHYyNHMpOBaHWe gorosopa

YyacTwa PabotHma g pabote Kommanny B xg4SCTEe HAOOMHEMEE ABNASTCR NONHOCTEA AobpoBonsHLIM N Npeao-
CTABNRATCH TOMLKD Tan PaboTHMEaM, kOTophie OyOyT coMTEHE NOgXOORMME OMA 3TOD NO yOMOTRaHMED KosMnasme.
Mpass GHCTaSHLWOHHOND NPUMCYTCTEMA He cywacTayeT. QoHard. Npaanarad ceoM yarmne ¥ Gydys BelipadHeim Ohs swinon-
HEHMA ANCTEHUMODHHON pabote. PA0OTHIE nprHdmasT Ha cebs obRiamenscTen BwiNOAHATE QVCTAHUWMOHHYID paboTy a
TEHEHWME HECHONBHME MetALas. KoMNaHus HE HeCaT OTHETCTBEHHGETY 38 packodi, yueph |nis yDiTed, Bamesesiuniua wa
NPEspalesUa yuacTie PaboTarEs B GUCTaHUMOHHOR pabote. JasHeld A0KyMaHT He ABNSETCA ADTOBOPOM O HABAME U HE
MOHET TOMMDBATLEH KBK TAROS0A.

Boauarpamossdmne

Pabousa Hace, ceapryvpoqHan pabota, vagbaerd 3a paboTty 8 HOWHOE BpamR, otnyck PaboTuue comaced © Tam,
Yo pafoqse YAk, HOMMSHCAUMA 38 ceapxyposHy paboTy. Hagbaske 33 paboTy B HoYMOS BpaMA B padwe ormpcxos
EyayT COOTEETCTEOBETE YOMOBWAM, COrMAcoEaHHEIM MaDy Padormeon M KoMnakWed,

OSopygoBaHMe ANA AMCTAHYMOHHOID NPHCYTCTEXA M BCNOMOTaTensHoe obopyaosaHme

Pafotiie cornaced © TEmM, 470 MENoDNLIo8aHde 0OOPYQ0BaHMA, NROFPaMMHLIX CREaoTe, SaHHsEX W Mabany, npe-
ACCTRANASMBIE HOMNEHWEA O0A WCNRONL30BEHMMA HA OWCTaHUMOHHOM pafoden MBEcTEe, OrpaHMHWBRETCH NOMHOMOYHLI-
MK MALAMA B USMAX, CBAZEMHEIX © OWaHScom, BrACHaR camoobpasosanne, obyyesne M BenanHers aagaqun. Pador-
HHE HCNONL3YET TEnBEOMMYHMKBUMOHHOE 0BOpYO0BAHWE CTROM 8 Danoess Benay. KoMnasus He HeCeT HHKAKOR OTEET-
CTEEHHOCTH 38 PAtH0gbl HE SHCTAHUWOHHYRD CEAlE, NOHECHHHLIE CAYHALMM NEY pEboTa B Ne-HBX LanAs.

Komnampn no cobcTREHHOMY YoMOTREHAID MOEET PELWTE 80npos NpHoBpaTenrs oDopyO0BaHIR W COOTBETCTRYIG-
LUMX METEPHMANOE ONA KChoNE30EaHMA PAaDoTHMEOM NpE BeINGOMHEHAM QACTEHUMOHHOR paboTsl mnM paspewETe Bonone-
zopaHwe obopyaoaaHnA, HExXoQAWSEA B coboTaeHracT Pabordissa. PalweHws, KBCarmWeacs THha, Xapakrepa, dmHe-
LUMA WMWK KE~4ECTES SNeXTPOHHEX BNNApaTHbIY CpEgoTe (BXNKHER OMNBTE0ER, HExchl, BHOSOTEDMMHEMSL], NHHTERkI,
MEOSkLlL, APOLEGCOpEl QaHHEIX W ApYroe TapMHBansHos obopygoeaHWe, HO HE OrpaSHMHMBERCE WM ), NPOrpamMsHGorD
ohecneyaHnA, JaHHEE M TENeoMMYHHESLWORHOE D 0bopyoosasrs (T8, TanafoHHbE MHMR), OCTASTCH WEKNKHMTENRHD
B KOMOSTaHLME KomnaHwi.

PawsHWe 0 NEpEMEBLLEEHNN UMM NPeXpallSHIE MCNONe30BaHWA Tavoro obopygoearma, OaHHB WanK nparpasm-
Huld CPEOCTE OCTARTCH MOHMIOHMUTENEHD B KoumneTesume Komnadud. OBopyoopadme, npwabpaTadHos ane wenonsanesa-
HuR PaboThumuon, octaeTod coborsesHocTe KoMmnaduy. KoMnNaH@UA He HECET OTESTCTEEHHOOTH 38 NoTep, yileph wnw
Wanoe OhopNoBaHMA, HEXOAAWSMEA B cobcTReHHOcT PaboTHuka.

Paborake chpagenseT pabodes MecTo B NoMalEHEA 08 QHETAHUMORMHOM MPUCYTCTENA © UaNsE pazme I sHIER 1
yoTantssn 0DopyaosaHMA, KOTopos ByosT MENonNe30eaTeos 80 BpaMA padorw. Pabotirk QonssH nogasp®usars a7o
paboysse MECTD B COXPAHHMOCTH W TAKE 0DRCHEYHTE 33Ty OT puceos choR W gpyme onacHoSTed gnA Pabothkka |
chopyaoBankd. KoMiadkA aormiHa 0aobpute nomalaiue, selbpadHos 2 kaYecTBs QWCTaHURORHOM paboHero MecTa
FPaboTrvea. M BHECEHNY ESEM-NID0 HAMEHEHHA B NEPROHEHANRHDE DACHONOHEHWE ANRAPATYPE Ha paboden mec-
T8 W HACTPOWRES TENSROMMYHIRAUMOHHOM obopyooBaHun KomnaHwd pacxoas HEaceT PaboTHHE.

PaboTHle cOrnacad o Tes, 410 KoMNasus MOoseT NocallaTs QHCTaHUMOHADE pabodss MacTo o Uenois onpagens-
HME B0 BE30MACHOCTH M 3AWALIEHHOCTA OT DUCKDE cD0A, B TAKKE ONA TaXHMHEcKHD COCMyHMBAHIA, DEMOHTA, WHGNEK-
TMPOBAHWA MK MALATHA REARKGWErSER cobDCTeeHHOCTEED Homnammy obfopygoeanva, fporpasmmbs: CpeacTs, OaHesx
wins pacypooe. B cry4ae HeoBrogrmocT cysebHOM Npouecca OnA Bo3spawaqsn oBopyoosaHan, NporpammeEsLy CoeacTs,
SHHHEE WHMnH pecypoop B cobcTEaHHOCTE Komnadien PaboTHMe Cormaced onnatTe BCE DECHONLI ND BESHM Npoysces,
noHaceHHks Komnadwed, Bkmoqvan annaty opectd, acni KoMnaHwA BEMIpasT npouscc.

B criy4ae choes & pabote MK HEWCNPABHOCTH 0BopyaoBaHA PaboTHHE COMACEH HEMEANEHHD YEEOOMHTE How-
MAabMe0 C UENeH OOy WECTENSHMA HEMEONaHHOM DEMOHTE WK EaMeHs Takom obopydosadwa. B chyyae jagapsmd o
PEMOMTOM WM AEMEHOH MNd BOSHMKMOBEHA Mobend apyrux OBCTOATANLETE, NpW KOTOpLE PADOTHWE HE CROMET Banon-
HATE AHCTAHUMOHHYS paboty, Pabotuwr gormke BuliTh MOToe K TOMY, YT0 By MOEeT BulTh NOPYHEHD BEINOAHATE OpyIyK
paboTy Wivne oH momeT Beite NBpaeasH HA APyYroe pabogyas MeCTo no youmaTpedHsn Komnass.
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Ocsalnedws, oboTanoseka, ofopyoosande 0N oXpadkl OXpysE0Wed cpais W oDecnaqaHMn BasanacHocT™ BuiTo-
B NPUOCPoE, RENAWMESR CONYTOTEYHMLMMI ANA HCNONEYVEMOrD 0B0pYAOBEHWA, NPOMPEMMHEX CPSOCTE | pecypoos
FomnaHu, on#Hsl NPUMEHATECA MO HE3HEYEHKK M NOOOSPEUEETECA B Bes0nacHoM COCTORHMW, W BuTe 3alMuiEH-
Hilk o7 gadeston ¥ pHocroe choR.

PaborHne Cornaced © Tam, 470 BOCE JaHHRE, NPOFPaAMMHBbIe CpaqcTes, obopyooBaHMe, MOWHAICTH W Pecypthl,
MpMHSANEHELMe Komnasds, JondHe DeiTe QormiHbiM 0Dpasom 2alWweHel. JasHeie, nporpamsHee cpegores, obopy-
OoBAHWE W pECYpow, NPpUHEgnEsawpme KoMnaHKug, HE JOon#HE HCNONB30BATLCA ONA CO30aHWA NporpasMMHbly CpEagore
A NeHER DadHHmx Padoriuea. Pabotiue porsd CoQneogaTe B80S NOMMTHEY ¥ pECNODAKEHAA KoMAaHWM, Kacasum-
BEA KOHBNEETa WHTEpScoB |1 obecnaveHA KoHEWOoaHUBANEHOCTH. JToDEE NporpamMHmE CpegoTRE, MADSeNWA 1Nk OaH-
HbI8, COAAHHLIE B peayibTATE CARISHHOW € OCHABHOA PaboTon DeATanLHOETH, ApMBEANaHaTt KomnaHul 1 goryHel
MPOW3AOOMTECR B yTEEMHOSHHOM GOpMaTe M HE YTESpPOSHHLIX HoouTanAx. PabBotsue cornacads o Tes, 410 No oxoHY3-
HHM CpoxE paBaTe MO HAMY OH BOSBPATHT KOMNEHMKA BCE, YTO NPUHAONEHAT M.

OTEETCTREHHOCTE 28 Yyl ph

PaboTHHE GCEafomneH O TOM, YTO HECET OTEETCTEEHHOSTE 38 BpEd, NPMYEMHEHHBIR TRETEHM MELAM KWANH “raHam
cemMbd PabotHHea B nomewaHde Pabotadea. Pabothur cormaced arpasaats | 3awhumate Komiarsdss, s dandans,
COTOYAHWEDE, ROAPADHEOE W SreHTOE oT NOOBIX BOKDE, NPEEONPUTREIAHWA 1 OTBETCTEEHHDCT (BHNEHER CEA3EHHLIE C
ATHM MOTEDM, PECKOAR, WAIOEPHEM W ONNaTy KpUCTO8), BO3HWKWLKXE B cBRM C mobeie Bpagom (BNNOTe S0 NETAMEHOMD
WMCXOOA), NDHYMHEHHBIM NEEA MM COBCTBAHHOCTH (NPAMO MY KOCBEHHD) YONYrame, NpajocTasnsembiMg 8 cHny 0aH-
HOfo goroeopa PabothHimon, B pedymeTaTe HebpemnocTy PabotHued, e XanatHelx QelcTerd WA HegocMOTRE NpK9
BELNONHEHM oBR3aHHOCTER ¥ obRlaTanscTe PaboTHsa 8 COOTBETCTEMM C AAHHbIM SOMCBOpOn, 38 WOEMYEHWEN CIyYaE-
©H, BEOfO0E 3TH MoHM, NPEE0NPUTRISHWA W OTESTCTESHHOCTE BOIHHEEHT MEKMHW TENEHD M3-38 KRpaiHail HeDpetHOCTH WK
COIHATENEHOID NPOABNEHWA XANSTHOCTA GO CTOpoHL Kamnadmw,

MNpovwe yonoawa

PafoTHie COrMEceH yHEGTEOBSTE B0 BCEX MCCNEA0BaHMAX, ONPOcaEY, OTHETax W SHANWAEY, CARIaHHLS & OMCTaHLM-
CHHLIM MPRCYTCTEMEM, NPEAHSIHaYEHHEIX O KOMAaHMK, SRNOYER onpotk, KoTopeE Padotiie MOMET CHMTATE NHUYHE-
B WM EOHEHSBHUMANEHLIME. HOMOAHUA COMACHA © TeM, STO WHAHBHAYANLHLE OTEETEl PaboTHHEE S0NKHE OCTABATE-
£ AHOHHMHEIW N0 NPocsie PaboTHMES, HO TEKME JSHHBIE MOMYT Bbite COBPaHE M CTATE ADCTYNHLIMKY OBWECTBEHHOETI
Be3 uoaHTewausy muocTn Pabotarea,

PaborHne ccaggomnaq, YTo obRzad cobniogaTs BCa NpEEMNa, NONATHEA, NPSETAYECEHE NPUEME 1 YHEIEHWR
HomnaHuM 1 YCROBKMA O3HHOMD OOMBORE W HAPYLWEHWE 3TOM MOEET NPUBESCTH K 3AnpaTy HE QWMCTAHUWOHHOE NECcyT-
CTEME WHMH OWCUWMNAMHADHOMY BILCKAHWED, BANOTE 0 yEONbHSHMA.

F nogrespEnan, 4T0 DIHAHOMMNGA © GaHH=M 0MOeopos W ard copspsasdan. H nogreepoidan, 41a MHe Oena
NpEgocTaAENaHa BOAMOMHOCTE DAHEROMWTE C OaHHEM OOMOBOROM MOS0 AJBOKSTS NEpan &rd SAKmOYEHAEN.

Mognuce Pabotrues
Dara

OWETAHYHOHHDS NEKMCYTCTEME Nk pabota B xasom-nwbo apyroM mecTs, HANPUMMED, HE DOoMY, AENABTCH TRYOOEOR
OEATENLHOCTEE, NPEE0 HE BOTORYH NPEAGCTAENRASTCA HEROTOPLIM PaboTHMEaM My HANWYWK B38MMHOR BeIFOOE QR
Eosriamue w atve PabotHukms.

OucTaHyMOHHOS NPUCYTECTEME — 3T0 HE NOMyYeHHE Sox008 paboTHHEDM, 8 aNsTepHATWEHLM METOS YA0ENaTaope-
HUA NOTREBHOCTEA gaHHoR Homnadud. ¥ PaboTHesa HaT NPasa Ha QUCTAHUMOHHOE npUoyTeTene. KomMnasus somear
SHHYMWPOBSTE JaHHOS COrMawaHWe 8 mobos spanA.

Huze mpeseisHsl YOROEME QBCTEHUMOHHON NDUCYTOTEMA, COMMACOBIHHEE MEEOY HAOOMHEIM D0OTHHEOM W 8
HEYAMEHMEOM.

PaboTiie COrMaced BEMONHATE CREgyiuss HOpssl M TpeboaaHuR:

1) PabotHak GypeT ooylScTenATs ApHcyTETEHE OHER B8 KBS,

2} Pabowwie yackl chysalErd ByayT ey,

3} Hitke NpHBOAATEA J808HMA, HAD KOTOpwIMM ByayT pafoTars cNYHALLME HA AHCTAHUMOHHOM pabodsanm Mects o
NpEananarasMbildy GaTAME NOCTIEHM:

4} Ha prcTaHywormom paboyen mecte Paboryves DyoeT nenone3nBaTeoA Cragy iowss oiopy 0saHne.

5} Huse NpHE0gETcs COMMAEcOBaHHBIR MEXEHMIM ONEpHpOBaHHe TenadeiHHBIMIE 3S0HEEMH HAOOMHEIM paboTHMH-
EOM © OBCTEHUHMOHHOM paboyvsio MecTa no ganam KomnEHmu:

G} Paboywwa cornaced monydYats of pEcypckl, AnA pabotel B ANSTEPHATHSHOM MacTe,
HAMNWSHLIE BRINMTETH 33 PECYROSH, MOCTORHHD NPEOCTABNEHHES B odivce HomnaHs, obbiHHD HE BOIMEaEITER.

T O Pabothuea TpedyatcR paryRADHDS MOCs L HMe UEHTpE ONA NpososOsHR
CEyHEHNA W YHACTHR B COBSLUAHMAR © PEDoqEn rpynnoi 1 HEMENBHAEDM,

H oarammunos ¢ NpegecraBnEHHbIM BeLLE MATEPWANDM © 00 &nd yHaSTMA 8
nporgase Koumnasiin g QUCTAHUMOHHOMY NRUCyTCTEM

Oara Mognuis MHCNERTORa

MpueegeHHLIE Bt MaTephan Gwn obSyeaen co MHOH

Oara Mogrmmce PaborHeka
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NMpsinoxenns B
({cnpaso4yHoe)

MpuMep adanyza Ge3oNacHOCTH Bad-capEHCOBR

B.1 MeToguwdyeckme nogxonkl K aHanuay Ge3onacHoCTH

B.1.1 OGaop

MooobHo NoAETEEM, KOTOPEe MoMyT Dule BRICOROYPOBHEELIMK MMM KDERHE OBTAMAMADOBEHHLIMKN, BHAMWE Pre-
KA romeT ObiTe OCYLLECTEMNEH € PAINMHHEME CTaNngHAMY OeTamnmzaguy. B HacTorwes nogmyHeTe npagoctagnass ob-
CYEASHNE BECONE YPOBHER Bab-CSpaNCoR. HOBOW TEXHONOMH, KOTORAA WMMESET IHEYEHWE ONA MHOME BOMOEHMA,
NPenocTaEnALME GUHAHCOBREE YENYTH, ¥ QDYIME KOMNAHAE, Jenonbayeoues MatepraTt anA Beaneca. JasHLIR npusap
BHANKIA ABNASTCA MNNOCTPSTHEHLIM KM HE AON¥EH PACCMATPWEASTECA B ¥AYBCTES KOHEPETHOA pHEROMEHOALME SNR
oBacneseHns BasonacHocTi. K3k OTMEY3ETEA HI NPOTREEHEM BOSMD JAHHOM NPWMEPa, A0SR OPraHdaauns goneHa
COCTASHTE CBOE cOOCTEEHHOS ONPEdanaHte pHUoKa M DE30NaCHOCTH HE OCHOBE CBOMY KOHEPSTHLL NONUTHE U noTpebuo-
cran Buadaca.

Beb-capiuisl RAMAKTEA OBLMM TEpMHOM OMR MEXAYHAPOOHLE CTaHgaptos, copMypoaaHHeE Ba Baza AL
ANL, woTopem NO3BONAKT HOMALETAPANM OBMEHHMBATEEA ABHHLIME M BRENOMHATE Guasac-dyHawd 1 oneEpag|y Japas
Wutepder. OososHeE @yaigun  sab-Capsncop  nOSBonss0T COsqasate MHGOPMALMOHHEIS YENYHE SOCTYNE § apyham
KOMNBEOTEPaM, e BUaVankHd, “opas Opaysaps. Beb-capenckl ABMROTCR JOCTATOYHD MOWHEIMK 1 CRocoBHLl obeome-
YHMBEETE BISMMOOSBCTEHME BHYTHA CHOTEM, NOGPAZNENaHHEA H KOMOEHMA,

CEHOBHLIMN ROMBOHEHTaMY BEE-CEPBNCOR RBNAKITCA:

- CEpESp NPHACHBHEA, [0S PAIMEWSSTCR capasc (T &, @8 doyHilroHapyeT MO cepeepal;

- HHTEpdEHAE ceparca [HaCTO OMMCLIEASME Ha Aasike seb-cepawcor, WSDL);

- XPEHIMALLE AaHHER WTH CIRES0UHAE © OnMcasnan weTephaica Ha WESDL, yrobsl KNMesTs BaS-Cepancos Mormim
HARTI (W MCMONL30BATL) wHTapdeRc;

- KNeaHT 2ab-cepaucs, #anaouwd Bonons308ate eeb-capanc,

- ApOTOKGN CER3W (MPOCTOR NPOToRON QoCTynE B obbarra, 7o &Te S0AP), NoIsanAMe ERvedTy eeb-capadca
COWATECA © CapEHCOM,

CylwecTayeT Gonblos SHond conpaseneHsAs Tor, §To CoCTERMAET Bel-cepant, HO 0bbMHD abWEnpMHETEIM ar-
pEOBMEHHEM ABMABTCA WHIOPMALWORHER YOMWE, PackpeBaLan widopmagks wapaa SOAP crangapra WaC [20].
ErsedHtT weTepdeitca SOAP porfeH 3HETE, EAK NONYHWTE QOCTYT K 3THM BHOOPMALWOHHER yonyrar. DaHHsIR QocTyn
MOXET OIWCLIBATECA B hopMaTte apyroro cTadnapra W3IC, saeika ommcadun seb-capevcoa (WSDL). Coagatend capad-
coi Ha Gase SOAP nyBnesyiar deaine: WSDL.

B.1.2 BezonacHOCTL Beb-CEpBHCOB

Mp oBacnevyaHry 0e30NacHOGTH BE0-CAPBUCOE HEODXOMMO PECCMETPHBATE CEPBED NPMNOHEHMA, NOOOBHH-
BAHILMR CEpPEND, HMMCEHWE CEPEMGA, XPESHMINLE COpEMCE, KNMEHTA. HENONbIHIWSD CApEWS, W NpOToRON ceRsM. Pai-
Ni-HLKKY NOCTaplHEaM Deing paspaboTaqss CTpyrTyYpa De30nacHocTy peb-capekcoe W pAL chaywdrrauHn. Kpame
TOM, MOHHG HCNONBI0BATE YHHSBPCANLHOR pallsHWe Npobnemel sef-Be3onacHocTd, S5L anA 0BBCNeYaHHs YacTMy-
kol BazonacHocTy seb-caparcos. B HACTOALEM NOgnyHETe oboyas0Ton AoNonHUTENEHBE NoapoBHocTe obecnagsea-
HHA BazonacHocT eeb-capawcos.

B.1.3 CtangapTel Ge30nacHoOCTH

Danne SOAP w WSDL npegocraensmns cobol onucadws npauenyp obmeda coobusHusmMe W NpefocTasnaHis
YEMT COOTEBETCTEEHHG, KOTOPBIE SOMaHE DeiTh J8WMLEHE A Kaskgon M3 BH3HSc-yoryt, B HOTOPON OHM MCAOMNLEIVITEA.
DOHas0 B HACTOALWESE SPEMA OHA HE HEMANTEH COBBPLWEHHER CREACTBOM 0BacneBHEA BENocTHOCTA SaHHBN, SYTEHTH-
FHAKBLMK METOSHUES WKW YOyT 0DemessHMA KOHEROAHUBANLHDETA ANA NRPAN0HEHEA sab-capancos. DniasTor NOAB-
NEHHE HoBLIX Tpeboearvi, a afn SOAP umesT CTpYETYDY PECWHPEHMA, NPEAYCMaTPHEADWY D S0088N0HME INSMEHTOR
DE30NACHOCTH W NPOTORONOE 8 CTAHQAPTHI0EaHHoM Bige. Hvea mprueened obaop HeEROTOpEX CTaHaapToR DeaonackHo-
CTH, CEAZSHHER C 280-copERcanMm.

Hakls pazmaTsd CHCTEM rapaHTHpoeaHHoR SeaonacHooT (SAML) ohpeganneT OCcHOBAHHYH Ha Rawike XML crpye-
Tvpy obmeda vehopragren no obecneye e DE3I0NACHOCTH, BHDENEHHON B BUAE YTESDMOEHHA B OTHOLWEHWH NOMHeEc-
HOA BOMHMLEL, MMEOWSER TOKMOSCTED B HEXDTOROM OOMEHE DE30nacHOCTH, 3TH YTBEEHIEHNE NEpagEnTeR B coobuyeeu-
RX JAMPOCA W OTESTHLL coobwetmax Ha SAML. OBmen wethoprayrer no oBacnedeHn0 DE30AACHOCTH NPOVMCXOANT B
thopse yreepugessd Ha SAML, & poTOpex MOMYT NepedaBaTecd NOAPodHOCTH O NPaibUyHE CODLITHAY ayTeHTrguKa-
LMK, BTREBYTAX “8n0Ssqvecinx MW KOMNbKTEpHEX CYBLEKTOE M PewsHmay O CAHKYWOHMPOBAHMK, PAIPSWAKILIMY MK
sAnpewaniyny CYBLarTy A0CTYR K KOMALKOTepHEM pECYpCam. Pazeutiee SAML TWaTENsHD KoHTPONMPYETER NPOMBILL-
FEHHOOTEED, TEX K&K B NAPCNSKTHES OH MOMEBET CTaTe CTAHAADTHLIM CREOCTEOM NEPE0sdd PETUCTPALMOHHOR adiopra-
LW OnRA sab-cepancos, otHoeanHelX 1 SOAP. B machoAwes apamA ¥ SAML cywectayaT onvcadea S0AP

BeaonacHocTs ash-capevcos NpeacTaansarT cobol Npegnarssmyl cosoyrHoCTE paduwmpadnd S0AP, Gnaropaps
HOTOPOW AnA onapayul Bab-cepencos obecnerMBaATOR YBENOCTHOCTE M ROMGIMOSHLMANEHOCTE. Lanes GazohacHocTn
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pab-capencol FENRSTCA ODSCneYeHwe UENOETHOCTA W KCHOMOEHUMENEHOSTA NOCPpagoTetm PEchpocT paHEHWA Mapse-
po8E 4ocTYna, LenctTHOCTH W EoHPROSHUMaNsHoCT coobweHwd. MNpegnaraesman somnasuary Microsofl w IBM Beao-
MACHOCTL BRb-CapEWcOR W OTEETCTEEHHOCTE Nepewna K DASIS [oprasMasduim No NpOOBMHaHnio CTaH0apToE Ans cTpyk-
TYPHpDEanHor HEopsausn).

Usippoearme Ha sakea XML senmetcr cregywdmcaumped WAC 8 dopaats nepagaus mahopaaume Ha sasiea XML
METOOOM CTaHgapTHOM Wwwdgposanua. WedposaHwa Ha XML faat eoamMasHOCTE WikbpoBaTe W gewmdipoRaTte Ludgpo-
BOE COOapHEHEE, BENKHAR B cala cam pokyMesT Ha R3siie XML HE sanemesTHOM, & He arpubymiesom ypobss. Cneusdise-
KAUME TAKsE NOEIBOMAST OCYILECTENATE DE30nacHy napasaqsy MupopMaygWE O KNose ns gawshposasds co0spEasis
AoeyseaHTa HE XML nonywaranes.

Magnmck Ha sakike XML AsnReTeR NpossTom paroseHdauEy obbeguHersoR rpymnel IETF (mpoSnamaol mynne
npoeETHpoEadER MatepreT) 1 WIAC Mo npegcrasnadien pHBopMaUEe o uadpoeol NoanMcd B OOHyMEHTAX HE A3k
XML, Mogrmcw Ha Azkre XML cbetnsusmBainT YenocTHOCTE, BYTEHTHEMKBLMD CODTLLEHMA WIANN Yoy No By TeHTIdImsE-
LW NOONUCIBWEro MMLA AN8 SaHHe 0o T, pacnonoxeHHsx 8 XML, sosovawen g ceds noganwce, Mnd e
Apyros mecTe. MNogidcs B3 A3kke XML ABNAETER OCHOBHEIM CTAHSAPTOM, HE EDTOPLIR OSETCA CObLINKE B Opyiux cTaHgap-
Tax BEAONACHOCTH, BKNINHAER WHPPOaaHEe HA Aasme XML, SAML » WS-Securily.

Liberty Alliance Project ABNAETER NPOMEILLNEHHER EOBCORUMYMORM, SO03MMSENASMER EPyTHBIME DHpMans, npea-
HAIHZYEHHLNA ONA COBMBOTHOMS OTKPETOND MINONE30S8IHMA TECHONOME HHTSMPUPOBIHHOR NOeHTHHROCTH. MHTarpupo-
BAHHEA MOSHTWHHOCTE NOIBANAST NOTEE0MTEND MCRONB3OEATE OTAENEHYH NPHMIHAHHYED WIAHTWSMHOCTE B0 MHOMX Opra-
HH2AUWAY. 3TOT NOTPEDWTENE MOMET MONONEI0NEATE TV XE S0eapaHHyy MHEOPMALMD 0F MEEHTHUNHOCT 8 PyNne pai-
NW-HEE OPFEHM3ALWA, W 3TOMY NOTPeDUTEnD HE HARO NPEdCTAENATE HOBYED MOBHTHYHOCTE, MAHOBTE MOeHTHDHEALMM
COBCTEEHHOCTA.

Pachpagenedws knecqed #a XML — ato cragudmrauys npotorona WaAC ans onmcadHss v peracTpauys oTepkIThL
EFH4EE, HOTOPER MOMET HCAOMNLI0BATECA GO cnaundMzaunaMe nognucy B wkedposadks Ha XML Pacnpeganssse
EreHed Ha XML AenReToR Bepored cragudraianEn 2. MHCTDyMEHTEMNEHEE CRERcTES NG pacipansnsHidn Khsoqed HMe-
HITER ¥ PEINHYHBLE NOCTABLMEKDES,

B.2 CramnapTe Beb-cepEdcos

B.Z2.1 0Gzop

CraqnapTel OnA eef-capemcos NOCTORHKD COBSPEHCTEWVOTCR. TPEMR TMABHLIE NDOUSTYDSMN, OONONHARLAMS
OCHOEHLIE CTAHOaPTE onepauwd SOAP, manmoTcr: obHapykesMe cepercoe, obecnevgHWe Ga30nacHoCTH W DHaHec-
mpousct. JCcHOBHBIM CTAHGAPTOM NowMcka cepaucos cny=adT UDDI (yHusapoansHESA CetTeMa NRaaMeTHon: GiMcaHEn »
MHTEMPEWHH ), CNHCLIBAKIYEA, EAK WsHTpaNnsEHOE padunmie Gannos WSDL 8 OTHDEITOM WM YACTHOM WENONHSHHK
MO3E0NRET NOMLIOBATEMNAM HIXOOWTE ¥ SXTHEXMIMpOBRETE CapBvckl. CylecTayeT BONLWOS YMCnD MENONLIYeMbL CTaH-
Oapros BescaacHaIcTy gnA OBEcngqYEHA YoMy N0 ONpensnaH e ROANHHHOCTE, WwdpoaaHWD, NOOMMCIHW 1 Y TEE[H-
DeHWEH HE YyPOBEHE NONL30RATaNA W cooblwehma. CraHgapTel DHaHEGC-NPOUSGCa CEAaHE © OTEATOM HA Bonpoc: «Kak R
ofeaOuHAR CepaMCEl GNA CO30aHWA WeNoETHORG NONe3sonD npouscca BMECTD ANSMeHTAPHLE PYHELWAT

B.2.2 BHeapaune

Ona sragpaqer eab-ceparcoa THEDYETER MEVERME DHCHS WM YIPo2, © KOTOPLIME STaMKMBAKTeR Beb-caparckl, 1
mep GEI0MACHOCTH MO YMBHLLIBHWE 3T Yipoa. [ns Tasoro avaniaa #ecbxognMo paccmoTpams 0By Mogans asb-
CEpPEMCOE, NPEOCTASNSHHYD Ha pUcyHEE B.1 ¥ oTHOCHTENEHD npocTor Beb-capanc [W51), s0Topsil wCNONL3YaTCR KNK-
SHTAMM BO BCAH CETH OpfaHM3agwH. Ha pecydiee B.T nNoxasaqo, 4o $eTe=ps KNHeHTa MonyT JanpawuesTe yonym eeb-
capawca WS1, Heofxoowio oTMeTHTs, YTO 9TH KNWEHTE MOoMyT DulTe Taoke sab-capavcamd, Tamim obpazou, seb-
CEpSMC, NPEJoCTARRAKLMA KNWEaHTY yHIRMWOHSNEHLE S03MOMHOCTH, MOKET CaM OSACTE0RETE K3K EMWMEHT, 3anpawM-
BAHMUMA YEAYM ¥ APy ron CApEMca © BaNsE ooylecTansHMs coboTReHHL EvHELWOHANBHER BOaMOsHOCTER. Hanpumep,
eab-CEPBME WNOTE4HOMD HEANLEYMATORES MOHET 38BKCETE OT Bed-Capesca onpegansHiA CTAB0K 8 BONPOCS NPpanocTaane-
HUR PLMYTA N0 PECHSTY MECAYHLE NNSTEHBA.

Bogrosba, 4To ENWeHT 52 pacnonoeed Ha BNAaKaiwsil CeTaEnd WHHE, B ToM Ha MHPODMALMOHEOM USHTRE, YTD
W WS1. Knwadt 53 Takee HAXOOMTCA B0 BHYTDEHHOM COTH KOMABHWA, HO MomeT GbiTe rOpazno Jansws, HAanpumeap B
dmnuana 8 apyio ropoge MhW 8 pyroR CTpade. Kreedt 54 H3xoOMTeR B JaMUNUTapHIcBaHHOA 30H8, CORgMHERHDN ©
FHTEpHETOM, ¥ MMEBET ONPESEneHHLI YPOBEEHE CEAAM C MHTEPHETOM W BHYTPEHHER CETRID HOMNEHWM. Hakodad, knwaH-
Tam WHTBPHETE, TAKMM KEK 55, BOIMOKEH ADCTYN K BHYTRaHHEMY CRpRICY THNa WS1.

B.2.3 Obecnevwenne Ge20nacHOCTH

B otHowsaHvie obwsmx yrpo: Tpebosasws BesonackocTy ons eed-copewca W51 obemmo moryT BuiTe cEE0EHE K
HECEOMbEWMM EATEropusmM. Bo-napesix, cylscTEYET HOHPMBEHUNANEHOCTE BEOOHL JaHHERX B 3anpose yomyTie B xodcu-
OEHUMANEHECTE BREOOHEN OaHHLR, BOIBQAWLSHOLIMECA £ KNReHTY. UsnocTRocTe koHEMASHUMENEHEIE OAHHEX TAHE
REMASTUR NPSONONSraes=n W nogpasymesasMeid Tpebosarien. Bo-atopi, CylLEcTaYeT ayTeHTdiMkaLuA 1 a8To-
PHIALMA 3SNPOCE KNAEHTA, yAOCTORERSHWME NUHHOCTE EAWEHTE ¥ NPEJOTEDAWS0LME HENONEINESHEE CAPEWES HE-
CEHELMOHUDOSAHHEIME KMWeHTaMe, Harosay, Y8cTo SYUacTeyT HeRoTOpeE pErveT pauMorHss Tpeboeaqun, nossons-
FILME PEHOHETPYWMPOBETE ONSpaUMl ¢ JeRcTEMA No Tpaccupoakes. [nA HesoTopwy Be-capedcns MOryT CyLUEcTE0SaTs
TpeGoBaHMA UENOSTHOCTA anHel Gas TpebosaHmd koW OEHLYRaNEHOCTH.

Xoma rpebosaqns BasonacHocTh anA WST RENRKTCA MPOCTREIMEK, NPOLEcs MPEHATHAR DEWSHMA MOomeT Beite go0-
BONLHG ShomHER. Hanpusmeap, npogecs Bazonachol Sy mTeHmidEra0[n Mexagy xnHedTos seb-capadca » cepaspom Beb-
CEPEMCE MOMET DCYIUSCTEMNATECA © NOMOWLI MEE0NeE, copTudmEETOR M, BOIMOKHO, ADYTHMME METOOSME. XoTH CSpTH-
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ikaTe NoaTeepEaanT TpabosaHrn DeIonacHoCTH, OpYIME GyYHELMOHANEHLIE CBOACTEA capeapa — erTManacTs,
BepaEHMBEaHME Harpyz, obpabatia oTEaza — wOoryT Oenate WX BHeOpasde npobnamatudiem. B apynae cusHapiax
MOKET ObiTh ADCTETOMKO NARONER, HOTOPLIE ABMRMOTCH MeHes DeIonacHbIME MDY ONPedaneHHER OBCTORTENLET BAX.
Hanpsirep napony, NpOXo0SLME YapE3 NaMATE MallMHESl, BOrYT 0bechiaqrBEaTe JOCTATOMHYED DE3ONACKOCTE ONA KNWEH-
Ta, ohpawanwarocs K aeb-capency, paboTaowany Ha ToR wa annapatype. Ecnwm kmmewTs sed-cepenca pacnonara-
HITER ganblUe o7 CApeHca, 1o MofyT noTpeboeatecs wwppoBaHHes napony. NMapon MoryT WwhpoBaTecs Ha Nnpaknag-
HOM  YPOBHE © MOMOWLH STaHgapToR GelonacHoETH Bab-capawton, Ha TPaHCNORTHOM yROBHE © NoMowe S50 wrm Ha
CaTeRoM YpOaHE © wonomsaoeanvenm IPSEC [npotokona BeaonacHocTk IF). Tpabosanuna obecnevenmn kondwoesUmM-
ANGHOCTH BXOOHLIE M BEXOOHEDN OREHHER MOTYT BHANOMMYHEIM 00pa20M BENOMHATLCH HE NPMENAGHOM, TREHCNOPTHOM
KN CETEB0M YPOBHAK.

Knuest/

BHyTPaHHRR (33

Knuasr!
)] oo (2
54)
KrpseHT! M rerrepen- Dsmernerops-

Meusina 1 1P | 52) CE) Knuesr

®

(W&1)

Pucyrok B.1 — Ofwas mogens peb-copevcos

HeoGxogumo aTMETHTE, YT0 TPeOOoBaHWA ayTedTuHEaLrH AOpecyEOTiR KOHKDATHO KAHaHTY (ROTOp:A TakHs Re-
AASTCH NPOMPaMMHen 0DECHESaHMEM], 8 HE KOHESHOMY NOML30BaTEND. Bab-Capant MOMET NPeananaraTh, 4T0 KMMEHT
BYTERTWHRUEMPYET HOHSYHOM NONLADBATENH, WNY BA0-CaApEWE MOXET AYTEHTHHWLMDORETE KEOHEMBOMD NoOMNLI0B3TANA
NoCpascTeom MHEBOpMaLHK B8 2anpoce BeD-Capenca.

B.2.4 AvanKz yTpo3

Wipoas WS exnouanT B cels HENPaEMisHOE MONOMEI0EaHWE CAPRMCE, OTHAa3 oT OBonysHEaHHA H HECAHELMO-
HMPOBEAHHOS MCRONLEOBEAHWE capeince. B DonbWMHETES CAYHESE HENPABMNEHDE MENOMLINESHWS CEPBWMCEA BONEHO nNpE-
OOTEPALSTECR CAMUM cepBmcon: W31 qonmed NpoespRTE NDWMOIHOCTE BOSX BEOOHEDR M BRIXO0HBIX GEHHLIE 4 BLIOSBSTE
coobuedrs of owwiea, ecny faHHES BEB008-BRIBOSA BeLOOAT 38 GEMISEMEIE NPEaeNEHEIR 3HaAYaHKMA. DTS o7 obony-
HMBEIHMA MOBHO YOTPEHWTE, COINSEEA MHOMECTESHHEIE BADWAHTE COPEMCE HE PRANMYHEIX MBLMHEY, WCNONLIYE 380-
pOCE BLIPASHUBEHWA HECDYIKK B BAQWEHTAX CEDEWCA W ADYTHE XOPOLWID MIBSCTHEIE METOOR ODSCneqEeHA OOCTYIHOCTI
yorm T, HecarsUudoHUpOBaHHDS MCROfb30BaHME NPESOTEPAELYSSTCR MyTEM HAaSeRHOR ayTeHTnikangre KnisaqTa, san-
PALMEEOWEND YomTy. KOHERETHOMY Bed-capamcy MOMeT He TpefoBatec ayTeHTibHEBLYMA 3aNPOcos KNMEHTOE WK OH
ModeET TpefoBaTE O4aHb CTPOroE ayTeHTWhHCEURMK 3aNpocoE KNWEHTOR, B 3ABMCHMMOCTH OT Xapakrepd eeb-cepewca.
Bef-cepBne, Nepemallaiwl SeHeM MENOY CHETAMN, ONPedanaHHbiMK B JaNpoce, JormHeH Dume 380WeH; B NpOoTHe-
HOM CAYHEE OH NPOBOUMEYET MU0, OpraHW30ELIEEHLISE KNWEHTOE-MOLUBHHKEDR, K 3anpocy yonymd napasana gaqern
Bef-cepBne, PRCCHHTHISAELWA KDBOWTHEE MNATEMM HE OCHOBE BXOOHLIX SEHHLIX O KPEOUTE M NPOLEHTHELY CTEBO0E MO
BAENSAHOA, HE HHOSETCA B ODeCne4aHMy DE30MacHOCTH, NOCKONLKY B JRRCTEMTENEHOCTH OH RENAAETCA N0 cylscTay
HANEKYNATOROM.

B.2.5 PaweaHwkA

Pawenis no Tpefosarmnam obecneqeHun BesonacHocT sab-cepawca WST MOMYT DRanMYETECH B I3BWCHMMOCTH OT
KNWEHTOR, JanNpaluMesowmE obonysrsaHde, PaccsoTpuM chvsal, korga WS1 noggepsseasT Tonsso KMMedToe, nogot-
HB 52, HOTOPRE pAcCRONGEeHE uamHacen Brmaxo & WET. B 3708 Gnydae envEdT 1 capedt pacnoncekeHsl BnHako gpyr
K ApYTY, W BOAMOMHOCTE HECAHKLMOHMPOSEHHLIX JAMAPOCOE HA ODCAYHMBAHME MOMET DbiTh CEEAEHE K MMHWMYMY No-
CpEOcTROM TE0AWL MApWIPYTHIALWN, BAPTYANEHEIX NOHEMEHEX CETEA, BHYTREHHHY MECHCSTERRIX IEDEHOE ME¥y CEMMEH-
TAMK CETH ANK apyiad metonos. MNpagnonaras, $1o W51 v 52 J0STatodMHo ZallugeHel O BEHEWHKE CRAIEA, NOrdSHD
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MpSgnonNoEETs, Y4T9 KHOHGHABHUKMEANEHOCTE JAHHEIE W Sy TEHTHEMESUAR Naponall OcHOBLBEO0TCH NPOCTS HE WX M20NH-
UMM 0T OCTANLHOMD MUpA.

Mo meps yOanasis KNsaHTa oT sab-capawta WS 1 cnokHocTd Bospactasst. Mawgy knvadTom 53 u aeb-capancom
WS aanpockl Ha oboaymHBEaHRE NPOXogAT no GonsEe WHpoROA CaTw, OTEPREEA GONeUe BOIMORHOCTEN NPoOESpEn
aanpotos W BONeswsE ToMEH, [08 MOET OuiTh CO30AH W EBEOEH HELAHEUMOHWPOEAHHLIA Janpoc. Tagwm oDpazom, mesmy
ENWEHTOM 53 W sab-cepercom W31 Tpebyarcs QononHWTENEHEA 2alETa. KAk ONHCLSancts paqse, STo MomeT Dbits
nwdo ayrasnsimEaupa Ha ooHoss ceprmpuraTos, nwbo IPSEC mesny annapatHeiMy cpaijcTeame EnuedTa 53 » anna-
pATHEIMEA SpegoTeamd eab-cepenca W51,

Ons knwasTa 54 HEXOEOIeHUE B OOMUNHTADH0ESHHOR 30HE ODMaHMBEUMH DIHENAET A0NONHUTENBHLIE NPOoGna-
Bkl SE30nEcHOCTE. JeMAandTapHaoBaHHRIE 30HE MCNONLEIYHITEA ONA ODECNe4eHHE NPpEpLiEamE, oTgenmsowms MeTep-
HET OT BHYTPEHHME cotais, B cany obcToRTanscra cHETEME B JEMUNUTEpM3oSaHHOIlR J0HE NoOOBapranTes Gonswamy
pHCEY W noaTomy MoweT noTpabopatecs obfecnauwanme OonNoRHUTEMNLHoR SeaonackocT. One knwesTta 54 womBaiagus
BEIONACHOCTH NPUENEOHOND YROBHH M TRAHCNOPTHOM MK CETEBOMND YPOBHA MOMET CTATE NOOXOSALWMM CHoCOBos Bki-
MONHEHWA NOMNWTHE DEI0NSCHOCT OPraHuasSLMm.

HapoHay, 470 HECAaTCH JaNpocoe Bab-CepEMEOR Wi-33 NPEJENOE OPraHH3auM KNHeHTa 55, BxoqRuMe 3anpocsl,
BAPOATHD, NOTPpE0YIOT CROMHOM paweHwA. FMasHTidrEagposdan veGopmaulnd MokaT DeiTs 3alMWeHs |8 npaknag-
O ypoase W DezonacHsm 0Dp33IoK Nepedada Heped ASMUNUTapHE0saHHYD 304y, MHTapHer B eab-cepewc W51, 1au
yTohk seb-capewrc W31 Mor OnpEgEnnTE, YNORHOMOYSH AW KNMEHT 35 gnA 2anpoca Ha oBCnysMEaHME. AHAMOMMUHLIM
obpaaos, EX0aHeE OaHHRE 3aNpoca MoryT BeiTe 3awmdiposarsl HA NPAKNAOHOM YROSHE, GOHEED WkdposaqHwa QaHHsx
HA NPUKASOHOM YEOEHE MOEET DhiTh 3ABAPWEHD (KN SeuspposadHn) B JSMANATAPM308aHHOA J0HE, GoylecTaneHa
APOBEPHA C TeM, YToDe YODCTOBEPWTLCH, HNTO QAHHES HAXOOSTCH B NPEOEnay COOTESTCTEVEOLMY NAapaMaTpos, JaTem
BHUEL BRMONHEHD WMdposasie QNA Nepenasd Jadis 8 eeb-capenc W1, rga mediopmaumsA onate Dyoat gawwdiposa-
Ha. Taxum obpazos, BeCh 3anpoc eeb-cepeepa momeT DwTh QONONHEATENEHO 3AWKMEP0BAH HE TPEHCAOPRTHOM MW
CETEE0M YPOEHES ONA NPOMESYTONHOM CEPEMcE [BOMMoHHD KNWaHTa S4) B JemMHNATApWI0BEaHHORA 3008, KOTODLIM BHOSS
coanacT aanpoc sab-cepanca WS eepoaTHO HECKDNERD B MHOM opmate © Tam, 4Tobel neTepden: aeb-capanca W51
HHEOMOS HE DOOBSOrancs BOGSERACTEME 33 NpedsrnamE Oprasiaan9m.

B kpateom wanoskeHee obecnasarns besonacHocTy ped-CapaMcnE JandsTed BRSO, 4T SYIBCcTEYET MHOMD BO3-
BOHHEL KOMEHELMA Maxasdans ayTedTidmiauEy, WisdposaqHHa naponad ¥ wewhposaHiA SaHHeE, HOTOpsE oTBeda-
HOT PEENEHYHEM NOTREOHOCTAM SYTEHTHEMHAUME 1 K0HPUOSHUMANLHOSTH. CYWEcTeyaT Tame MHOMECTED MECT B THND-
BOHA CETH OOIaH@IaLME, F08 MOryT MCNONs3nsansca aab-cepaucel. Yrpoisl v Heobkoawies KOHTPMEDEl 38BMEAT OT Mec-
TONOMNOHEHWA KNMMeHTa eab-cepawts, CopBepd 2ab-CopBWca, 8 TaKes OT CETEROM TRESKTA MEHOY OBYMA CHCTaMamK,

CyletTayor Takss gpyrde poHuenye obacnavars Basonacsoctd seb-caperwcos. DYHEUHOHMPOBaHME MaEgy
HEMMEHTOM ¥ CEREESPOM SAcTd DMBAST HpUTWYECEW BEaRHEM. YETPSHEHWE OTEA33, PEABpBEMpOBaHHE, BOCCTIHORMNEHME U
BONPOCK], BOIHWESMILIEE NPW HENPeQEMOEHHLE COCTOATENLETEEN, MOMYT COSMET: HEKOTOPLIE KOHTPMEDs Bonas npu-
ENSKATENEHEMY. MHCTDYMEHTANEHLIE CPaacTea paspaforer eab-Coparoos, WMILMECH B PAANMYHE KOMNEHMAY, 00ec-
MEYABAHIT DEINWYMHEIS BUOE NOOReMEY CTAHpEpToR S5L v cTtangapToe GE30nacHoCcTA Be0-CapeicnB. KOHKDETHOE WH-
CTVMEHTANLHOR CPEOCTED MOHET HE NOOOEMHETE NOBETODHOE MCHONL30BaHWE S3L coaanta Ha OCHOBE CEPTHHMKETOR.
Mockonesy cepeap NPANoEEBHWA MOHET 0ONANATE PAANMHHBIMK BOIMOMHOCTEMA N0 OTHOLWEHWD K CTEHAADTHLIM MHCT-
EyMEHTANEHEIM CREOCTEAM, DE3yNLETATE MOTYT PRINMHATECR,
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NMpsinoxenss C
({cnpasoyHoe)

MnmocTpauwsa OUeHNn pUcKa

Tabnwuya C.1 —Dopma oUSHEN PUCHA

FAIHAMOCST D,

Pror dnranconwas
yOmTRTn

Pucs yuennoadan
NPOgFETHEHOCTH

PusE 4R
ey TELAW

MNepcasan

HoenTuduyupoeaTs ypOBSHL PHCES, BRTEHEHLWIAM M3 CREOYHWEaR YTposl

HecasunoBMpoBaHHDE DECKPEITHE, HIMEHEHWES B c H B i H L
WA paspywasiss nHopraaumm
HanpagHamepaHHoEa HasMaHeHNE Wnk paspywa- B c H B i H C
HWE WHOpMEL M
OfcyToTEME NOOSYW NNk HENPaswisHo AhpacosaH- B o H B [ H C
HEA NoaaHa WHBOpMAaLHK
Ot=aa o1 abomywMBEHUA UM YayallsHwe abomy- B C H B c H c
HHESHMWA
MNomawesra 1 0DopygoBaHKE
HMoasmisiuuposate YDOSEHE DHCEA, BRITEKEMIWEN M3 CREOYLER yTpolk
HacasruMORMpOBAHHOS PECKPEITHE, WIMEHEHHE B c H B c H c
HMAM PaIpYLWEHWE WHEODMALMH
HanpagHarepaHHoe HIMaHeHHME HMAK paapylee- B G H B o H L
HUE MRPOpsMELHT
OroyToTere NDOEYM MM HENPEEMNBHD A4 pacoeaH- B c H B o H c
HEA nogaqa MHGopsELHn
Otxa3 or obonyHMBEEHHA nM YRyOWweHwe obomy- B C H B c H L
HHERHHA
MNpunoHERNA
Hossmuduupoeats vROBEHE DHCHA, EMTEREHILLEM M2 CNEayLEE ypossl
HecaHMoBpOBAHHOS DEOKPEITHE, HIMBHEHHS B C H B c H c
MAM PaspyleHws MHEOpREaLMK
HenpegHaMEREHHDE HIMSHBHWME WK paspywe- | B L H B C H C
HUE HMRpOpMEYHA
OiroyToTere NDOEYM MMl HENpEBUNsHD A4pacosal- B c H B [ H c
Had noasHa MHGOpMELHE
Ohrxas ot obormysmBeaHEA | yxyalliaHine obomy- B C H B o H c
HHEEHHHA
CHoTaMbl CEAZN
MoanmudwilMpoesTes VPOBSHE DHOES, BETSHEHIWSM M3 CREdyLEE ypoakl
HecasEuMoBNMpOBAHHOS RECKPEITHE, HIMBHEHHS B C H B c H L
MAM PaspyLwaHws BHEOpRaumMn
HanpagHamepeaHHDES HAMEHEHHE MNW paspyle- B c H B c H c
HwE MHIpOpMEL MM
DTy ToTEME NOOSHW MMk HENPaBwisHO AnpacoaaH- B o H B [ H C
Had noaaHa Mo pMaLHE
Otxas or abormyHMBAHUA uiM YaVallsHwe abom- B C H B c H c
HHBEHHA
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Owonsiarue mabmups 7

Purck hanancosmy PrEE yeetblLands Fuor ans
yEmTHO® HpOAYETRERGCTH Py T LA o

YrapuMOocTs

MNporpammHEE CREgoTES CPBOE W ONEPaUHOHHLIE CHCTEMBI
MoaHTisMupoeaTh yPoseHE PUEKH, BLITAKROWAND M3 CRSOYRHLLEEA Y08

HeacaHkuMOHMPOBAHHOE RACKDEITHE, WAMaHEHWS B L H B o H B C H
MnK paspylwesws mHapMagne

HanpagHamepaHHos HAIMEHEHWE WMNW pazpyLe- B C H B [ H B c H
HUE MHOpRELMM

CHeyToTEME NOOSHW MAM HENPaBWALHO AApacosaH- B C H B [ H B c H
HER nogaqva MHEopMELMM

OTeas oT OBoNYHUBEHWA MNH Yxyaluedws obony- B L H B . H B C H
HMBEHWA

C.2 Onucanne TABNMYHOR (hopMsl DLUEHEN PHCKA

C.2.1 JoHLl YAZBMMOCTH

TatmMquHas Qopma oUsH prdEa npeacTaandeT cobof OoROCTpaHWwHYH hopmy, NPSOHASHENEHHY I GNA WononNe-
30BAHMA B OWBHES putka Duanec-dnHiynE. Tabnwysan dbopka BrnosasT 8 Ca6R NATbL 30H YR3BHMOSTI,

1} nepoaHan;

2} nomeweHna 1 obopyaoaaHwEa;

A NPHROHEHNR;

A4} CrCTEMBE CERZM,

8} nparpaMmMHbE CPpESCTEA M ONSpELHOHHLIE CHCTEMED.

C.2.2 NoTeHuHansHEE YT poIkl

Mag HaleaHHaM KEE0oR 30HBE YAZEMMOCTH B8 Tabouue C.1 nepeumcheHe SSTEpe NOGNaEalLme OUSHES MOTEHL M-
AnbHEE YT

1} HECAHKUMOHWPOBAHHDSE Pack[aITHE, HIMEHEHWE MW PA3pYWEHNE WHEOPManEm;

2} HeMpEQHAMEpEHHOE HIMEHSHME WNW PAIpYLLEHEE MRDODME LK,

3) OTCYTCTEME NOOAYW MKW HENPABMNSHD BOPECOBAHHER NOSaYE WHIPODMELMK,

4} oTkad o ObCAYNMBEHWA MOK VXY OWSHNE OBCyHEBaHMA.

C.2.3 ¥YpoBHA W KATENOPHK pUCES

CNpaBa or Easaon Yrpodsl NPUBEageHsl CTENEHE PHCHA B TPax KATEOpuAE — (rHAHCDERIE YORITHH, YMEHLILEHHE
MPoOyETHBHOCTH, Yuw@Eph ons panyTauad. NoreTaes, Nporpassa | Npouggypel mHsopsaloHHoR SeacnacHocTd npag-
CTAENAT CODOA CPEACTES MEHBOMMEHTE JWUCHE, KOTOPGIE MONONBEIYIITCH OPraduIaumed ONa DUSHEM M YMEHEWEHWA
Glabac-prcka. Pyck deikascossx yOeRITHOR B DA0AAK MMM ESNMMTANE OFEHM3ALWA MOEET BOSHMEATE M3-3a npohnenw ©
YENYTAmMKE, ARDODMALBOIHHEIME CHCTEMIMA WM NOCTASX0A NPogyELAd. CTEnsHs STOM pUcHS ohNpsdenseTol SacTHoE-
ThH CIYHELNY, COCTOAHMBM BHYTPOHHME CDEOCTE 38WNTH, WHIPODMBUWOHHEX CHMETEM W pabodme fpouscoos.

Prce, OTHOCAWMACE K dOXO03M, ESNETANY # GHaHeC-pamyTaUnK, BLITEXAMHLUMA M3 HEraTHEHOM ObLecTEEHHOM
MHSHAR, MOHeT BOANSRCTRORATE HE CROCOBHOCT: diMHAHCOSLE YYPEMASHEA YOTEHABMMBATE HOBLIS BASMAOCERIW HNW
YOMYM WNK NOOOepHKHBEaT: CYILSCTE0WME. PUcK MOHaT NpUBStTH opradqaayuso k cygebuomy npousccy, PisHEHCoaRM
YOLITEAM UMK gansHamwary yiepby ana penyTausd. MpogonsvTensHei pHCK ANA O0H0S08 MAM EANMTANE, BlITEEaH-
LA M3 HApYLWEeHWA Z8H0HOA, NPEBMn, DONOHEHWA, NPEANMCAHHER NPaETHHSoHMY NPWEMOE, STHHEtHHY HOPM WA W3-33
HECOOTBETCTEMA WM MOMET NOOBSpHYTE UHAHEOR0S YyUpasiase wipadas. fPasgEaHE0-Npaa0sLIM JEHENHLIM CaHE-
uuAM, HEOBXOQUMOSTY BoaMELEHMR yiuapia W noTepa EOHTpakToe.

B gaqHOM cTAHOAPTE MCNORLIYTER CAEOYIMLME CTENEHW PHCHS!

- BeCOKaR (B) — AHaMUTENEHLIE GMHAHCORRN YO LITK, YMEHBLSHWAE MROOYETHEHOCTH AW yuwepd Ana panyTau .
BLITSKER0LLME M3 YIPO03, NOABNSEO0WEACH BCNS0CTEME COOTEETOTESHHONA YRISUMOCTH,

- opeaHAn () — HE3IHSHYHTENEHEE PHUHAHCOBEE YELITKH, YMEHEWEHME NPOOVETHEHOCTI MAK YWepb ans panyTa-
kK,

- HM3KEA (H} — MMHEMMARSHAA BOAMOMHOCTE (DMHAHCOS L YDLITEDE, YMEHBLWIEHWE NPOOYHTHEHOCTH MM ywaph
ONA DEMYTELMM MM NONH0S OTCYTGCTENE 3THX NoTeph.

C.2.4 MHCTPY UMM NO OU8aHKke plcKa

Tabrwunan dopMa JAN0NHASTCER  [AyTam OfnpageneHyd CTandaHd pMoEa — asicokora (Bl cpeguars (C) vnw
Huakdo (H) — Mo e03AsAcTEMD KaXG0A EATAr0pUK YyIpod HE KA M3 NATH EATErDpUK YRIBMMOCTEN, WMSHKWME OTHD-
weHMe & BuaHec-thyHeipn. [InA OWesia ckos oprasnaayu Heobaoghmo:

- NPOAHANMIMPOBEATE JHEMEHME KEHOOH M NOTEHUMANEHEX TP & TROmqeoR SopMs OnA oUSHUWESSMON Qano-
B0 oy HELH;
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- ONPEAENATE, K88 ¥ K10 DyOST Nogsepramsts DUCEY U KEHDBA CTENSHE DMCKE, BhITEEANEND 3 E3EO0l NOTEHLW-
BMNEHDA YTPO3, ABARKIWEHACH CNEOcTEMEM KDHEDETHOR KaTerpuM yRISHMOCTI,

Mpy oNpegansHdy CTENeHY DUCKE HE cywacTeyeT abconnTHex npasun. Onpesensqye Konebadnl sanoT e
CREACTE, MEMEHEHWE TPYQOSMESCTH PA0OT W HEMXYOWME BEQOATHLIL CODLTHA MOMET NPUMHECTH IHENMTENLHYI NONR3Y
Mpr BOIHUEHOBEHWA COMHEHNE B0 BPEMA SHAMEE NOTEHUMANLHEX YTROI CNedyeT yYUTLIEAT: BOGHWEHOBEHWE HAKXyO-
Wedt cobeTeA W BelBUpaTe N waro GOnes BCORHE YPOBEHE PHCHSE.

Mpe 2anchiHasr TabmusEod opMel OUBHBA PHCKE GOCHOSH0E NpegnonoEEalde QOmeEHD IEBENoHaThecs B TOM, 410
HMEAEME ZELMTHLIE MBD HE CYLBcTEYET.

B auecTes NpUMEpa nepeyio yipody B Tabnuge C.2 MOHO NPpO3HANMIMpoBaTsE cnegyowmm abpaom:

- MICHET N MUEECTH K GEHEEHEM NOTEpAM, YMEHELEHWE NPOIYETMERICTA MNH yWepOy ONA pEnyTaumw yHpek-
ABHWR, BCM U0, BMeowss obsvieiin gGocTyn, pacEpeng BHEOpMaLMD O BawWsn annapatype |1 obopygoBaHuM (10 B8Te
CAYHIAWMWA OTAENA pAcKpLn paMBMHALMED Caldia OTnana, COSREHELYETD UBHHOSTA Mnd KoHgsgeHUsanery o Hachopa-
Lyus ),

- BypaT MM ypoBeHs YORITEOS Wik vigepBa ans penyTaume BEICOKMM, CPEOHUM MW HAIEAM.

HoantvdsuMpoBEaHHEIE yIpo3s (T, 8. CNYEBLMA OTOena pacxpeln HomOrHagus canda 0T0and, cogepsaueso
WEHHGETH MAK sosu0eHUMaNEHYED Mshoprdague ] 4onsHel DeiTs GOKRMEHTHPOBIHE BMECTE C KWONONLI0SAHHLIM FIOrd-
YyackwM obocHoBaHnENM. HeroTopeiM BazHec-hyssMAM MOEET COOTSETCTEOBATE OTBST SHENDUMEHHMOR B OTHOWEHWK
KAROE-NME0 Yo, BOAHMEILERA BCNEQCTENS HAKOR YAIAMMOCTH MW LenoR KaTeropul YAIEnMsocTen. B atom cnydEe
HEO0HOGHMO JOMYMSHTHPOBATE NOMYacKos OBOCHOBAHNE, NERELES B OCHOBS DEWSHWA, 8 GOHYMEHTEUWH — Coxpa-
HMTE B dEauna & sanonHeHH0r Tabnndeol deopsion.

Mocne WosHTEWHEUME YIpod B0aHWEEAT HEoDZO0IMMOCTE NPUHSTIR PRCEOS PW HANWHAKY COOTRETCTEYEIWME Non-
HOMOYER MO0 CMAMeHEA DICKDE. PRCEM MOryT DbiTe CMAMMSHL MEpE0aqYal pycEl [CTPEX0BAHME), NPHMHATHEM MaEp
NPOTHEOOEECTEMA B OTHOLEHMY PUCEOS (CHICHEHWE ) NYTEM NpUMEHoHWR CRPEOCTE YyNP3eneHys De3oNacHOoCTEH WiK
KHIDEMAHWA PUCKE NOCPSOCTEOM YOTPAHSHWE HOCTOMHWES YyIpod H8ped vameHaHre DuaHec-uana.

C.3 Tabnwua oUeHEW pHCEa

Ons eaxgol LaTaropue peced HeoBxoammo BECTH CTENSBHE [WCKE, CERIaHHY C EAMO0N YRIBHMOCTEHYE BLICOKEA
(B}, cpaaras {C) van Huagan (M), Moy ousHes E3E00R ETErpHe Ecks onpegenaated obwmie etk QNA KoHEpETHOR
yRaauMoCT. Mocne 3anonHaHes Tabneue G2 auBupaT Nogsoqaume cpencTaa ynpasriansn.

Tabnwuya C2— JuBHEa PHUCKE MO KETEMPERN YHIBWMOCTH

YA AEH MOt T Kareropun pucea
PHraHC OB & B s L Yueph Ofwsn pHce
A BITKR NPagyETHBEHACT I AfE penyTammme
Mapcasan
Annaparypa v obopyaosaHme
TNpynosaHns
CHCTEME! CHAIM
MporpamuHbe CPEOCTEE CPEb M
ONBPaLHOHHLE CHCTEME

G4 OnucadWe Tabnvibl oUSHEH pHcHa

C.4.1 KEpaterid obaop

Tabmiga C.3 — 7abniua cueHkd plecea BCNoNLSYETCA ARA NOKa3a 0bWwer CTaneH pHcKs ONA Kasgon yAZEMMo-
cri. B papxqed yacTd  tabnuuel nepeducneHs ThW KETEMPpHE PHCKE, 8 NATE 30H YRISMMOCTE — B NS0l koroHe
Tabiybl.

Tabnuuy ousHEr HMCES 3aN0NHAKT NYTEM  YETRHOENEHMA ODWaKW cTenedHa pHCKS ONA E3E00R 13 NRTK 30H
yRIBUMOCTER. DBwan CTeneHs pHCKE 0OMHHE ObiTh BLIBEIOHE M3 YETHIPEX YIPOE, DAHEES HOBHTH]MUMPOBAHHLL B TaBNM-
e C.1.

4.2 MHcTpyHUMA no TaGnMLe pUcKoB

B uanax obbegriHeHER pletxa ANF EOHKPETHOR EATEMODPHN CRedyeT HAYYHKTe CTEMNSHE PHICHE ONA KEHO0R YASEMMO-
cti 2 Tabnuuye CJA. B kasaor KETeropld pHoxa B OTOEMLHOCTH CReOyeT™ onpadendtse Bug ODWEHR CTeneHr pHUoxa ans
YeThipay YWpoa. B 1ahnuuy cusHiM DIBCEE 3aMMCeIBEHT CTENaHE DHCKE.

Ons yeTaHoeneHus 0DWEro PUoKE NOCHE NPOBEOBHWA DUBHKW KEXO0A KETEMCpHH PHCKE CRagyeT npoaHanyanpo-
BATE NorMYEckoe 0DOCHOBAHKME, CTOALLSE 33 CTenSHes) PUCKE, YOTEHOBNEHHOA ONA 30N yAIBMMOCTH, M OUSHWTE
COWME pHcK — Beicoraik (B), cpagHen (T} unm Miakod cTansHw (H) — one kool yeIsnmMocTi.

Cragyet YyH8cTs, 4T0 NP cnpeganesde obldz cTansHEl pYCkE anA EHOOA YAIEMMOCTA He CywecTeveT obuwwmx
npasun. DaHagE0 CRagyaT yuMTEIEST: CRagyiowwWe dakTopb:

A
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- BOZMOMHOCTE MNW BEfORTHOCTE BOIHWEHOBESHWA Yrpoasl. Yrpoasl ¢ Bonswen SapOATHOCTEED BOIHWKHOESHWA
OONEHE CRASLIBATE Bones CUSCTESHHDS BAMAHME HE DNPS0SNEHHS CTENEHN DMOKE, YIP0aL & HEWMEHELEA BEPOATHO-
CThH BOZHUEHOBESHA — MEHES CYWECTESHHOS BNMSHRE,

- Yrpodanr, MMELEM NpRMos OTHOWEHWE & ousHwaaeMon BuaHet-iyssme, Npe onpegansHsd cTensHe pycka
HEobxOAuwD NPMABBATE DOMLLIEE 3HEHEHWE.

Cragyet NpOABNATE OCTOROMHOCTE NPW OUSHEE CTENEHA PUCKS W B CAYYa8 COMHEHMA BeliDMpaTE DOnas BRCOky
CTENEHE PUCKD.

B rasecTes NpMMERa ousHkr oDWEro pHCKa YIE0sE OTCYTETENR MNW HENPABMNLHD SOPECoBaHH0R NOSaY MHEOR-
MEUMHM MOEST CAYHATE BONLWESRA IHEHMMOCTE NpH BLIbopE cTanasn 0DWero pycKa, Tak-EaE OTCYTCTEME NOCTABEM MOEET
CHATATRCA DOMes 3HaYMMOR yrpo30d Ona aHENRIHDYESMOR BRasec-hyHELM, Yam HECAHKLWIHWPODEaHHDE DacKphITHE
WHEOpMALHEH O NOCTEERE.

G473 Beibop cpegcTa ynpasnadHa

Beifop 3alMTHE Mep Dei0nacHocTH 0BecneyvreasT YHpaIaHuED HENOCPBACTESHHDE YIPAENEHWE NPUHHMSE-
BBIM PACKDM. YUDEEOSHME OOMEHD OLEHHTE, HACKONLKD ISNNEHWPOEAHHEIE ¥ CYLUSCTEYVEIL{WE 33UMTHES Map CHURE-
HOT pGE, MOeHTALMPOBSHHLEA NP AHANWIE PHCEA, ONPEASNNTE JONONHATANEHLE WMEHLMECH 3AIMTHEIE MEDL WA
MEDE], KOTOPLIE MOMNYT GEITE CHOMAPOMETHROBAHE, pazpaboTat apxuTesTypy BesonacHooT MT W OnpeaenMTs orpaH-
GEHMA paanyHEX THRoe (oM. B.3—8.7). 3artam weobrogrMo sxbpate cOOTEETETEVIOWME COOCHOBAHHES J81WTHLIS
MEPE AR CHUBEHWA CUSHEHHLE PYCHOE 40 Npyesmiemon ypoedA. Jononsnranssss nodpobHocTe o sBopsa 2aupT-
Hble map oM. [2], [2], [200, [21]-

C.d4.4 Pansmposadwe BO3NeACTENA M BEROATHOCTH

Ona onpagenaH|s CTanaHd BEpORTHOCTH BOAGSHACTENA MCAONBIYIDT WeaNyY pansuposadan or 1 go 9. Ouskka
MacwTabs BEPoATHOCTH WM ONPEganeHHON BOIOSHCTEMR NO XER00E WA WESSTH OCHOBHLLY KATETODHA CTPYKTYDR DHCROS
OpFfaHH3ALMH YOTAHSANHBABTCA MENOSA M3 NPAETWSECKOR OEATENEHOCTA OpradHMIauniE. JaHHEs PanaumWa QasT owyue-
HHE #AMCKPETHOCTHE, OHHEHD JHAYSHNE O0MNEHBl PACCMATHMBATECA HAK DEKDMEHOALUMK N0 ONPEOSNEHED BEMAYMHL
pHCES. 8 HE B HEHECTES DYHKDSOACTER K NPMMEHEHSD,

Ons ampeganesdA BEpOATHOCTH NPWHATE CRagyowAans WEINS paHHMPOBaHKAS

- npaHebpeskmped wanas — odud paz 8 1000 neT wne pase;

- HpEAHE MANDSEPORTHEA — oauH pas g 200 neT;

- gHEHb MANOBSPGATHER — 04k pas 8 50 nar;

- MANOBSPOATHAR — oWl paz a 20 nat,

- BO3MICHHAR — OOWH pa3 8 5 nar;

- BEQOATHAR — EMeragHd;

- D4BHE BEPOATHAER — SREEBRPTANLHO

- DHMABEMER — SREMECRHHD.

- DHMOASMAR ¢ YBEDAHHOCTEN — SHaHageNLHO.

MpagnonNarS8Ton, 9T BEPOATHOCTE HBCTYNNESHWA PMCHDEH 0 cObTuA BRIDpEaHHOND DAHME 8 YaTLIPS paza npsags-
WSEAT ApEaLAYWYIE ERPORTHOCTE.

B rafnuue C.3 npueageds) obugHe napaMetpsl DUSHKM PUCKA M apasTapHcTHR KAXG0MD Ha WeSTH DoHOBHLE
EATErOpWA Discha. [ns HeHOTOPEIX DUSHOE PUCER ROy T NoTpeboBaTLOA ApyIie XAD3KTEDUCTHEY, HO MCRONe3IyeMbls
CTENEHH BEPORTHOCTH HACTYNNEHWA PUCKOBOMD CoDBITHA SONMHE CODTESTCTEOBATE WEANS DaSHEMDOBAHWA.

Cragyat OTRMETHTE, 4T0 OUSHEA NPUBOQMTEE ANA HeoTodo, a va ans obwero peceka. Opynass chosasid, Heobxogu-
MO YOSNATE EHWMEHWE PHEROE NPW HENW-SHE MMEHLMCA Map ynpasnadns. OBLMHD HanwqWa npamynpasaaiime Mmep
YTIpasEnaHMe CHIHAST SEROSTHOCT: BOIHWEHOBEHHR COBEITHA, HO HE BAWRET HA CTENeHkL ard B030alcTEHA; Meps! YNpaEs-
fEHEA, CREUMANEHD HENPABNEHHEE HA YMEHELEHHE BOASBRCTENR, 0DLMHO HE BHWADT HA CTENeHL BEPOATHOCTH BO3-
HUEHOBEHWA COBLITIA.

Tabnrua C3— OusHea pucka

OnepausonHzan Mpapoepon Dunancoepwid | Crpartersusc-
= EElgnaAcHOSTE H P

Pawr Onuwoanwa Fenyrauwn B
BUEE OHLE pACE BMIA [FHEK

1 MpaHeab- Noranis- <% 100
LEMMMO ka- HEIH  MAPOL
naa K HE CEHDET-
MW HEHHEM
PACKPEIT,  HO
ME WENOARI0-
Bk

HHA3 KR
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Mpodanseque mabhuys C.3

Pater P r— Penyracmn OnapausoHHe ik T Mpapbsan Tumancorm i | Crp H_‘I’EFH'\IHEP
HHCKE FHCE HHLCE EMH [FHGE
O4eHe Hanagkw Heaxz4n- Nokanes- Mpaso- ~% 1000
HE3HEYM- Ha  Gamsis- | TensHoE KO- | HBIE  NEaponis | Bele  OTeaTs
TENLHEE CEYHY CIOCTEMY | MMYHSCTEO SK- | K CEHPETHLIM | OT Y4ECTHWKA
Mo WECTHOMY | CONYATAUMOH- | D8HHLIM DAC- | KNWPWHE He
pague WM B | HeX npo- | KpLIT, HOHE | BENOMHRHT-
RAECTHOR Briesd. HE OkE- | MCNOMALIOBRAH | CA  BO  BpE-
npacos IIBAKNLMX MEHHDA — me-
BOEOE B TRME p@on.  ompe-
HE ENHEHTOR SeraHHEIRA
JHHOHOM
E HeaHa- wlGTaH- Bpamex- ¥redxa HaaHTe- =% 5000 MonnTw-
4 HATENEHOS | GADTHLIER A3- | HOB HEBB | WM EOMND0- | iEyuposaHa KW MNW CTad-
% BUTEMNHLIE NONHEH W METEUMA HE- | NONPABMMER OApThl  HE
BhICKAZLIEA- | QDCnyHWEE- AHA4HTENL- BN noaaspsm-
HHA B HALWO- | HHA (=14} | HOMD =OonEHe- | HOCTE  HBCO- BEHITCA
HANLHOA OOHONe 4NEHa | cTea Tesy- OTEETCTEMA
NpEEICCE WhW | CHCTEMEL, wai wedop-
paamMe L EH- npoGname, BELMK
Helg 8 MHTep- | Oxa3bi2asn-
Hete o Oad- | wue orpade-
KDBCKOA  CMG- | HBHHOE  BrM-
TEME, HEMDH- | AHME HE K-
MEQ NWMCEMO | BHTOR
HATETEMA
Jamar- Brumanue FRCAMyE- Anmoymat- Hecno- =% 20000
HOE HAUWOHAML- | TAYWMOHHES pednesme z8- | coBHocTe
HOW  npsccel | Npobrase, EQHHEIM KA NpeaocTa-
MO pAOWD, | ORE3kiBaK0- NPYEMNErAA- | BUTh LR
HAaNpEMap WHe  BO308E- | Mk QoCTYOS Held, Tpehye-
MNOXOR 0TI\ | CTEME HE BOO M1 Jawo-
CHCTaMY KNW- HOM, HAmp-
pMHra MEQD, COrnac-
Hi [11]
G- Cephaa- Bpamex- Nariwaec- Mpaso- =% 100000 MannTu-
CTEEHHOE HEA  EpMTE- | HOB HEBb- | ko Wi - | BoE  BMEwa- KW #hW CTas-
HECKEH NONHEHE AWHECKDE TERLCTED, OApTEl HE Cy-
= CTaTes B ohCnyEHEa- NPOHAEHORE- | MCE HE yOoBe- LBCTEYOT
:,E: NEPECCE WAW | HMA  MBODAE | HHE B Onepa- | neTeoped
ﬂ OOEYMEH- HMEHO0E  CWe- | YWOHHLEIE G-
< TaNEHAA TE bl MM | CTesMel OOHD-
= NEpEas-a no | ANMTENsRoE | FO MDY Bones
pEOM0 MMM N0 | HESRINONHE- | WNBHOB  CW-
TEreEHae- Hue Gbonysis- | cTeMel  (Ha-
HUsd, CHNOH- | BAHWA (00 Og- | Apeap Bpe-
HS3A pRCCMaTt | Horo pabose- | AOHOCHEIR
PUBATLCH KEEK | MO OHR) O0R | BMPYS,  npe-
MEXOAALLER OOHOMD 4AEHA | SHHHELLINEA
M3 33CMYHK- | CHCTEMBl, Cy- | HEKOTOREIA
BaOWED G0- | WecTeaHHoOe | ywep)
BEQHA METOM- | BOZABBETEMES
HH K HE HNWEHTOR
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Pamir Citimi € MRS Penyrauns OinapauncHHLR [ TR Mpasaasd P HAHGa DA ETFlﬂ-:I'I:'rH'\-II!'I:'
PHICH PHLE FHLE EHRH AHCE
g O MyEnug- HnaH clec- WonewHoa Hasano =% 1000000
CYLUEETEEH- | HAR  EPWTWEE | TEMBl HE MO- | MOWSHHEEYE- | NOAMLEACKD-
HOB 0O CTOpOHE | ®eT pabotars | CTe0  Menkd- | 1o Whs pery-
E HELWOHANE- | C EAWDAHOR | 10 — CPedse- | NRTMEHOR
I HOFD  perynu- ra macwraba | paccnegoed-
E pyHlEs  ap- HWA, paryns-
& FAHA WhK aT- THEHOE BME-
pacnaears LS TanNLETEN;
WCH YODEnET-
BOpEH
7 Bone- Benywasn Heekinon- Yonewnos Cynet- =% 10000000 Ynpas-
Ltk HOSOCTE B0 | MEMHE O0Cny- | MOWSHHWNS- | Hoe  npacne- NEHYECEWA
MHOMX  razs- | KMBEHKA ONA | CTEO KpynHOMg | QoBadva, EOHT NG
THX WMNK OG- | MHOMME  4Ne- | paasmepa; Boa0yY g EH- CHOMMPOME-
HOBHEIX TANE- | HOB CHCTEME! | ONEpaLWoH- | Ho8  NpaTHE THpOEaH
BHIBOHHBIX E  EOMTWSEC- | Hel8 O8SHHLIE | KAKPWHMOS0A
HOBOCTAX KOS BpEMA | WNW CHCTEMB! | NAnate  [Ha-
A (1500, | kouTponA YO SHOE )
MATHWLA) CEOMMFroMa-
THPOBEHE
= | B CHEHE Mocyoap- Hagwinan- Knwplasros- Cynet- =% 100000000
b EonsLUGE CTEEHHOE HEHWE  HKNM- | BEA  CHCTEME | o8 NpEcis-
E‘ BMEWATENL- | PHHIE B TE4S- | B2N0mMa ¥ | goBadra,
5 GTHO MM\ CO- | HME BOEM0 pa- | Capea3IHn Bo3by= b eH-
NoCTaBMMbE | Dowero OHA CEOMAPOME- | HOE [NpATHE
MONATH-EC- THROBEHS KnpHHroen
EME  Noonemn- Nanate  [yo-
CTEUA NELHOE §
4 HKaract- Wnparoe MansHoe KnspiaHro- Cuctema- (-5 1000000000 By ayiusa
podmiiac- | GCESWSHNE HEBEINONHE- | BBA  MANATA | Tw4ecHos W CyLLEBCT Boes-
(4e7:3 mpeccoi B | HHE DEChyEK- | HOE 28 KPM- | Ykl nedsoa HHE ENHp#HH-
TENEEMASHHW- | 2aHmR 8 Tede- | Tarpatgwsac- | Hecobnwooa- gal=Telt
@M,  NONHSA | HEE HECHONb- | KW  CHMCTEMB | H#E  3380ME nanare: nog
MOTEEA O08e- | BME QHEAIHE- | NONHOCTRRD pykaBRag- COMHEHHEM;
pMR B0 CTO- | O8Nk CEOMApOME- | CTBOM  BbIG- NNaTexHaA
poHbl  nyBne- THROEaHLI; LErs YpOBHA HHOYCSTRME
B W dneHoE MOLEHHEE- CHOMAPOME-
CHETE ML ETEA KPYNHARG THROEAHE
Macwrtaba
BG83 Wasecr-
HOW OLUEHKH

MogeepHMeHHOCTE PUCKY KAH IHAYMMOCTL PUCER

DOpMMPYETCA  MOOEME, HONONBAYEMAR HAK CPegoTeEs ONPEgensHuA NOogEe[IEEeHHOCTH PHUCKY HE OCHOES
PEMHMPOBAHUA N0 BOANERACTEMID M BEpOATHOCTH. [aHHaR MOgents exnyasT B ceda nate yposHen. Ha npakTika satero-
pHH PMCHA, DUBHUBAAMBIE YDOBHEM 1, HE 3BCAYMMBANT JANLHemWSErs sHanvzs. Ousseaenem Yypoaxses 5 nognasar
HEMBONEHHOMY PEETMPOBEHWN, 8 HE NPOgONHEHHD OugHi puckal Tax 470 B BaRoM Ml NOMyHESM TREXYPOBHEEYH
LLIEAMTY.
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HecomHeHHD, 410 Yei BOnbLUg 3HAMMMOCTE PHCKE, TeM BONBLUE YOUNMA HYRHO J8TRAETHTE HE HANKI ¥ YNpasne-
HHE pHCHOM. Ha 3708 cTaiMs He CToWT CRano CNanoBaTh CHCTEME DUSHEW, CaMbIM HEODXOOMMBIM SENABTGCH ohpegans-
HHE CoHOBEHBIX Npobnes pucka, kKoTopwe SyayT paccMaTRHBESTECH PYROBOACTEOM B MoDoM yWMECTHOM ONA e NopROke
HA OCHOBE BCEA MMENLBRCA KHDOPMALIMK, BXAKMEA NOOBEQFEHHOCTE DUCKY, HO HE OfpaHi-uBasce el K daxropam,
KOTOPLIE CNEaYeT NPMHMMAETE B PECYET HA 3TOR OTAOMM, OTHOCRTCH OBbMHLIE QExTOps, PerynupyiwmMe YNpasneHme
BMIHeCoM: HENMIMe pecypcon, DOwer, CTRATArMA | Uank KoMNaHu B 0aH0s SpaMm, NOAUTHLSECKDE BIEARIS 1 1. 1.

Mocneoyowme OsRCTEMA

Ons obpaboted MasHTHGHUMPOBAHHLIX PUCKOE BLIBHDSETEA OOHO M3 CNagyHMUMY YETEIPEX HANDABNEHWA Nan-
CTEMi:

- WIbamAaHME — CAHIHSET YETDAHEHHE METOMHWKE YIPO3H WKW Hamasaie Bransc-Uann ONA yoTpaHeHMA pucka.
Xota ator cnocob oBpaboTin pucka KEKWETCA MABANLHEIM, OH, OYBEWIHO, NPUMEHAM MWL B pegxwe cayyanx. abeaa
pHcKa HeT Buanacals Hanpumep, Bel MokaTe wabexars pHoka BeimTh COMTEIM MALWMHOA, HAKOMRSE HE BEXOAA M2 BOME, HO
B 3TOM CNYY3E 3HASMTENGHAA YECTh HMIHM NPOAZET MuMo 2ac. Mpuseges npurep, Dones Bnuamid £ BuaHec-onepaLs-
A MB MOGHEM NPe0oTERAaTHTE BOAOSACTENE HECOCTORTENEHOCTY TPETRSH CTOROHE], HE WCNONBIYA 3Ty CTOROHY, B 3TOM
CAYHAS HAM, BEPOATHD, NPOCTO He © ke Byaet paborars! DaHaxo B Tex Cy-any, KOMSa PHCHS MOKHD PEANBHD MabemaTs,
AT0 Y4ECTD REMASTCA JEIUSERIM W SONMOCiOqHEM DELEHWEM:

- MIWHATHE MED — O3HA4Y3ET, YT HeoBrodwmo oCyWBCTEMTE DERCTENA, HOTOpLIE IaKmoHaTes B paspaboTse
nnana. BeimanHedna 3THE JSRcTEMH YMeHLLIWEET BEDORTHICT: MATAPMANMIZALME PBcEa Mnk arpadHw-meset sddekT co-
ELITHR 1 TawdMm obpasom yMmeHslaaT arm sosfarcTade. NpuMapel MHOMOHMHCHEHHE W OYSBMAHE — NPUHRTHE Mep B
OTHOLISHWM PUCEA NOTEDH OSHHMBLLE O NMOMOWED FEEAME PEISPEHOM ONHMPOBEHWA, OrpaHMueipe Sdebeata mmnpome-
TAUMA EpUNTArPadiiqeciu KNsad nyTen orpaHiqesis cpora vy emobel n 7.0

- pECNPANanaHsE — O3HAHAST MaPENOMEHE DCHOBHON YBCTH BOANSECTEMA NOCAEACTEME PUCKA HE TPETLED ST0-
poHy. Knacouseceus cnocobos RenfeTon cTpaxosadws. HecomHeHHD, PACNPEOSnSHHME PUCKE peano aocTwrastcs Dez
ORpagensHHEy TakyLMx packogqos! Hanpumap, Mel MoRam pachpaisndts HAWY OTESTETBEHHOCTE 38 BhlgaMY Hexawa-
CTESHHOW HOHCYMETAEUHE MyTam NpodaccioHansHoR ROMISHCBUMOHHOR NOMATHEN. PUCKK MHOME MOxHD pacnpena-
NWTh HA TPETEN CTOROHE YEPEa COMMALLEHWE (KaK OTEETCTBEHHEGTE), XOTA CRoCOBHECTE 3THX CTOROM YNPEBENATE NOchneg-
CTEHRMH DHGHOE GAME No ceba MOMET NPeQCTasmATE PHGK;

- Np#IMATHE — YETEERTEM BAMWAHTOM REARSETCA NPOCTOR NPMHATAE puoka. Heobxonumd Go03HAThE BOIMOMHOGTL
NOREMNEHMA PHGCHE, HO OLSHME DACKOAR W GTENSHL HENATENEHOETH THEX NeNBsE EAPHMaHTOR, NEHHATL PELIBHME O TOmM,
YTD BEMWYMMHE MCHE NBPSESIMEAETEA NOTEHUMAMNLHEMK BhiMO&amMe paboTe C M. Hanpumsep, Mbel MOESM DElULIWTE
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MPUHATE PHCE MAECKHON QOCTYNE B NOMBLWEHNA NPECTYIHAKGE © OTHECTREMSHEIM DR YEMERM NOTOMY, Y4TO CTOMMOCTS
ihisMuBts Mep DedpnacHocTH CHEHbL BLICOKS M HX YCTAHOBKS HaBRaronpUaTHO NOBNHSET Ha ardoctepy Bnarosena-
TEALHOCTH B HEWEA HOMIEHK .

HoHEMHO, mMOmHO WENONEI0BATE CMEBWAHHEIE NOANOSgEI K ONPEOEnaHHID PUCKOE, HENPHUMER, B CRyYEe NpOoHMKHO-
BEHWA BOOPYREHHLN NPECTYNHAKDE B NOMAWEHME NPWHXMEBESTOR BLICOKASA CTEN8HL PHEEA, 3 B OTHOWEHAW MaHbLLME
YIPOd (HENDHMED NIOOK, CAYYERHO 3EWERWNE © YAMUYL), NpMHUMasTCA Dones HW3KAR CTENSHL PHCKE, NPUMEHABTCR
MERH — HONOMALIYETOR HABOORYHEHHAR OXPaHa noMaeHnA. B Ea4ecTes Mapsl NAKEMOSUHH NoCRadcTEXd oT SToR
YIposk! HENONEIYETEA obacnaYeHre QUNONHWTENEHOM GOCTYNa COTPYOHMEOE © KNEBvlHEM BBO00M NHYHOM MOEHTH-
HEELUMOHHONT HOMERS B ENEHEE6EIM 30HEM WNK Cymaqies yHELME My TeM NEpegays SEcTy PUoEa Yeped ofopMmnaHis
CTPEX0EEHHA HH3HK COTPYOHMEOR.

OETaToUYHBE pHCEW

Heobxogumo onpegsnyTe OSHCTENA N0 MOHWATOPMHRY 008 OCYLUSCTENSHUA MEHEOHMEHTE OCTETOMHLN PrcRDE, a
THEHE OTESTCTESHHOCTE 38 3TV ASRCTEMRA.
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NMpsinosesssa O
({cnpaso4yHoe)

TexHoNOrMYGCKWE CPBACTEA YNPARNEHWA
0.1 AnnapaTHikle cpagcTaa

0.1.1 CpegoTaa ynpaBnNeHMA KOHEYHON CHCTEMON

BoMbumHETED OPFAHMIALIMN CEMOOHA HENANRLIYET ONPEeIanaHHbE KoMBMHALMY HBETONBHEIXK 1 MepadocHsx TTH a
HEHBCTEE GUHOBHLE OPHEHTHPOBSHHLIE HE NONBINBEATENSE CWETEM. B 3THX HOHEYHL CUOTEMEX MCNOMLIVENTCA Dasnmq-
HLE CRSPAaUWaHHEIE CMETEMEl, XOTA WX npeabnafamuss BonelUWHETED NPEOCCTARNSSTCR GOHUs nNoSTaswmkas. Kpome
Targ, ganHeie MK SononHAKTCA WK B HEKOTOPEE CRyHARK 3aMEHRIOTER HeSONbUMME NEPCOHANLHEMEA HEhOopRaLHOH-
Hemd yorpoicTaass (MNFY). Corobeie Tansdsiqs TAKKE CTAHOSATCH DONed MOWHLIMA 0 MOMYT WHOME WeNonNsE308sThCH
HEK KOHEMHLE CHCTaME. ChaumanvocTel 8 cheps adanm3a o abpabatin wdopsiaguy. paboTaWwMeS & QoKYMEBHTaMEY,
NPeISHTEUWAME, ANBETPORHLIMA TABMNMUEEME 1B BHENOMAEOE HPOPMALWER, Ya0TO BENONLIYIDT PEWSHWE, NPHHATEIS
Ha Gaze M Opyrss nons30eaTEnd OpraHIuIs WM 43cTaT enanbynoT METEDHET TENHONOMKD ANA NPARDEEHWE, Tak
obpasos npaigotTasnan aoctyn & [AY 1 e coToBeiM TensgioHaM.

B crmyqae o mobol HOHEYHOA CHETEMORA Npesns Boan Heobiogimo pasodparsta ¢ npobnamamy De0NAcHOCTY &
DNEQAUMOHHOR CHOTEME . HENcnoNbIyemes W HEHYRHLIE NOQCWCTEMEL, Hanpeep dyHelu Bas BaHHEX W onepagu-
OHHOM CHOTEMBL, QOMsHHEl DEITe OTENKYEHE K yaaneds. Opyree yHEWe QormkHel BeiTe OrpaHHY4aHE G0 MAHHBYRE,
HeobEGgUMarg are HopsManeHon pabotsl none3oBaTand. KpomMe Tof0, OPpraHy3auns GoisHa iMa T Onpagenas Ll
MEXSHAIM MCNONBEACEAHNA NATYEA QA CRCTEM W PACNPOCTDAHEHKA OOHOBNEHWA MO MEQRE ME NOCTYNNSHAA OT NOCTaE-
LMEDE, ESK ANA ONapagMoHHon CMcTeMs:, Tak 1 OnA nobeld npunoEesdE, paDOTARWME HA KOHEMHER CHCTEMEN,

MoMd ONepaloHHOE CUCTEME OPFraHMaALHA OOMTEHE PACCMOTPETE DONE KOHSYHLD CHCTEM W NDHHATE paELLIS-
He O HEoOXOIMMOCTY QONOMHUTENEHLE CPSOCTE, TAKMX, KK BHTUEMDYCHEES NPOrpanMis, o0HSPYHaHME W npeOympes-
OEHWS BTOREEHWA, MEECETEBLIE JKDHHLI W BUPTYANLHAA YACTHAA CETe ONA NOMLICBEATENER Opradvzagul. Bo mueorax
CHY4SRX BHEWHNE CHUCTEMBbl DBA0NSCHOCTH AaHHDA Opradiagnn (onpejenssHme B8 11.5) obecnedyqBadT CBaBcTeS,
NOAOEHEE BHTHEMDYCHEIM NPOPEMMAM, MEXCETEBEIM JKDAHAM, DDHADYHEHWD W NPEOYNPEXIEHMD BTOPMEHUA, Og-
HEHKD ApE HANMSMK MODHNEHEIE CACTEM | © pocTos BraHec-napTHepcTaa M SyTCOpCHHNa ONA TREOMUHOHHOR MHOrypoe-
HOBOA ZAWMTE BWSET CMBICH OyEMMpOBETE 3TH CEORCTES B MOBMMbHE CCTEMaY W, NOTEHUMANLHD, B TTWY W HacToNeHbIX
NE. Hanpusep, wobuneHsE FK nons3csarans, NoQcoauHEHHES K WHPOECTONGCHDA CBASM W3 Q0MA W MCNONE3yHIWHe
BUPTYANBHYH HSCTHYH CoTh OpraHMIaUMKE, CTARDEMTCA KEHANDM STaKK W BpEMaHHbIM yCTROWCSTEOM NapUmMeTpa, Tpebyo-
LUK TAKOH HE 3SlUMTH, HEK W OpyHe yCTPRORCTES napriMeTpa.

D.1.2 CpencTea ynpaBneHwA CHCTEMaMK Cepaapa

MoaobHD KOHEYHEIM CHECTEMEM CKUCTEMBI CEEEPE HYESEHITCA 2 NPUMEHEHHH E3E BHYTDEHHMYE, TEH W BHEWHAX
CREACTE YHpaANEHHA Ha ypoeHE ONSBpSUMoHHOR CHcTeME. Capeapbl YBCTO HYHOSKTCA B iyHELHOHEMSHEE BOIMORHO-
CTHX M NOOCHMCTEMAEN, EOTOPRIE HE TREDYRITCR AR HOHEYHbE CucTeM. NOcHONbEY HE CAPBESDE MOHEET BONONEIoBaTRER
Ga3a gaHHes, seb-copeep, FTP-capaMc, STW CEpEapsl MManT GOnss JHEEHWTENEHEIR NOTEHUNAEN yRaeMacTd. i stex
cepespon Tpabyarcs NPpanocTIaNeHwa OOCTYNS £ pyTuM YCTPOACTEAM, HOTOPLIE HE BOEMNA 38CNYHHBINT QOSS0HH.
Epoma 7o, N0 Maps BbiNyoH HOSLM NaTHER 1 BERCHA ANA HME, KK H GNR HOHEYHEY CHCTar, Baobxoaumd npegycmaT-
pETE YONOBMA TECTMPOBAHWA, ODHORMNEHNA W MEHEOHMEHTA cHoTam. [Npumepon ABNRETCA TECTUPOBEHWS HOBOMD NaTa
B HEMPOM3BOOCTEEHHON CpEge napan ert YoTAHOBEGR HA MPOHAE0OACTEEHHEN CHCTEMEN.

Y10 KECASTCR BHYTREHHEM CReOsTES YNPARNSHER, Copaap BCBrda GOMEaH MCnonbIoBaTte CPEcTea YyNPaanNeHAn
ONEPEUMOHROA CUCTEMB], OFPESHFHUBEHWIME GyYHELMM B Q0CTY K EPATHYSCKA BEHHBIM CEBOWMM HACTAM. 370 OIHE4AST,
HAMNPAMED, YT0 CApBaD, WoCNoNLIYEMEN ANE nogoemexd eeb-CTpaHiy, HE oDRIaTENEHD AON®EH 3G08HCT BOBATE Capams
FTF Nk oTEpLITRE NoPTE ONA 0DWKHx zanpotos Bass Jadqesx, AHanormdqio capeap FTP He gonsed OelTh OTKpesT QN8
noproe W npotokonas HTTE

MoMiMo oNEPaUMOHHOA CHCTEMBl ONPEORNEHHDE BHUMEHWE HEODXOOMMO YOENWTh BHTHBUPYCHEIM ApOrpamM-
MEM, POHEPYHEHAID ETODEEHNSA N MEHCSTEELIM SHDAHAM CEDREPE 1 BORPYT HEMM. 3Ta 3aWwMTa MaxaT buTe otyecTane-
Ha B BMO8 PEIMBLEHNA Copeapa B G830nacHDR 2000 38 MER0ETEERM JHPAHOM W MCNONLI0BIHEA CHOCTEME obHapywE-
HWA BTOMHEHHR Ha Da3e CaTaRoMn YOoTPOACTES MMM BCA TPW Cepawca GasonacHOCT MaryT GbiTe HCNOMLI0OEaHE! HE CIMOM
X0OTE Cepaaps. JEAWHTAPECOBEHHOCTE B BONpoCas De3dnacHoCT OpraHHaaUnml i CeTER cnysuT NobyOuTensHEM WOTH-
BOM E DUSHES W ONpegangqve yMEeCTHOSTA TEX MW MHLX CPEfcTE HOHTPOMA GN8 HOHEPETHRL CEpsspHe . SHoTam,

D.1.3 CpegcTea YNpaBneHuA YHHBEPCANbHLIMM BEIMMCANTENGHLIMM MaLUHHAMA

YHHBEPCANbHEIE BEMUCAMTENEHEE MAaWWHL Ans oDpaboTed Bonewiex obbemMos OaHHBLIX COZ0ATCR NHWE HE-
rMEOMME fpoMasoguTensMy. B pasynbTare YHUESPCANEHLE BhIMHMCANTENEHEIS MALIMHN PACCMAETRWMEAITCA Kak Donas
HASEMHENE M DONSE MOLHE®, Yak ApyTHe chcTeMel 0Bpabotion MT. Teu He MEHES MEHBOMMEHT YHHESPCANEHbIX BhrMHC-
MATEMLHEY MALIKA J0faaH ooyWasTENATRECA NOCPAOCTEOM TAME =& NpUHUMNoe obecnéqeqnA DeIonacHOCTH, YTO |
anA gpyrux cwcTas. DcHOBHAR ONEpalMoHHaR CAcTamME gonsHa Bwme 3atpieda, » gnA aroro seobxogumo pacoaoT-
pETE AONOAHHTENEHEN MEPE 33 NPEOenani ONepaUHoHHOA CHETaME. DBLIMHO YHUBEPCANLHAR BeMUCAWMTANEHAR
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MALMHS XpaHAT HanbBarnss usHHEYH MHPopMALERD 1 OEN080R DErNaMEHT, ROSTOMY O3HHAR RBOPMELMA paImeLwSaTcn
B USHTPE MHOMYPOBHREBEOR CSTER0M SpXMTeRTyDE DeacnacHocTH. Kamagomy RoNL30BSTErD NpWCEanMBaaToR CoOTEETCTEY-
B MOeHTWOMESTOR © OFpaHMHeHHERME PyHELMORENEHRIMIE BOIMOHRHICTAME, AOMEHBECTRATHEHOE YIP3BNSHKE YHM-
BEPCANLHOA BERMACAUTENLHOA MEWWHOE CCYWSCTRARETCA HECKONBEMMK COTpYOHMEAMI. Kax v B cry4as © OpyrviME
CHETEMAMK, HEOOXOOMMOD BHMMETEMNLEHD PACCMOTRETL BAPHEHT pazganaHud obAaHHOCTER k8K YacTe CPSOCTE ynpasE-
NEHAA BE30NAcHOCTEHY YHHBERGANBHOW BLMHBCINTENEHON MalLMHBb

0.1.4 CpegoTea ynpasnNesyA GpyrHME AnnNapatHis M CHCTEMaMIN

AHanonHHeS npobnemsl CEORCTEEHHL] M OPYIHM BNNEPaTHEIM YCTROACTEAM M CHCTEMEM, 3TH Npobness Heofxo-
M0 pEWUWTE 00 pAZSEPRTHBAHME NPOMS0NCTES 2 opraHnauml. JadHme yoTpoRcTES MoryT BeiTh CReumansHbIMKe wid-
poBafbHLIME CHCTEMSME, HOBLMMK THNEMY ANRApaTHLIX CPAROLTE, KOTOPLIM DEAILIBAKNT MPEINOYTEHHE MHOME ROCTAS-
LMK MEXCETEEED SHPAHOE M CHCTEM DDHADYEEHUR BTODNEHWA, MW CETEELIMY BNNAPATHEIMK CPEacTEAMH, HANPHUMED
MEDWPYTHIASTOPEME W BOMMYTETOpaMY. BO B cNyYaAx: NPOOyEUMKD HS00X00MMO OUEHHTE, YTa0kl WMSTE NOHATIE O
NEXMBWEN B 8rd OCHOEES ONEPaELMOHHOR CHETEME — ONSpaUMoHHEA CHETEME QonsHa Geth dawwmanEqs 0T cnabelx arae
Kpossa 1000, DOMLLUGE 3HE4EHME HMEET DACNONCHEHHE OaHHEN YOTPORCTE N0 OTHOWEHMED K BHYTPEHHMM CaTaBLIM
COSAMHEHMAM, MEHCOTESRIM IHDAHAM, CHOTEMEM NOMCKA BUDYCDE W oOHADYHOHHR BTODEEHWA.

0.2 NporpammHsie cpegcTaa

0.2.1 Beb-cepaapwi

Beb-cepaaps ABMRIOTCR O48HL PACAPOCTREHEHHBLIM W HECTO WONONLIVERBIM NPUEGEEHKEM, TMEBHEM oDpalom
NpagHaIHa“eHHBIM ONA pacnpegansqdsA eab-cTpasny ans nons3oeatensd. NMpuAcHaHA MOoryT BapeHpOBaTRECH OT
CHEHE NPOCTERR, NPEQCTABRMAKMLME TONEXD OMKCHDOSARHBIE CTRPAHHUE HHGODMALWME, 50 O49HE CROEHEER, NPeOocTaBns-
Hlled MHOMOCTPaHWYHBIE OOEYMEHTE C ROOABIEEOA CUSHAPHEE, SKTWEHLIE MPOMPAMMHEY MALKMHHbX EOMAHD W T 0.
OpraHiaund SoMsHs oNpanendTe HEoDxoOMMy ANR HEX CTanaH: CNoKHOCTH W COOTRETCTEVIOLME cERal Memay WH-
TEpHETOM, BebB-capRapon (Beb-cepBapani]) ¥ BHYTPEHHMMK 0aHHEMY . DOkMH0 UHAHCOELIE YHUDEHNBHKE HACTEMBAT
HE TPEXIBSHHDN APDAUTERTYDE C MECHCATEBLIMN 3xpAHEMA, ODBChaYMBaWMN rpadKly Meay Metapratom o esb-
cEpEapiM ¥ MedOy Sab-copeapoM W BHYTPEHHMME SJaHHsmM. MHOMmIseHHEE GPEMTERTYPR, PI0SMAMuHE SoNonHM-
TENLHLIE YPOEHA NPUNDHaHAA MNY BHEHEs-NOMMER, Y43C5TO BCNOALIYIOTER Ond obechavysHKre Bonas ®BacTeoro ynpaens-
HHA NOTOKAMY JaHHEBIR.

MHOMEe NOCTaBWMGE PECNPDOCTRRHRKT NPOrPaMiHelS CpEatTes 2a0-CEPESPOR, M ESH0ER BEPCKHA 3THX NPOrpan-
HblX CPRACTE MMEST CODOTEAHHYH COBOKYIIHOCTE BOMPOCOR, YOTAHOBOE W MOOSPHUIAUMA, HY #OAHNUMECH B YIDABNEHWH.
HEcTO NOCTABLWE WNA TRPETER CTOPOHS Npagnarasar 8 MHrepHeTe CERIaHHLIE & BE30NACHOCTEN YOTEHOBKA. 3TH yCTaHOE-
M HaDOXO0WMD PACCMETRMEETE W OUBHMEATL B COOTEETCTEMW G HOHEDSTHLIMH NOMMTHEAMM, NRAETHHECKHMMM MpRERMain
WM NOTPE0HOCTAMK ONPeJaneHH0n OpraHHIaumH.,

D.2.2 Cepaapkl NPHNOMEHMA U BaD-CapBHCHI

CrnagvanyanpoBarHes sab-capaepel CTANK MCNOMLIOBATLGA KEK COPBESDE NPUNOHWEHWA — CEPBEpPLl. HOTORbIS
MOMyT NPOroHATE PYHEUWOHANEHBIE HACTH NMPUNCHEHHA 8K MHOMOEPETHO BENONBIYEMEE EOMTIOHEHTE W 3a08BCTE0-
BATECA MHOMMMKM NpunosedsArne. Hanpusep, diyHELMA NepaMeeaHie JSHaXHbIx CPEbgcTE Memdy CHaTaMK MOmaT
paboTaTs HaK ROMMNOHSHT HA CApHEEPE NPUNOHEHMA W MCNONL30SATECH KA NPUNOEEHNAMK, NPe00OCTABNRHILLWME KiK-
EHTaM DEHEROBCEWE Yoy B DEEMME PESnLHOM SpaMEaHN. TaK W ONSpaTopars uaHTpa obpaboTed Beisosns, AsACTAYIO-
LMK OT WMEHA aiMaHTa, obpawasouerocn 28 BAHHOBCKNMN YEMYTai. 3TAM £OMNOHEHTAM NpUnodeHel Belm npuoa-
Hbl MHTERGEACK], NDABONAKWME COYILBCTEMATE BRA0E BEOMAIOHSHTOE Yaped Bab-capanckl. 3Tw eab-CapaMcsl NedcTayior
BO MHOMS SHAROr4Ho Gones crapeid YOANBHHEM BeZ0BaM NPOYSOyDEl. HO © CETEBE0A OCODEHHOCTEH, YHYHWEHHOR
MCAONEINBAHHENM PACUMPABRMOID S3RES pasmeTid XML, soTopbilE MOoMaT ACnoNEI0RaTees Ha N0 YETPORCTERX,
OEHE HA TEX, HITOpESE HE NOQOSPEMEANT TPagMuMoHHE: Beb-Opayaspel. MHOMMEe NOCTABLLMKY NPEOGCTERMANT capes-
pPhl MpAnEEesdA, MoaoEpsmeanwine seb-ceparcel. banee nogpobHan wepopreaywa o Beb-CapBMcax 1 DaacnatHOETI
eab-capaMcoE NPEOCTAENaHa B NpHno=esdn B,

Kak u B cniyyas ¢ pef-Ccepeapamiy, MHOME NOCTEBWMKH PACNPOCTPEHANT NPOIMPaEMMHSE CpencTes sab-copevcos
M CEPESpE NPHNOEEHWA, M EER8H BEPCHA MMEET COBCTEEHHER HAGOD BONPOCOB, YOTAHOBOK M MOOSPHUIEUMA, KOTO-
phiE HYMOSKOTGA B YyNPaanaHMK. 4acTo NOCTABWME MNW TPETEA CTOROHA PECcpOCTRAHARDT OANA WONONLI0SAHMA C5H 38H-
HeiE G Oe30nacHotTERD YoTaHoBE B MHTEpHETE. 3TH YOTEHOAKN QOMHHE ObiTe PACCMOTREHN W OUEHEHE OTHOCHTEMLHD
HOHEDETHLL NOMWTER., NPAKTHHECKM. NPUWEMOE W NoTpedHoCTER onpeganeHHoR ORraHUISLHIE,

D0.2.3 Npouecc pazpaboTEW NPUKNaOHLLIL NPOorpasms

MHOMME opraHnzagWe aganTHpyioT NporpaMMHble CPeacTEE Kk CEoumM NoTREDHOCTAM MNW COS03I0T CREUMansHBIE
APMACHEHHA, WCNONEIYH MHCTRYMEHTE ONA padpaboTi, NPagocTAENRAeMBE KDY AHEIMA ¥ MERMME NOCTABLWMEAMA.
3T MHCTPYMEHTANBHEER CPBOcTEa paspaborin npofpaMuHors obechaqveHuA pEOHD NpHEOSAT K edHegpeddsn wHopMa-
YWOHHOR DeaonacHooTH, MoaTouy HeoBxoammo, YTobel OpfaHM3IAUME NNaHWPOBANK BEMNMHEHe WrdOpayrosHoh De-
SONACHOCTA B CH0A NPoUSCs paapaboTiy NPporpamiHels cpanoTa. CnagdanicTel @ onacmy Dea0nacHOCTH 3ARBARKT, 4T
MHBOpMEUMoHHER DeaonacHocTs Haubones aduberkruana & oM cnyyas, ecnd Tpelosanus Bel0NaCHOCTH BHEAPRIOTCR
B ApOrpasMsMHos obecnedeHea BO apenn paspalorer, 8 He TOraE, KOrga NporpamsuHee Mogyne Be3onacHocTy 3aimTe
Oo0aaNAI0TCA K JAK0OHYEHHON CUCTaME,

Oo wavana pazpabote NPorpasMsHe cpeqcTs paIpaboTmem JomnHe Beife NPouHOpMMPOsaHE O NONWTHES
MHO pMELHOHHOE BE30NEcHOOTI OPraHHaaUMK, O ToM, KaK OHS CEAIEHE © pRpaboTHOR, M QOMEHE QCO3H3BaTE YIPoasl,
HEAMNPEBENEHHXLIE NPOTEE OPradHEaaUmMe. Paapaborivsr gonsHel GeiTe OCEENOMNEHN TAKEE O NporpaMmse abecneqsadis
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HHROpMBUHWOHHONA BE3ONSBCHOOT M O TOM, T8 OHE MOMYT NONYYWTE PEROMBEHOAUMH No paapabomee, Npodydas acHoBa B
BHOS MOMETHEN OPraHAzan9e, S8 NPasTiHeEEs NEMeME ¥ NECTORHH0S COTPYOHWHECTED © paboTHAkaMs chvkbe obec-
nEHeHER BHBopmauMoHBoR BeaonacHocTie GyayT mpadTupoeaTes SPpesTHEHOCTE W PEIyRETATHEHOCTE MHEROPMELMGH-
HOE ERZONACHOCTH NoCPencTBOM NPOfpaMMHBE CPegcTE.

B papaboTis Np@knaaHbx Nporpams, BmoYEowys & ceba Tpeboaamin Ge30nachocT, HE0BROOHMD YyHUTRIBETh
Aea acnexta. [EpekLA 3AKN~EETCR B TOM, 4TD C3M NPOUSSs pa3paboTi NpOrpaMMHELE CDEOSTE COCTOMT B3 XOpalo
CTOYETY DMPOBSHHLE | OOKYMEHTAPOBSHHED waros. Lianew SToM paapaboTid RENASTEH COIaHHE NporpaMmMHLL CPanacTs,
OTESHEH0LLME HCHMEMWTENEHD COBCTESHHEM TPEDOSaHNAM | HE NOISONROLWWE CNYHARND MK NPEOHAMEPEHHD BRnon-
HATE HEEENATENEHLIE onepaumk. JNR QOCTHESHWA 3T0R UanH OpraHmzauus gonssa tpebosasusn MCOMSK 21827
[13]. DononHeTensHy MHEOPMaLMID O MOGENK PazsHTHA GyVHHYMOHANBHEDR BOMMOHHOCTER MOMHO NONYYHTE HE CafTe
hitp:ffwrww sai.cmu_edulcmmil. NMpvEnagyes NporpaMMel © HRETHHECEN BEHHERN TREDOEaHMAME WHEDOPMEUMOHHOR
DE30NAcHOCTH DomeHel paapabaThiBATECA © HCNONL30BAHWAM NPOUBCCOBE, ONPEgensaMelx yposHe 3 i Banes ewmco-
MMM YPOBHAME MOSEAW pE3ERTAR GYHELWOHANEHLIE BOAMORHOCTEN, AnA Jaro Tpebyaron, Jrobu npolecs COZnaHMA
NPOIPAMMHOID ODSCRedEHNA ANd MEDONPHATHA MEHEDEMEHTE W NPOSKTHPOBAHWA Dbifl SOKYMEHTHPOBAH, CTAHIAPTH-
30BEH H BKNI4EH B CTEHOAPTHEIA NROUECE CO303HMA NPparpasmMyEoro obecnaqeHiA Ona oprasszaguy. Bo ecex nposeTax
SOMHHA WECNONLIDESATEEA YTESRMASBHHEA, CNSUHANEHD 0aNTHROEaHHEA BEPCWA CTAHOAPTHOMD NPoOUScss COanaHUR
nporpasmusom ofscneaysHwn opralmzaged ons pazpabotin ¥ NogOapkEd NporpaMMHEN CpSSCTE.

BTopeis SCnEkTom ABNSETCH BENEMEHWE B pazpaboviy NPpMENEgHsR NPOMPEsMM CooTeETCTBYIOWME Tpebosanan
BEICNBCHOCTH MpMAoKaHnd, 314 Tpaboeasnn GopuvpYIOTCR NOMMTHRDA MROODMALMOHEOR GE30NACHOCTH ORraHMaa-
UMK, ApXHTERTYDOR GEIONSCHOETI W OueHEDR prcka. Boe Tpefosanns SOMEHEl BuiTe QORYMEBHTHROBAHE], BENKCMSEHE 4
NPOTECTAROEEHE BO BEpamMa Npouecca paspaborwd. TpeGosaHuA DEI0NACHOCTH DONMHE TAKME ONPESenATh, KEKOE
obbes NOEa3aTENLETE NOTREOYSTCA ANR OEMORCTRALME NONHOMG COOTESTCTEMA NOAMTHES Be3OonacHOCTY W mabowmy
pEryNEDYHILEMY 3a80HO0ETENLETEY.

Moceankky 3HAHWE SVHELHOHMPOBEHEA NPOPEMMHEE COEACTE J8HTE JaHHBIX MOKET NOSESDHYTE PMCRY MpY-
FEBHEHWE, JOEYMEHTALUMA, HENPMMEP pE3yNETETE TECTHDOBEHMA ¥ WHCTPYHELWK ANA Onapatopd, DOmHHE HAXKOOMTRER
Ny KOHTPONEM, YT0DEI OHE HEYMBILLNBHHD HE CTANE OOCTYIHOA 4NF HECAHKLMOHWPOBAHHAOM Menaneaosadun. MNonqoes
ONBCAHNE OCHOBHEX BONPOCOBE pazpaloter mosHo HaiTh B obwspocthymHol nybrakague MIST SPE00—84 «Coobpa-
#EHHA GE20NBCHOCTH B HHIHSHHOM UWENE PazadTiA cloTeMe: [34], Ha cadre hitpdicsrc.nist.govipublications/nistpubs/
indax_html.

D0.2.4 MNpuobpeTeHne NporpaMMHLIY CREOCTE 33WMThI BEHHE

Oprada3agme MoseT JasnsdyuTes Goreop ¢ Qpyrod OpraHuiauued Ha paspabotey NporpaMuHb COBNCTE 380MTS
ABHHBIE Wil APUAIOXMEHWER G yHeTom Tpebosamn besonacHocTy. Npobnase, onpagangduee 8 D23, npuwoddsl gns
npouscoca NpUobpeTaq@n, HO B NPOUSCCe PaspaboTEl CyWISCTayeT ABa paarmuiA. MNapeod pAINWYWME 3aKNKHESToR B
TOM, 4TO RpoUBecE pa3pabotie orpaHMUMBESETER NEthMEHHBIM Joroaopon. BHeceHme Waatkasii B Tpabosasms nane-
HAT QOrosop 4, BERORTHD, NPWESOYT K YESNNMYESHMED CTOMMOCTY W Cpokos pazpabored. Bropoe pa3nuHue cocTOWT 2 Tam,
4YTO NoOOPEAO4HEE OBBIMHO HE OCBaOOMNEH O CTRYETYRE U EyMsTYRE TPyDE OpradHdiaumsE. Painu-HsLe NpEgnonaEesHs W
HaNpasuneHoe NPpeacTagneqre ob opramuaauwme GyayT cnocolcTEoBaTE WaMBHEHWEM gorosopa. Tanmm 0Bpasam, npM-
cOpeTallEn opraHuIauUEn QomeHE DeITe HpadAHE OCTOPOHHOA Npy ofpegensdwd Tpaboeamnid, sabope paapabomiiea
W NPOEEOSHHN NPMSMOYHEIE WCMRTEHNE,

Oprasqaauye MoryT Take NprobpeTaTe roToERE K BCNOMNLI0ESHWED NPOIPEMMHBIE CREACTEE 3ALMTE SaHHBL
ANA YA0ENSETEOREHUA HEKOTODLE TPEDOBEHWA ApxUTeKTypel BezonacHocTi. JOMeHO CYWBCTEOBETE YETKDS NOHWMEHHE
BOSMECHHOETER W OFpEHHHEHHA ST NpOrpaMMHBlx CPBACTE. 370 NOHMMaHHE BeodXogumo ans HAsHTHMEaUMIE 0cTE-
TO4HbL TpeboaaHwn, KOTOpe:E ByOyT yAOBNETBOREHE! APYIMMH SREMEHTEMH ApEHTaK Ty el

Hoswe nporpaMMHLRe CPaOcTEa OonMHbl DeiTe COBMBCTAMBIMY © CYLUBCTEYHIWAMH NPOrpamMHeiME CREOCTEAMN
TaK, 4TOOLI OHW HE NPEBPELENA B HEJEACTENTENEHEIR AW HE KOMIPOMETHDOBANN CYWECTEYHILLME NPOLaIyDL Deacnac-
HOCTH. DHett HenoNbeIyeMB STAMOHOM NPOTPaMMHEIX CPEACTE 3SWMTE AaHHKE ABNAHTCE ODLWWEe EpUTapuKM, nped-
cragnAmwws cobol coBolymHOCTE TRaboaaHmin 1 cnedwdiuxauisl Be3onactHocTi, onpagenadubi 8 MCOIM3IK 15408 [T].
B ofwus £purapsay onuesBaTeA GvHELMOHANEHLE TpeboBaHuA ¥ TpaboBaHMA aoeaprsa K BEI0NSCHOCTH, ROTODLIE
MOy T OkiTe NOMNSIHLIME 4NH WECNBAGBEHWA TRROOBAHWA M CPABHEHMR Npogyeros WT oT paanuuH= ApOM3a0aMTErnai,

OoWMe KpTapHe ceobodHo aocTynHel Ha cadte hitpaniap. nist.gov/'ce-schemedindex himi,

D3 Cet

0,31 MobaneHels CBTH

0311 OGzop

MMobarnsHbie CETH OXBATLIEEKT WWPOHME TEPDREATORMM, BENONE3YA NPOTORONL] CBRIM, NPSOHAIHEHEHHEE ONA Bki-
XOfE AAMEHD 38 NPEAENs) MECTHOMN KOMANSKCE 303H7 KNKA TEPHTOpHE BHY TR 308HWA. MHTapHEeT CocTauT M3 MEGHE-
CTEE MEHEWWE MMODANLHLE CETEA, EEHOEA K2 KOTOPRIX MMaeT COBOTEEHHLA HADOPD MAPWEYTHIATOROR, KOMMYTETOROE W
LUMKIA0E © ODYTAMK (NOSanbHEMKA CETRMK. Talk HazsBaeman «0bDpyHase TenapoHHEn ceTh — 370 aWwe ogHa rmobanks-
HAR caTek. Bo Bcak cmys@nx rmobansHse camy NoBCHgY SanasaT BoaMonHbIM NepeMallsHs NoToks gadHex. Kposie Toro,
OHIE NPESOCTARNADT MHOMBCTED TOMEE QOOTYNE. e MHPopMELUMA CTAHOBMTCH YRIBNRMON.

B Gonesa KpyMHeY OPraHH3aUMag, 48cTd KOTOps) PAcnOnHEHsEl TEPPUTODUANERD Danesn APYyT oT Opyra, ceTh
BEMOHEET B cels cosaMHEHME © rNODANEHON CeThE, Hanpuuep, © MHTBpHETOM, NOCPEOCTE0M HECHONBHMY NOKANLHEIX
CETEN B 00K KOMANSEDE J08HMA AN BHYTPE 303HAR 0 HECRONEKHE CNEYHANEHEX COSOMHaHNK G rNODansHoR CETRD,
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EBLOENEHHEY ANF Opradmzaue, OBbMHD 3TH Bn0enoHHBE COBAMHEHMA C MODANEHOA COTLH CHMTATCR BHYTREHHMMW
O7A OprEHWISUME W HE HME OTCYTOTEYEOT MPaHHYHEIE CPEOsTaRS YNPAsMnaH e, MCNOMkyeMss ONA COSOMHESHMA © pyTHmMiK
hHpMEME MNA BHEWHWMK MOobansHERM CETRMM, Hanpumep, o MeTepHetom. KB 430Th DEryNApHBE OUAHOE DUCKA
OpFBHUIEUME OOeiHEl DbiTh PECCMOTPEHEl BOIMOHHOCTE EOHTROMAROBAHWA CNEUKANUIKMPOBAHHELY COSgUHEHEA C rmo-
DANEHOA CaTeE) K WdpoBaHus cCobo yeHHOR WHopraLmy. Kpoms 7000, SoMHaH TWETENsHD HOHTROAKPOBATEER
OCETY, NPESOCTARNARMES MNONLIORATENAM EHE CETH OpFaHMIaLMK.

0,312 MpoeogHes rnobanesss CEmw

BomslWMHETED MOoDansHEX CETER REMNRAKTCA NPOS0OHEMK, MCAOMLYEOWKMMKA ONTOBONOKDHHEIE MW MaOHLE KE-
Deny, COBO0WMHFAROWME EOMMY TETORE W MEpWpyTHIaTOpE. Kag arMeqancocs Beue, wnbpoeasve peakn McnonsIysTos 8
MpoBOOHLE MoDAMNbHBIY CETRX, 28 WEKMKYEHWEM HDHTWSECHA BaMHbL CETRELD CEAZEN. Yaws waband npoBoaHoE rho-
GAMNEHO0A CATH 3BWMLLSEHE fMaMHeck, OyayYd PasMaleHsl BHYTOH CTeH, WKSPos M NOABEN0E, kY08 HMEHT S0CTYN HE-
MHOMME Moad. 3w hopubl QIHIMHECKON J8WMTE W NEPHOOMHEcKER NPOSAPEs COBOMHEHMA ABNRKTCH BAMHCTEEHHEMK
mepame Ge3onNICHORCTH, CEAISHHLIMK  DOMBUMHCTEOM NPOBOAHBLL MODaNEHER ceTal. B cny4as, Sone xomnassad npu-
OBpeTasT CNEUMANMEIMPOBEHHBIE NMHWK, MOET NpOBOOMTECA MY OOPE0EanaHHos TECTHPOEAHWE, HO ANLTEPHATHE OCHO-
BSHHOMY HE QOroBOpS SOsapid K APOBEIROSPY TENSKOMMYHHEEUMOHHLD YOy CyacTeyer sambom. Myonga npoeoaqas
COBMMHEHME C rNoDansHON CaTe:n, jaxTHHSRckK Brnamwes B caln Nl CEM-caram, NazapHee MMHAE KN paigio-a-
CTOTHED MHHMA (BRMOYEA CNYTHWR]), EOTOQRLIE BEOOAT OONONHATENEHDE BOSMOEHOCTIE ONA MOHMTOpHHTE HHCOPMaLIuM,
MpoXanALWEE Bapea roBankdyo caTe, Jame Npeno-THMTErsHO,

0313 bacnposofHmd rAobansHble cat

Mo Mepe pAIPACTAMMA CETANA COTOBOW CBRAM NOFEANAKITCA HOBLIE CHETaMBI NEPEREaYM DaHHEN. XOTH DoNbLmMHCETRD
W3 HAX BES SWE ABNFOTEA CHEBHWTENEHD MEINaHHOOSACTARY WK [okono 20 xButic), cywecTayeT Nepone«sTuea mara-
BUTHLEX NEPEOaM NOCPEACTEOM CETEEkIX NPOTORONoE Ha Bale coTosonR Tanadoruy, MoCKoNESY 3T CHETEME KONONLAYOT
MOOMMLHLE LAPaKTER COTOBOR CETH WM NOAARDEMBIINT CHASL NPW BLICOKODE NPAONYCHHON CHOCOBHOOTIA, WY HACTD HE3R-
BT choTamMaMy BetnpopanHal rmofansHol cati. 3T cuoTeMms Tamks oBNEnsSnT orpaHESEHHLIMKY BO3MOKHOCTAMK
no obEcnadaHul WHPpoBaHMA W SHAROMMYHEIMY BOIMORHOCTAMY ObachevysHuA BeaonacHocTy. DOHaED yeannHHBaND-
WAREA HOHEWOSHUMANLHOCTE MHOMAY KNWEHTOE-0RMEHM3ALWA M0 OTHOLWSHWD ¥ Bonpocas BasonacHocty rmobanesHan
cETA, ocobEasHD Ons cotoewE TenedoHoe, NpWsand K Donswsl « BCTpoeHHOM: DRIonatHooT, BnnYan wadposare
JaHHLE, NG HPEAHER Mapa, B OTHOWeHWA Tenedaqor — cm. 9322

0.3.2 NowansHLme catH

0321 O6sop

NokaneHee CATH PECNPOCTRAHEHE HA TEDPUTORWA EDMONSECE 308HWA, 3TAKS I03HME ANK Ga%a B MasHoM
oucs. NoKankHeie CETA YECTOT MCNONLIYIOT T8 =B NPOTOKONE W CHCTEMEl MEPLWPYTHIALWH, 4TO W 1 Bonas spyrHels
EPOACTEEHHUKNS — rMoDancHEe ceTH, HO 0BbIYHD OBSCNEYMBAINT JAWMTY, HCNONBIYA ONPEOSNEHHEIR BRI W08
MEHAY NOKANEHOA W rMotansHok cetAml. Linos moseT BhiTe NPOCThiM SfpEranom NponycEHoa cnocoBHocT 1 MapLupy-
THIAUMH TRAgKE Wi MOXET BRNIHETE: B Co0A MERCETEERE DAL, CHETEME NOWMCHE BMPYCOR, OOHAMYHEHNA BTORME-
HHA W OpYTHE MPaHRHHES MEpE yRpaEfieHds basonacHocTee (. 11.5) Bo etex Cry-amx NoHAMEHINE BESHHOCTH CETaBRX
COBAWHEHNA M HOHTRONR 38 WAKDSaMK ABNRETCA DEWEKHLLWE BchasTom obecnesenns Ba0MacHocTH NOKEMEHOR CETH.
Opyries 0coBEHHOCTH NOKAREHOR CaTH OBCYRAARTCR HIsHE.

D322 Cocramel MPOSoOHLE NOKEMAEHLE CaTaq

MpoBoOMLIE NOKEMLHLE CETH 00LIYHD 3AWNLLEHED SHIHYECKA NYTEM OCYWESSTENEHKA MEHEORMEHTE MADLIDYTH-
ETOPOE, KOMMYTATOPOE ¥ KADENLHL CoBaMHEHA. B HEXOTOpEIX CNyHEAx pacnpegencsws [P-agpecos v gpyrve doyHe-
LMK MEHEIEMEHTE MONYT OMPaHMHHBETE BOAMOKHOCTE NOZKNKOHSHMA HOBbLIX YOCTPORCTE K NOKANEHOW CETH, XO0TA NoNBI0-
BATENM NOKENEH0A CETH MOMNYT NOCHWTATE CTOMNE CTPOTEA MEHSOMMEHT CETH O4EHE CROHHEIM W DetnoneaHGEim.

D323 Cucramel DetnpoBodHilE NoKaNsHbIE CETERA

03231 08wan vadapsialums

BechpoBodMbie nokankHbie cam, ocobedea Wi-Fi cuctansl v cuctansl B02.11x obeiuno obachedusasst pa-
AWOHACTOTHRIA CUrHan anqa BnvHen canan (~100 s), ROTOPLIR MORET MCOOALIOBATLCA ANA CATEREN COAAMHEHMA W
pacnpeganasid fadHs, © BacnpoBofHbmMy AOKANLHEME CETAMM CERAZEHbLI MHOMOYHMCNBHHE NpoBneun Bazonacko-
T, HAWBoneda cHeEMOHLIM M3 ROTOPLIX AEMABTCR YMBILNEHHOE TPSHCAMPOBIHWE NOTEHUMANEHO koD MOeHUMANEHOR
AHEOPAMALWA KOMNSHAY. Tass aosMociHel BONesE WaopErHLE aTa. Bapyilyns nog HOHTPOMLE COAnMHEHNE, Napaan-
pecylome Tpadiie 1M CEAAM B caTi. Moone HetxkoNeEE N8T OTHOCKTEMRHO BRADNACHRN pELaHUA (NpoTorDna wwdpopa-
HUA B DecnpoBOOHON CBASM) CTANW JOCTYIHE OTHPGITES M COBMACTHMER CTaHOaRTE and BOZ2 11x cecram. CosnanHbIi
mo ObpAasly HaCTHOM CTaspapTa DesonacHoCTA CEco Nog HAJSaHnaM « ¥YNPpOWaHHEA PARClUHpREMaER anaHTHAR NnaT-
deipaa, OTEPSITEIR CTaHgapTs, 33WHLEHHEIR paclmpartbid npoTokon SyTedTidemay e (PEAR) cran gocnyned B pa3s-
NiHeE DecnpoBodrels cHoTamad. [Mpr coznanmin nabol GecnpoBogHOR NOESNEHOW CETH B OprEHWISUMK HEOBXagumMmO
TWATEMLHD PICCMOTPETE MENOMALINBEaHNE PEAF WNM cXogMelx MexaHuiuMos obecneusHun Ge30nacHacT.

Mpu codpasie BacnposoHoR Cpaakl CYLLSCTEYHIT 0B8 OCHOEHES ansTEpHATHER BRHXMTEETYDLL [Bpean cocrouT B
mononeaoeasdE PEAP 1 obacnesaknn SecnpoaogHors AOCTYNE K CETH TONBHD CAHKLMOHUPOBAHHERM CHCTEMEM 1 NONE30-
BATEMAM CETH ¥ COA0AHMW NOEANLHOE CETH BHYTPW CETH ORraHMaanme, paccMaTpyEas BoeX Nons3osarensd GecnpoBogd-
HblX CETEA KEd QOBSPSHHLIX YNeHOE RoMiaHEd. Jpyrad ansTepHa™ea — NogcoggdHeHwe DecnpoesogHol NoKansHOR
CETH, ABNAFWBACH BHEWHER ONA CETH KOMNIHWK, M HCNONEI0EEHWE BHDTYAMEHOR “actHon cerW, seb-caktos SSL
M SHAROMMYHBIX CNoEE DEa0NSCHOCTH AR 380MTe GOCTYNE ¥ pECYRCaM roMnaHied. Bones nogpobdos obwAckasme
cwm. LA 232031234
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032,312 BacnpoeoiHas NOHANLHAR 8T B NPEOEnay OpraHM3agnK

Komnadus, sononsiysowume PEAP, monyT obacnauWeate HONONBIOEEHWE DECYPCOE HOMITAHMM A QOCTYN TONBXO
CAHELMOHMPOSaHHER NONL30BSTENSA K BecnpoeqaHol noxansHon oatk, JakHos pewaHue npobness sce awe yAau-
M ONR aTax OTEd28 & obonysMeEaHnK, HO, G0Nd MEHEIHMEHT W NOA0SpHE DeinpoBOOHDA CBT B OCHOBHOM OCYLWeSTE-
AASETER BHYTDM 30aH0A MMM EOMONEHEE 38aHUA, HAXOOAWKECE NoO KOHTPOMREM EOMNaHMKY, TO TSE0E pellesde ABNRSTER
BAONHE WenacoobpasHeis. 370 NpeOyCMaTABSET NEpEMBUBHWE NONLI0BATENSA B rPAHWUEX OpraHM3syu — SHTya-
LM, TMMAYHER ONA AU, DOCBLAHWME PAZNUHHEIE COBBLAHMA B pEaHEY EOHEpaHL-38Mnax, W OONHHOCTHEX MU,
YRETO NEPESIRELME MEKOY PEIWHEME dunHaname EoMnEHuY. Kpoua Tom, TaEos DEUEHRe OrpaHuYsBasT nocTyn
K ceTd, VMHTEpHET-COSOMHERMEM W OpyTUM DECYDCAM KOMNSHNE TONBKD 3THM CAHEUMOHUPOBaHHLIM NOMs3083TansM.
NogpobHocTy GezonacHod peanuzayuy PEAP B 3ToR BHYTRDEHHER MOOSNK APEMTEETYDRE CAMWEOM MHOTOHBCIEHHSE,
Yrobe oOCYHOETE M NoapobHo. MHorsd pecypcel NPEOCCTAENAKTCA NOCTAAWWEEMEA W FHTEpHaTtam,

[n3.2.3.3 becnposagHas NoEankHan CeTk 38 NpenanamE OpraHuIanHa

ANBETEPHIETHEO0N OMPaHU4EHNE MCNONL30BaHUA BECNPOROOHOA CaTH CaHKUMOHWPORAHHBIMK NONBEA0BATENAMW
FEMASTCA NPEgecTAsneHne DEcnposoaHord coSgMBaHnA ¢ MHTapHeT-CERA SN, ABMNAKKMLEIDCH BEHEWMWM ONnA Catal opra-
HA2AUMA. B 3Tom Chy4ae nonsaoBatensm DesnpoacHone cosqUHEHNE MiskaT BeiTe NEODOR wanoeak 1w nugd, abosm-
pyrowae yeryma. OHM Ha DyayT MMeTh HEMEONSeHHOMD QOCTYNE K PECYDCaM KoMnaHde. BMecTa 3Toro nonb20es Tens,
HOTOP& HysEd OO0CTYN & DECYDCaM okMnase, BonaneaysoT (cn. 11.2.1) gna Desona3cHOM COEOUHEHNR © CATRH KOMME-
HM BEMPTYENEHYH HSCTHYH CaTh. JaHHOMY DElESHAR MPUCYILN HEOOCTATEY CETESON MEHEORMEHTE, DAKIED ANR RONL30-
BaTEnSd 308ch MONYT Duite ApaUMYWSCTEE, THMHAHCOBLIE YHperkeHuA ohLHD HE HanaaT, yTobs NOCTOPGHHNE NoMs30-
BATEMNM WENONEINEENK PECYRCH DBCNPOBOOHOR NOEANLKOR CETA, HANDUMER, YHAESPDCUTET MOEET NOEENSTs COSNaTE
BECnpoBOHYHY NOKANEHYH C8Ts AOCTYARGE A NOCETHTENSR YHUESapoWTETCRDMD Mpogxa. B xawactes aneTepHaTHEGI
YHMBE[CHTETY HOMNEHWA YyNPAENEHHE HEABMFMMEIM HMYLLSCTEOM MOMET 38X0T8TE GRaNaTe GecnposoaHyHl NOKEMLHYHD
CETE AOCTYNHOR ONA 208d ADEHOSTOROE B ETPOMTENLHOM KDMINEHES,

003234 JonamHmtanssad mHopmayun oTHEGHTaNsHD BEcnpoBoaHoA NOKAMNLHOR CaTH

Bo mHoma nogobHo Ty, ESE WWMPOKONONOCHOES COSOMHEHWE OOME OBRasT HOHSHHYD CHMOTaMy rpaHuEHEIM YoT-
pORACTEOM ey MHTEPHETOM, CeThl M PECYPCaME KOMNaHMM, DecnpoBoiHan NOKENEHENA caTe Take npaobpasyver
HOHEYHLIE CHCTEML (MOGO0HNE NOPTATHEHLIM KOMNBIOTENEM) B rpaHWdHEE YCTpoRcTea, ToaToMy HOHEYHEE CHCTEMEI,
WCNONEIYHILMEe BGECAPOBOOHLSE COSOMHEHNMEA, OOMTHHL NPESCTAANATECH B HEMBCTES KAHOWOATOR ONA NPHAMEHEHMA 3HTM-
BHPYOHBIE NPOrpadi, MEECeTess SEPEH0E ¥ NPONpaMHEE CRBACTE ODHIpYHEHMA ETOPMEHAA, NOKaMsHD paboTan-
LUME HE KOHEMHOR CHCTEME.

Mons3osaTend MOPTATHEHLIX EOMARKNTEP0E, COoagMHEHHEE ¢ BEcnPoeoOHOA NOKANEHOR C8TEH, BRIORWIENT SO0-
NONHATEMEHES TpeBoeaHuA. Hezaamoumo oT Tord, AENASTCH N4 BecnpoBoOHan NOEANBHAR CETE HOMAAHHA BHYTDEHHSR
WM BHEUHEA N0 OTHOWEHWID K CeTH ODraMM3a0M, aTus MobineHss Nons3oBaTenan TpedyeTos QOCcTyn K pecypoam
HOMOSHMA Hepal BURTYRNEHYID HS0THY IO ceTk (IPSEC nubo S5L) scheacrede s03pacTamiual nomyrApHocTH DacnpoBoa-
HLL AMOPAYMY TOMEKS . 3TH SIOpaYHe TOMEMS DPECNONSraTeA B a3ponopTay, NApsay, YHHBESPCWTETAY, KapaTepuax, pecTo-
PEHSE, FRCTHHMLAEN M OpyHax MECcTEy, YaoTo NOCEIUIams NELEMM. CORSPLISMIIMMN JanoeswsE Noeanry. Yacto nyTews-
CTEVHILLMM DYROS0OUTERAM, MMaILMM 00CTyN B DecnpoBoiHeIM CATAM, MIBCEMACTHD TRedyeTeR cerae © FHTepHaTOM.
BupTyankHaA 430THES COTE NPegOCTAANAST MOoDunbHoOMY NONBIDEATEND QDCTYN K PECyRoaM HOMNaHWM, rOe Gw OH Hig
HAXOOMNER.

OonosHoi npobnamod oBcny»easna 3T MObuneHEE NOMLI0BATENRSH B #MODA4HE TOYEAXs RENSETER GOSsSpHe
ofLMHLIM MHTEpHETOBCHAM [P-agpacas. MHOME HoRNaEMK WCNonsayioT Quanazoassl 100 » 1688, IP-agpecos ganA chaano-
BedX YOITYT W YENYT NMEYSSETA AN EONekTEEHOM ynoTpeBNeHna BHYTRH EOMNSHAK. 3TH HEMAPUDYTHSpOEaHHES anopaca
YSETO MENANLIYVITER NOBTOPHD, THK YTO SOMALEHRR CATh, CETh B EafETape ¥ CETH BO MHOMAX KOMNAHMAX BMECTS MOMNT
BONONE3BATE O4MH ¥ TOT #a agpec (Bampwaap 10.1.1.100), roe saE0an CaTh MMEaT PaINHYHLIE YETRORCTES W pecYptw
B sTos anpece. Nockonesy npodiand BUpTYansHOE SACTHOR CATH Y300 ONPEASnAT NPHMHATHE DaWEHWA O wdhposaHsn
¥ MEPWEYTH3AUMK Ha ocHOBe agpaca, agpeca 10, 1 168, woryT BeELBaTE HEONPEBOAHHOE Q0BHDWE NOPTATWEHOI
HOMMLOTERA, CO303BAaR HOBRIE NOTEHUMANEHEE pecin. MNMoaobHo BUpTYENsHOR YacTHOW CBTH MEXKCETARRE 3HpaHE W
CHMCTEME ODOHAPVHEHUA BTODEEHAR TANES IANSHCTBOERHE! B NPUHATHE DELWBHKMA O NOSCOBOMHEHAE W J0BEDHKA HA
ooHo2a Anpacos. MNoatomy, ©xo0TA ONH MONs3nsatend NOPTaTHEHOI KOMNBKTEDA YMECTHD BOSSpME K NpMHTERY Ha pabo-
Ta W gawe JoMa, gosspne & annosamy cepeepy B eaheTepu AnrwHa OkiTe CORSPMUSHHD MHEm. FTomTaim, nporpasm-
HLE CPeETEa W ApyTes Meps NPOTMEO0SACTERA 8 OTHOWSHAKM 3THx npoinam JonsHe DUSHWEETECA M NPMMEHATECA HA
CEHOBE OOWER NOMMTHER EoMOaHe.

033 QononHvTensHan MHopMmaLKMea, CEAJAHHAA C TENS oMMy HEEILAAMM

Mpobrame:, CEAJSHHES © TANSKOMMYHUEALMEMY, CYWeCTEoEamn Boedga. [MpoOooieSmeacd CIUAHKE PedE 1
OaHHEX B OOHHME W TEE EE CETAX OTHDLIEASET HOBLIA pAg NPpobnaM ONA TanskomMMYyHMEALEA 1 MeD RPpOTHEBOOSRETEMS.
Hepaeno pazpaboTed peYeBkE MENCETESHN JHPEHOB, MATWETRANEHLX BEPTYANbHER HECTHEE CETER M MyTETHMEOMAHLIX
CeCTam ODHapYHaHMA BTOP®EHAA, KOTODEE PARCCMATPVMBEINT NpoGnaMel CNAAHKA OSHHBIXDEYW, HEYANW pEanvInss6i-
BaTECA B BMOS NPOSYELMW W CEPLEAH0 DACCMETEMBATECA HOYNHLIMA NMOCTASBMEAMIE. 3TW pa30aboTe TamHs peannay-
HTCR KOMOAHMAEMY W HYACTO OEYyIETEA SHOHOMUHECHM B pEIynLTaTE Dones Ha4SCcTESHHOM yNPABNSHAR PEYSELIMK
TENSKOMMYHAESLMAMKA B NPEOSnay KOMNSHWK.
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MNpunoxedue E
(cnpaeo4Hoe)

CraggHUA O COOTEETCTEHM HAUWMOHANLHLIX cTaHpgapToR PoccHudckod Pegepaumi
CCLINOYHLIM MEXOYHAPOOHLIM CTAHAAPTAM

Tabnwya EAN

DBAIHAUEHIE EobiNauHON OBammauenie 1 HABMEHOBANKE COOTAATCTEYORIEMG
MEXAYHADD fEora STaHAapTa HALMOHANLHATG CTAHAApTaE

MCO 2564

MCO 10202

MCO 11568

MCOM3K 11770 "

MCO 15782 "

WMCO 186049

WMCOIMMAK 1795982000 M2CT P MCOMMEK 17789 —2008 akMydopmaywiHHER TaxHONOrA.
Meroge obecnayarns BAR3IONACHOCTH. PysoB0OsTEO NO yRpagneHwg
BEACNACHOCTEH MHDO DALY

HMCOIM3K 18028-4 ‘

WMCOMZE 18033 *

WMCO 21188:2006 *

* CooTEeTCTEYHALHA HAUMOHANEHLIA CTEHSAPT oTcyToTayeT. 0o aro yTeepsOaHyA PECOMEHOYETCH HCMOMkI0-
BaTE NEPEE0Y HA PYCOKMA RA3BIK JESHHOMD MEHOYHAROAHOM CTAHOapTa.
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